


Q\)’_\j\ 3_)\.3! Jl:\&ﬂ CJ}A.I

K OO PP PPPPPPPPPRPPT

PAENEIRR )

3.0 Llaay!

ekl A8 5 el (3l

...................... el

....... Sl 5 pesall 5 ) 53y

Jhaalls o) Y



Q\J}—ﬂ\ BJ\J! JI:\M C.J}A.i l

Dnlrall 5 il jlaal) Jumdl e Al S uad) ) cldliie pé 50 g jleall 138 (e (i )
Jlaiasl Allain) Juli5 ol piad @lld g e Jlnd IS Lgtinllna 5 cansliall i gl) 8 3l ) il LGS (lancal
(Jila dads Jleel e claagll oda oo dailll JEY) cpe Juliil) 5 el yund) Cilaagdl JNA (e <l a8l o2a
A 1ot s Agteall Bpul) Galaall e 35l DA e Aaa jlaldls Alalall Glangdll e Lgilea
\A_)B\jﬁj cl.@."\.e).mj “LILA)LU‘J\

AB) 3 Apalaiil 5 Aey il cilllaiall 5 S ymaadl o) clillaiag ol SV bl 138 Cag
(ECC-1:2018) o sadl 32 &) Jagl guall (e V-) oY by Laliall (& ay pii callae s
) 53U il ol Al (a5 yaliall

Galaill 4Ll 5 Jaall (8l

o Cldall gen o bty ila Aals 8 Al 5 e sl JpenY) goen el 134 lai
i fedls

ulall

@&\ﬂ\&\)ﬂ\ﬁ#&ﬁtﬁﬁgoi%&\Q\ﬂ\ﬁfﬂhw\ﬁw\gﬁ

- 5 i ) Caagl)
_Q\Jﬁﬂ\ﬁg'sﬂwchﬁ@‘)ﬁj\}\
jia:}éls‘):ﬁ;Q\;PLA!@MMMM\)&Q\)&‘&&@J%O‘M ALl LA

clanall s Aadail) Bl o ol jafl) auii dglae i 8 ) Ay e
L slladd) Cle) jay)

_c@Y\);ﬁ\@JU)M\éu@@bﬁQ\ﬂ\#ﬂ&&a\&ﬁ\g;ﬁ

A plan for wvulnerability assessment that covers the 1-1
assessment scope, start date, and end date shall be
developed.
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Vulnerability assessment plan shall be based on the relevant

legislative and regulatory requirements.
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Vulnerability management activity shall follow a defined
methodology, in accordance with Hail University’s enterprise
and cybersecurity risk management policies, procedures, and
processes.
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A report shall be developed after finalizing the vulnerability
assessment activities. The report shall include the following
sections at minimum:

e Executive Summary
e Reporting Introduction
e Methodology
e Target Assets
e Detailed Findings
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An action plan shall be developed after finalizing the
vulnerability assessment report in order to implement the
recommendations. The report shall have at minimum:

e Technical Owner
e Business Owner
e Required Actions
e Clear Deadlines
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Results from previously conducted vulnerability scans and
assessments shall be compared with current results to ensure
that remediation actions have been implemented in a timely
manner.

| PR |

6-1

Gt Leriy O an A Aeadiinal) <l g1 5 <l pail) i Jilu o) ddad auza g g 2ans

&\fﬂ\ﬁgﬂ@m ;Mdﬁ@)&\ _3‘ L,A.A‘j\ Q\)&ﬂ\&ﬁ
s s daaly e 2l ) sadinay danal g AT e e RN aui g2 8
3l sall laaly ot 38 Lagf o Ldlins) U8 <l ) s Jaiud 98 il (dagds

8l

A e Al dsan 03 5e 5 T g <l jall a6l ja) cany

Vulnerability assessment shall be performed periodically or at
least annually.
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Vulnerability assessment shall be conducted on a monthly
basis for all external critical systems (Internet-facing systems).
(CSCC-2-9-1-2)
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Vulnerability assessment shall be conducted on a quarterly
basis for all internal critical systems. (CSCC-2-9-1-2)
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Vulnerability assessment exercise shall be conducted as per
the relevant legislative and regulatory requirements, and it
shall take into account the following guidelines:

2-4-1 The exercise shall meet specific vulnerability
assessment requirements which are mentioned in
the procedures.

2-4-2 The exercise shall define the systems/applications
targeted for assessment, as well as any targeted
system/application specific requirements.

2-4-3 The assessment shall include network-related
vulnerabilities, service-based vulnerabilities, and
banner grabbing.

2-4-4 Vulnerability assessment shall be performed using
approved methods and mechanisms.

2-4-5 Risk rating shall be determined to prioritize findings
as per the cybersecurity risk management
methodology.

4-2

(o2 JMaial Ailaia) Joli ol ey Jied Sy <l ) Aadlead 4401 aaas
e paw e laagd) oda e daslll HEY) Julas

Glaas ol Lealadinl g &l a8l elli JBaiul J) <l el dallas pae (g2

A yau

PAENEIRR )

3.0 Llaay!

Caagll

Adiadl Hhlad)




&_I\)A_\j\ 3_)\3;\ JIT'\M CJ}A.I

Janalis Lgd a5 Adagiusall Ail) U Sl e el jadl) dadlaad ddad slac) Cany
Aadlaay Cpainall G puiall/ il HaY 5 elgiV1 g s el gy sl s il gill 5l 3l
Lol il

An action plan for remediation, fixing the identified gaps and
patching targeted systems/applications, shall be developed.
The plan shall include vulnerabilities details,
recommendations, assessment start date and end date, and
the functions/teams involved in the exercise.
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The vulnerability assessment action plan shall be documented
and approved by Cybersecurity Department.
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All systems and devices within Hail University shall have

vendor/manufacturer warranty as per the Service Level

Agreement with the vendor/manufacturer.
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All systems and devices within Hail University should have up-

to-date security patches at the operating system and
application level.
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Automated tools for updating operating systems and software

(including third party software) are encouraged to be deployed
in the environment.
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Critical vulnerabilities shall be patched immediately after their
discovery as per Hail University change management
procedures. Any high or medium risk vulnerabilities should
have a priority in the action plan, and be closed and
remediated within a maximum of two weeks from releasing the
fix or patch from the vendor, unless there is business or
technical justification that is communicated officially.
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(Use of Cryptography) sl alaaiul
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Valid Transport Layer Security (TLS) certificates shall be used 1-1
for all sensitive information in transit between the client, server
and other servers.
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) 2-1
TLS certificates shall be obtained from a recognized Certificate

Authority (CA) for all production services at Hail university.
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Internet browsers shall be configured to avoid insecure and
weak protocols (e.g., SSLv3 or SSLv2), and weak ciphers
(e.g., DES or MD5).

ABslad) Ciilee 2S5 il <l gl alasial

Encrypted channels shall be used for all authentication.

vie Ll g galall el Gask e il b)) eay Lhlia ) fudl dlaa Jlaa
Aolad) cleaddl 5 aey e Alalia¥) ) 13 Jadiyy ASWAl e Lelii g Ly 5a5

It shall be ensured that backups are properly protected via
physical security and encryption when they are stored and
moved across the network. Such backups shall include remote
backups and cloud services.

B cluda aladiuly 40l 5 jeal 4885 1)

All network devices shall be managed using encrypted
sessions.
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During a cryptographic process, if an error is detected in the
received information, and the receiver requires that the
information be entirely correct (e.g., the receiver cannot
proceed when the information is in error), then the following
shall be performed:

e The information shall not be used.

e The recipient may request that the information be
resent (retransmissions shall be limited to a
predetermined maximum number of times).
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e Information related to the incident shall be stored in
an audit log to later identify the source of the error.

(Cryptographic Key Management) il ziilia 3 )l
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Cryptographic keys shall be managed in accordance with Hail
university’s cryptographic key management processes,
procedures, and guidelines. This shall include key generation,
key storage, key backup, key recovery, etc.

1-2
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Cryptographic keys shall be categorized according to their
classification (public, private, or symmetric) and use.

2-2

oo sl Taby uaill mrilia dles Cang

Cryptographic keys shall be protected according to their type
and the required protection.

3-2
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Associations for the cryptographic keys shall be protected
according to their type.
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An assurance of public-key validity shall be obtained to ensure
that the cryptographic key is arithmetically correct, through one
of the following methods:

e Assurance from the key owner, key verifier, or trusted
third party.

e Explicit public key validation depending on the
algorithm used.

138 o Jpanll o aledl Flisd) 4l liy Glaca 5855 Gilga )yl i aladid Gany
Zlia) i (il Gkl ) da Al deall o e aSUl 3 il lasal)

el ZUiall Caliaall alall ~lidal) Lled @il lal)
Algorithms that provide an assurance of private-key
possession shall be used. Alternatively, such assurance shall
be obtained explicitly to ensure that the external entity (i.e.,
third party) providing a public key actually possesses the
associated private key.

£lie g 5 185 A A5l 2-2 Tl (6 5l A a5 ony
] .’- .~“
The security protections highlighted in control 2-2 shall be
provided for a period of time as per the cryptographic key type.
o) eilaal S Bae Cpel g

Cryptoperiods shall be assigned to the cryptographic keys.
O 9 LaS Lgilen 5 538 4lgs 8 dalall piliall 5 Alaiall peiliall 488 Cadl) cany
6-2 Lilall 4

All symmetric keys and all private keys shall be destroyed at
the end of their period of protection as highlighted in control 2-
6.
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Cryptographic key lengths that are at least 128 bits shall be
used in all symmetric key algorithms.
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Asymmetric cryptosystem keys that are of sufficient length
shall be used to yield equivalent strength to symmetric key
lengths.

oo J8 Y Al 5l mailia J) shl aladin) Guaiuall (e dabuall Lakidl dually
Elliptic Curve Cryptography) aildia je i milia Jishis «u 256
<2512 o= JEY (ECC

For critical systems, it is recommended to employ symmetric
cryptographic key lengths that are at least 256 bits, and
asymmetric Elliptic Curve Cryptography ECC key lengths that
are at least 512 bits.

(Data and Information Encryption) <ule sheall g bl a3
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Approved whole disk encryption software shall be used to
encrypt the hard drive of all mobile devices.

1-3
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All encrypted network traffic shall be decrypted at the boundary
proxy prior to analyzing the content. However, Hail university
may use whitelists of allowed sites that can be accessed
through the proxy without decrypting the traffic.

2-3

0 Jila daals 308 ) o e oAl Jiad g J s sl cililee RS e any
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All remote login access to Hail university’s network shall be
required to encrypt data in transit and use multi-factor
authentication.

3-3
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All traffic leaving Hail university shall be monitored, and any
unauthorized use of encryption shall be detected.

ot LA bl el sy dgslhe (USB) o a3 3¢l culs 13
_ZJQA_“)“ XYY ‘_As: leatal
If USB storage devices are required, data stored on such

devices shall be encrypted while at rest, based on the data
classification.

5-3
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All protected information in transit shall be encrypted.

6-3
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All protected information at rest shall be encrypted using a tool
that requires a secondary authentication mechanism not
integrated into the operating system, in order to access the
information.

7-3
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All wireless data in transit shall be encrypted.

8-3
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All authentication credentials shall be encrypted or hashed
with a salt when stored.

9-3
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It shall be ensured that all account usernames and

authentication credentials are transmitted across networks
using encrypted channels.
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All information used in conjunction with cryptographic 1-4
algorithms and cryptographic keys shall be protected.

Associations for cryptographic information shall be protected 2-4
according to their type.

JYA e clldy Libia WAl jules dana lacal Jeatiadl J gaall alall daladl
AU 5Lkl s
o A ssual dgall sl e Agpual dgall (e Glaca e Jpaall o
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An assurance of domain parameter validity shall be obtained 3.4
for all discrete log public key algorithms to ensure that the

domain parameters are arithmetically correct, using one of the
following methods:

e Assurance from the key owner, key verifier, or trusted
third party
e Explicit validation depending on the algorithm used

e slra g il 188 5 Aipma dyie 35 yial 22 Jadlizall 853 ) 51 4y Alaall 4 55 oy
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The security protections highlighted in control 2-2 shall be
provided for a period of time.
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Non-cryptographic mechanisms shall be incorporated in
communication systems to ensure the availability of
transmitted cryptographic information after it has been
successfully received, rather than relying on retransmission by
the original sender for future availability.

Encryption Protocols ) 4eseaal il cilue jolsa g jpadill SV S g 5

(and Cipher Suites

5-4
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Only cryptographic hash functions shall be used to ensure that
it is not feasible to find a message that produces a given hash
value (Pre-image Resistance), or find two messages that
produce the same hash value (Collision Resistance).
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Cryptographic hash functions shall be used as directed by the
relevant algorithm standards.

Clae )l sa s 8 128 oo JE Y ) 50l mlia J) ghal aladial cany
Bl el

Cryptographic key lengths that are at least 128 bits shall be
used in all symmetric key algorithms.
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Message Authentication Codes (MACs) shall be used to
provide assurance of the data’s integrity, and that the MAC
was computed by the expected entity.

Gl jlsa o 2l (MAC) el (e 3aall 3 00 Cilae )l sa aladial gy
el ahasiuly Jile ) e 33l 5_as Jis) «(Block Cipher) (sl sl
Slaa )l A e 2l 5 (("GMAC" dilu I e Finill g sile 5 3l 51 "CMAC”

("HMAC™" 3 5aall Ji )l G Giaill 3 23) Saal) il (adle s
Only MAC algorithms shall be used based on block cipher
algorithms (CMAC or GMAC) or based on hash functions
(HMAC).

il e 38al 5,0 lutaly el ] ZUE il aaA5) e oy
.(Block Cipher) sl il e ) )l & il aladiul Js (8 (MAC)

The same key shall not be used if the same block cipher
algorithm is used for both encryption and MAC computation.

Oe @8y GeY) ) b gl Sadiaall Al wdl gl e )l A aladi) ang
Sl daaa IS axe acd s il slaall S

Approved digital signature algorithms shall be used to provide
source authentication, integrity authentication, and support for
non-repudiation.

;0o S Badinall peiliall JI skl ae 401 4a8 11 a8l i) e ) 6 aladind cang
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Only the following digital signature algorithms shall be used
with the approved key sizes for each of the following:

e Digital Signature Algorithm (DSA)
e RSA Algorithm
e ECDSA Algorithm

sadizall pildall J)shal lati ol (i pilie aladinly 4l &) gl laca) Gany

e sall
Digital signatures shall be generated using keys that meet or
exceed the approved key sizes of the algorithm.
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Only the following approved key-exchange scheme types shall

be used to set up keys between communicating entities:

e Key Transport: The keying material shall be transported
from one entity to another using a symmetric algorithm
(i.e., using a key-wrapping key), or using an asymmetric
algorithm.

o Key Agreement: Entities shall co-create shared keying
material using symmetric or asymmetric algorithms.

o2 Jadiiy 3adizall pildall JI sl aladiuly sadizall zeilial) ol (3 5k aladil cany
MRSA" e )lsas ("DH" Al sa) Olabis -0 A )l & Bkl
Approved key-exchange schemes with approved key sizes
shall be used. These schemes include Diffie-Hellman (DH) and
RSA algorithms.
Aadai derdiial) i) clae 3l a0 Cu 256 oo JE Y 58 da 0 aladiul ay
oasadll 138 4 3l DU Lk gl Aiggl) o s Lo Canes Al

Security strengths of at least 256 bits shall be employed for
cryptographic algorithms used for critical systems following
what the NCA issues in this regards.
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Security strengths of at least 256 bits shall be employed for
hash functions used for critical systems.
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Access lists shall be configured to control access to wireless 1-1
network communication devices and ensure that these
devices are accessible to authorized users only.
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Centralized user-level authentication shall be deployed to
authenticate all interactive users making changes to all
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wireless network devices. Additionally, authentication systems
shall be as few as possible.

a3 gl alaiin) e AL ASAN @il sSa 3 8 e Jgeay uaily ()
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Restrict wireless network administrators’ access to use
dedicated Privileged Access Workstations (PAWS) or jump
servers placed in an out-of-band management network,
segmented from Hail university’s network and isolated from
the internet, and not wirelessly.

alasinl 5 AL Aadail) 8 il jualisll sdxie Jgea gl 4358 e (3o Gk
AL il 5 jeal il s alac) 95 1oy 5 i) colulal)

Multi-Factor Authentication shall be implemented and
encrypted sessions shall be used to manage (or administrate)
all wireless network devices by administrators.
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The use of hard-coded passwords shall be limited to relevant
administrators only as necessary for non-interactive purposes,

as well as to recover wireless network devices that have
become disconnected from the network.

G JsAal) Janad e dggati dpad Ay ia jad ASLO) 4S5 3 eal dlae)
AN Ll ailadl) duatll Al i sda el Vi
Wireless network devices shall be configured to display an

alert banner at login. This banner text shall not provide the
underlying characteristics of the network.
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A logically and/or physically segmented wireless network shall
be designed and implemented, taking into consideration
business needs and enterprise architecture, and based on the
principles of defense-in-depth and multi-tier architecture.

2Ly Al Al ¢ 3aY) o Sl Y] Loy sn (e 2Dkl (5 gl gk
4 g pall il sinna s ASLOU A8 8 dadleall il glaall Capiaty dad Lo

A8yl Sl Sl Je il
Appropriate level of security controls shall be applied to
different network segments based on the value and

classification of information processed in the wireless network,
levels of trust, business impact and associated risks.

Gan g o) al) Calise i)l )5 e dpiall L ISl dae) 5 avanas
Az rad) s Jsasl

Wireless networks shall be designed and configured to filter
traffic between different segments and block any unauthorized
access.
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Firewalls and routers shall be configured to prevent any
unauthorized connections between untrusted wireless
networks
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Critical systems shall be prevented from connecting to the
wireless network.

Llaall ) jaal 2y Ady il clalaly clabandl s ae) il g CilalaeY) sl je
$ss J8s (Routers) <ilea sall

Security configurations, rules, policies and profiles for firewalls
and routers shall be reviewed in regular bases.

(Boundary Defense) 3 saall ¢l
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An up-to-date inventory of all of Hail university’s wireless
network boundaries shall be maintained.

ran s daddindl ye sl 5 jlall cu Y OV S g5 o slie ae VLAY s
e 0 S e Ay s peiall s 48 55 al) Y1 Y S5 O sie Sy seasl

Jila daelad LU S0l 3 gaa
Communications with known malicious or unused Internet IP
addresses shall be denied, and access shall be limited to
trusted and necessary IP address ranges at each of Hail
university’s wireless network boundaries.

il aa JsSsis s sl (TCP) Jaily aSaill JsS 535 dlie e VL) Sl
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BN
Communication over unauthorized TCP or UDP ports or
application traffic shall be denied to ensure that only
authorized protocols are allowed to cross the network
boundary in or out of the wireless network at each of Hail
university’s network boundaries.
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Monitoring systems shall be configured to record network
packets passing through the boundary at each of Hail
university’s wireless network boundaries.

AL A3 agaa e Ul AY) aiey GLESY Lediial) Lleal) dalail Jpmis
Jila Zaels 4805 2 90n (e 2a S i 4030 e A8 Ly A8 e (ol i)
Network-based Intrusion Prevention Systems (IPS) shall be

deployed to block malicious network traffic at each of Hail
university’s wireless network boundaries.

sl i) A3 e (APT) 5_aiuall deafiall Cilapagill aief oS il caps
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Jila dadls

Network-based Advanced Persistent Threat (APT)
detection/prevention systems shall be deployed to detect or
block malicious network attacks and zero-day attacks at each
of Hail university’s network boundaries.

e bl diad s (NetFlow) 4%all e clilul) 48 5 Sl glan aan (Sl

AL ALEN 5 gan 3 el 48K

The collection of NetFlow and logging data shall be enabled
on all wireless network boundary devices.

e e Y )l e AL AE) e @il 3 e JISET 48K G laca
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All wireless network traffic to/from the Internet shall pass
through an authenticated application layer proxy that is
configured to filter unauthorized connections.

Capatisall anl 3aa s CadSl Glilaill elaud ol e ol jladinl) Jaad (S
A8 el Al iUl

Domain Name System (DNS) query logging shall be enabled
to detect hostname lookups for known malicious domains.
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10-3
All subscription services, URL categories, threat feeds,
blacklists, and signatures shall be up-to-date and updated
regularly.

(Wireless Access) Sl L )
Lelan 5 ASLOU) Sl alasiin) Jayss aagll
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L slhall el jaY)
Aglaall Al LS il Jladl i sl Jald i anii ¢l jal
A comprehensive risk assessment exercise shall be 1-5
conducted to evaluate the risks of connecting wireless
networks to the internal network.
L) AL Alaiall 5 Ly 7 emall LELO) J g sl Jalihy 3 o el Jaliia )

An inventory of authorized wireless access points connected 2-5
to the wired network shall be maintained.

o S Jsas ol pie sl i€ AN 8 daaY) Gl aill e sl dlae)
035 50 Al 5 AL AL Juale 4 = eae

Network vulnerability scanning tools shall be configured to 3-5
detect and alert on unauthorized wireless access points
connected to the wired network.

s e S Jgas gl @i (WIDS) SLadl) Jlal) Cais ol aladi)
203 92 g3 4l g L) AL Jaate 4

Wireless Intrusion Detection System (WIDS) shall be used to 4-5
detect/prevent and alert on unauthorized wireless access
points connected to the wired network.

A5 Glee dapl i@ Y 5 gl o (SO J sea gl Jund ola]) 5-5
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Wireless access on devices that do not have a business
purpose for wireless access shall be disabled.

Cuny Jasdl cllad Al 2lias ¥ Al aleaiall 5 gal e (SLOW) J ea sl slae)
A Jsasl aiiy Laid Ly 7 el AL Gl ) Jsa sl leddl o5
AT AL el

Wireless access on client machines that do not have a
business need for wireless access shall be configured to allow

access to authorized wireless networks only, and to restrict
access to other wireless networks.

5_piloe 536! G lalal) AS Ll (Aanadall) RSL ASEY i 58 Qi ol3])
Cnbeatall ) LELA el e

Peer-to-peer (ad hoc) wireless network capabilities shall be
disabled on wireless clients.

alasinly LU Al JuaidU ALl 3 3eaY) 5 AL J ga ol Lalis alac)
(WPA3) sl (WPA2) Jie 4ial &Y S 535 5
Wireless access points and wireless devices shall be

configured to connect to the wireless network using secure
protocol such as WPA2 or WPAS.
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Wireless networks shall use authentication protocols such as
Extensible Authentication Protocol-Transport Layer Security
(EAP/TLS) that requires mutual Multi-Factor Authentication.

A Jia) 336y Ao 3asasall skl 3 5ead SO Jsa )l Jundi clal)
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Wireless access of peripheral devices (such as Bluetooth and
NFC) shall be disabled unless such access is required for a
business purpose.
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A separate wireless network shall be created for personal or 11-5
untrusted devices. Enterprise access from this network shall

be treated as untrusted and shall be filtered and audited
accordingly.

(Physical Security) sstall oY)
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All  network devices that are required for network 1-7
communications shall be placed in a secured area with
physical access controls implemented.
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All wireless network and security devices shall be configured 1-8
to log events and audit logs to the central event and log
management system for analysis, correlation and alerting as

per Hail university’s Event Log Management and Monitoring

Standard.

1Y) Jas 48 ja 5 5500 Jlae Clillaie ae 5 gy Clas 488 Gl (o
Jila drala A adinl)

All device logs shall be consistent with the requirements of Hail
university’s Event Log Management and Monitoring Standard.
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Wireless network devices shall be configured to send events 3-8
related to failed and successful login to administration

interfaces to the central event and log management system for

analysis, correlation and alerting.

(Secure Configuration) geeaill s Glalacy)
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Regular security testing, such as vulnerability assessments 1-9

and penetration testing, shall be performed as per Halil
university’s Vulnerability Management Policy.
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Network devices shall be regularly patched and updated as
per Hail university’s Patch Management Policy to ensure all
devices firmware is up-to-date and all patches are applied.

‘Jie A0 3 el Jo LD e ol Ayl e cleadll Juad (/A )
e i (Telnet) < B S si55 sl (FTP) oY) Jaill J S 5355

Unnecessary/unrequired services on network devices, such
as FTP, Telnet, etc., shall be removed/disabled.

B e Ailin) Ayt ) adl g2 O ae g5 (el i A0 5 jea A81S ana g alac)

All network devices shall be configured to synchronize clock
with at least three centralized time sources.

Keep the router's Firmware Up to Date

Hardware and Software Integrity) <lasall 3 Slaa jull 43 e (el

(Validation
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All physical wireless network devices shall be scanned for
signs of tampering upon installation.
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Software, updates, patches, and upgrades to wireless network
components shall be obtained from validated sources.
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All Hail university’s inbound and outbound emails shall be scanned

for malicious and suspicious content.
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All Hail university’s inbound and outbound emails shall be
tagged/labeled with appropriate protective tagging/labeling
reflecting the sensitivity and confidentiality levels based on the data
classification level and as per Hail university’s Data Classification
Policy and the results of content analysis. Alternatively, Hail
university’s applicable Tagging/Labeling Standard shall be used as
per Hail university ’'s Email Protection Policy. Some examples of
tags and labels are malicious, bad sender, inappropriate, spam,
suspected spam, safe, sensitive, etc.
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All inbound emails shall be blocked and tagged/labeled to reflect
disallowed content as per Hail university’s Email Protection Policy.
For example:

e Block malicious, blacklisted and spam emails.

e Quarantine suspected spam emails.

e Allow safe emails.
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All outbound classified emails shall be blocked based on the
protective tags/labels reflecting the email classification level as per
Hail university’s Email Protection Policy. For example:
e Block sensitive and confidential emails.
e Allow public and restricted emails.
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Spam emails reflecting unacceptable spam risk scores shall be
blocked as per Hail university’s Email Protection Policy. For
example:

e Block high risk emails.

e Quarantine medium risk emails.

e Allow low risk and no-risk emails.
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Inbound emails containing malicious URLSs, phishing attempts,
malicious domains, etc. shall be blocked.
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(A Cngliny g Sy
Active Web Addresses in emails shall be replaced with other
addresses.
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Inbound emails containing active content shall be blocked.

Alternatively, the active content in the email's body shall be
removed.
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Inbound and outbound emails with extra-large files or content shall
be blocked or delayed until the files are verified by the responsible
employee or as per the enforced policy.
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Outbound emails to unknown distribution lists shall be blocked.
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(ECC-1:2018) Sl sl (a3

Multi-Factor Authentication (MFA) shall be implemented for remote
email client access and webmail access by users (e.g., Outlook
Web Access “OWA”) as per ECC-2-4-3-2.
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Besides a user/password combination, users shall implement other
authentication mechanisms when accessing emails from outside
the network (e.g., biometrics, hardware keys, one-time passwords,
smart cards, encryption certificates, etc.).

Gl 31 Al Ty oy iSIY) 2y 5l saieall 5 pall S cilolac) il Jasa
s Aaals L Axdal) cladlall 5 J sl

Complex email password requirements shall be configured as per
Hail university’s Identity and Access Management Policy.

(Transport Layer Security) «dill (s siwe (aly 1die bl i guls
Gl Ll 4eal ((Virtual Private Networks) «ial yay) dalall cilSully
dase el el eyl s g ) Y S 55y aaal alasinl 5 Ll ) A 4 el e
s dadls 8 adind) jadil) jlee ) g sl (2 ) e a4l (Cipher Suites)
Encryption methods, such as Transport Layer Security (TLS) and
Virtual Private Networks (VPN), shall be implemented to protect
authentication mechanisms during transmission. Recommended
next generation encryption protocols and cipher suites (such as
cipher suite B) shall be used. Refer to Hail university’s
Cryptography Standard.

s - i
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(Content Protection) s 3 x5 gise dlea

5l (ga AT g 5 ol s Tanna By yaall e ilangll 58 paunal) Raiiall iapagll 53l
Al

-

Clae ) 5 Sl s il (0 88 5o o (5 giad Al (S 8 30 Jils ) dlea Glasa

B Cua Bl liye o o giad LI 5 I 3 il g st pasi o oK
s 3 S ol 4 7 5umn IS Ll D sl f Lol B ARY il Rl i e
(s RS ) S e yand ane

Aldiadl Lladl)

h}u\ Q\;\ﬁ\;]\

oyl 5 el ¢ sl T 5 J 5 ol 1 5 g iSIY) 0y 5l ol pal Cpiial Jumdti 5 (Gaaka

_L_i'LJ\ I 9.\;.43" iﬁj @\ﬂ\
Two types of email attachment classification shall be configured;
based on file type and based on file content.

() o Sle Ltinga 5 <l ) o) 5il Cana <8 5l e 53

Windows ) Jsais (e 2uiiill AL s jill e ¢ 5l aas 1613 gud) 2B o
dpaill el Y1 5l Glaa,dl 5 (Office Macros) swésl s Sk sl 5l s (PE
2 5 ¢«(Scripts)

(Multi-Layer Archives) <isiudl s3daie clini ¥ dalayl el o
Al e lgans u LF’d\ lalall g uadl) cilala g g pell AalS dgles cilalag
(Quarantine-list) saall 4al Gava clilal) (e W e 5 ¢ )

cililay (XISXs PPXs OCX 1Jie) Aaslil) L 5l el ys il splidal) 2B o
L e g i Y1 il 5 ctxt s pdf

Gaadll Sty ) 5Ad g peall yue bl fan s g ) il Ad g pall b cilBh pali Ay o
leie

Attachments based on file types and formats shall be tagged. For
example:

e Blacklist: All forms of Windows PE, Office macros, scripts,
etc.

e Graylist (quarantine-list): Multi-layer archives, password
protection files, encryption files, files exceeding the
maximum size, etc.

e Whitelist: Standard Microsoft Office extensions (docx, pptx,
xIsx, etc.), pdf, txt, archives, etc.

e Unknown: Unknown file type/format, or unable to detect.

2-3

d:\.ua‘s&ccua;ﬂ\c_\\.l\c\‘)dh'é‘)hanQ@ﬂ‘wwmﬁﬂﬂﬂ\&;ﬁ)ﬁ
:Jadll

'c)gé}i‘)‘«lmemd:mgﬁjiJL'A@QUJ,\}‘L)&}):\Q‘;QLE}:\;S:3JL«.4 °

Ol e cale o i did e
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APISN RS S E PR SRS
All malware-scanned attachments shall be tagged with scan results.
For example:
e Malicious: Contains virus, malware, APT, etc.
e Safe: Malware-free attachment.
e Unknown: Unable to scan.

(Footer and Header) <ilall Judis 4w 5 55 Jie W) sine aladiuly ilild) o) gl aaas
Lerna A e ol

File types shall be determined using file content (file header and
footer), not extensions.

s Jie 8 jlall Claldl ge la gla e ST Lgtdiat 5 e Al 5 Aa gansal) S el pran sani
Aa guiiall Glalall e JaT g 5 gl 53 jlall e ) 5 il 5l
All whitelisted and filtered attachments shall be scanned for

malicious files including viruses, malware and any other form of
suspicious files.

& A8 sala sl 3l e sl asas aae e el 2l a3l sA s Aalail maen (and
2 ds p ald s (Mail Gateway) 2ol 2l srg (S 5SIY1 a pll Al <l <l
20 s mab ) et o J8 (Mail Server) w1l a3a i (Mail Relay)

.(Email Client)

Malware scanning shall be performed on Mail Gateway, Mail Relay
or Mail Server before it reaches the Email Client.

%ﬂ\i;\ﬁ@\ﬁy&ﬁ&jiﬁjuﬁwﬁgiJ}_AJ@JQQA&Z;JHUAQ;\);}
Jie 6-3 21l 8 2 5a sall o Calida 35 30 5l 27 50 4038} U plaaiuly (Email Clients)

Al G518 el ) s il (e Aleall ) 5ol Ail)
Malware scanning shall be performed on email clients using a

solution from a vendor or provider different from the one mentioned
in clause 3-6 (e.g., AV plug-ins added to outlook client)

i yall Saaliny it el pa) e Lglbal Caad il A pansal) Cld yall g (and
(APT) 5 jaiusall da3ial) claagill pa 3l (Sandbox) il s jeal) dlead) 4 alasiuly
TA.\MMJ_)M”‘):\QBJLAM Q\T);.A_).\j\j

Allowed attachments, on which dynamic analysis was performed in
sandbox, shall be scanned to detect Advanced Persistent Threats
(APTs) and zero-day malware.

oA 2l Jls ) e 3 b (pasiall 0 () el Wl plend) a2 (5T)
3, el Aslgnad T 5 610 guall 25D e Adae 5l 3l 488 yo clile o (g gia3 )
12 sud) AaSDU ) Sl 5 Jus el o s Ala) &5 Jila dralas  Axdlall g Y

s - i
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All emails with blacklisted or malicious attachments shall be
blocked/stripped as per Hail university’s Email Protection Policy.
Sender’s email address and domain shall be added to the blacklist.

iy goen (W) gine oDl (ga U Cpa W padiosdl) 3 50 ) W pam s GG (6f) aa
]l ) Agale,ll AaDU) e clila s A1) S iKIY) )

All emails with whitelisted attachments shall be allowed if they are
malware-free.

(Email Sender Verification) (55 s3SI 2 ) Gus ye (e 333

Azl il glaall e oSl y 4y 7 aaall e Jgeasl

On \gtan L 5 g 5 LgiaSlas (3a R0l 5 3 SSIY1 205 iy 25 s Sl Balinl) (o

10-3
All emails with graylisted attachments shall be quarantined if they
are malware-free.
Adyra e 438 ye Clile el A 3 AV 3 ) Bl e s
11-3
All emails with Unknown attachments shall be quarantined.
A sanse s Aial 488 po cilile (s Sl 35 IV a5l il gaes s
12-3

Cllee o dila daala s SV 2l Qo) 485505 Dl o Sl dpals aas
A.Z.Q.A” QLQJL.AS\ e MSJIJ EJLAAS‘ :\:\Jj)ﬁy\ dsl.u‘)j“j ‘f))ﬁ:)“ J.!w‘).\n ﬁ}j

ldiadl i)

Ay il el syl

<= (Sender Reputation) Js all dxes Sl (e Giseld Ll Ju yal) e Goal)
L8y

Sender shall be verified against at least two sender reputation
databases.

1-4

3aal il (Email SPAM lists) daelaiy) Jile jl) a3l 8 e Jus yall o)) sic (ya 380

Ly has il s iyl e
Sender email address shall be verified against sender spam lists
that are available on the Internet and are updated daily.

2-4

e ydll 3y 5 aday (=N (Internet Protocol “IP”) < iyl S sigp (e il
Real-time ) 4l sdall i mi¥) Goglial dohaalll A6 ae adijliey @laill auls
.(Blackhole Lists

Al - e
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Sender email server IP and domain name shall be verified against
Real-time Blackhole Lists (RBL).

s STV 3y 5l Aalarial) 4680 ALl e (5Ea

(Email Chain of Trust Verification)

Alzoal e slaall e (oS 5 4 & emall s Jgeal

(n \atan L 5 g 5 Lgiadlas (pa R0l 5 3y 5SIY) 205 iy 25 s Sl Bilinl) (o

) 5 llee A (S ST 2l Jila ) Al gisay Aadla (e U pae (ga3
el s Adenlly Fogall o sbedl o RIS 5 Al 5 FEIYI il M5 35 Y
ey dalad) Ay g S il N () 40 7 eaall 2

ldiaadl Llad)

o glladd) Cilel jaY)

25 (Sender Policy Framework “SPF”) Jujall dubis jUa) iy L)
Jilu )l 48alas s (Domain Key Identified Mail “DKIM”) @Uaill qiliay <4l
Message Domain-based) @bl I Tolie) leibhes e £30Y)5

Authentication, Reporting and Conformance “DMARC?”).
Sender Policy Framework (SPF), Domain Key Identified Mail

(DKIM), and Domain-based Message Authentication, Reporting and
Conformance (DMARC) shall be created and registered.

1-5

D) @Bla s (SenderlD) dile il Jdujs dyss dBalas alas Gis Ju ) (e 8
o8 il 5 SV 3l ol Bdand iy ol o)) 38315 (SPF) Gl i
NSLENEEPEN

aodl Al ) 8 (SPF Strict -Fail) Ja&l) Jidll (=85 @
oAl Ll L) 3 (SPF Relaxed -Fail) o)l il o o

Senders shall be verified according to their SenderID/SPF records
and actions shall be taken as per Hail university’s Email Protection
Policy.

¢ Reject SPF hard-fail

e Quarantine SPF soft-fail

L saxiivy A (DKIM) Gaill geilias Cadadl) a ol (385 cpbaa yall (g (38l
(Uil eiliay Cadadll 3yl 3 Jadll Gmd e

Senders shall be verified according to their DKIM.
e Reject DKIM fail.

3-5

i) eland alkai) ALEL) il GOl e (SPF) duodl) dulis ) v
Lih Lol Jils Zaals LeSha 1) il clewd JSV (External DNS Records)
dada L Caa Al 23l &l 8 (Mail Exchange Records) xoall Jabs &la

Lo Al Ay iSIY) Jill) Jla b dils

4-5
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SPF on external records facing DNS shall be configured for each
and every domain name owned by Hail university to allow only Malil
Exchange Records (MX Records) of servers authorized by Hail
university to send emails on its behalf.

ol Jla) ssise adsl (DKIM) Gl milie Ciidll 35l s Lo
Ale zlie paaty dlld g Jila daslasy Al (Email Digital Signing) s xSy

.(Public Key Cryptography) @ sill 4, 58
DKIM records shall be configured to sign the content of Hail
university’s emails by specifying cryptographic public keys for
signing.

Y (DMARC) «taill ) Talii) Lgiida s Lgie §30Y) 5 il )l d8abasy Jaua
Jila 5l G 5 458 Aaliaa s 8 53 g el eUadY1 oLy dsuliall SileljaY) GGuks
2ol Ales Alnd Ty Gl iliey Cadadll a s Judll Al ) Sl

(JE) Jas e <Agall aul>  daiad) 5 5IY)

Gl miliay a5l 3l 4 (Relaxed Fail) ool Jaill jaa/g=b, o
(SPF) Jus ) s ) &las s (DKIM)

el il (a5l sl Jilul) 5 e e (Relaxed Fail) ol Judl) idasdl
<l ey (Strict Fail) Josll Jadll

Domain-based Message  Authentication, Reporting and
Conformance (DMARC) shall be configured to automate the actions
taken on SenderID/SPF fails and DKIM fails. For example:

¢ Reject/Quarantine Relaxed Fail in DKIM and SPF.

Note: Relaxed Fail allows emails received from sub-domains and
Strict Fail blocks them.

(Email Systems Security) (s 5 ) dakil 3l

o) aalga Glld b Lay s I 2l Aenad Apula) Agial) ) el 5 dles (s

6-5

. a3gll
JgiaY) Al gla 5 43Uy ) 5 43l g —
daala 8 s IV pall Lanald diaill Al Alaad ) ) of a3l axe g2 o) Sl (10
L) as il g 35 SIY) oyl Al 3 A5l Comal) Jali) (praalgall il ) Bl | dlaindd) e
Leilla g dila drala 4505 ) 4 2 el e J s sl
Z_USLA\ C"_a\;\);:}”
(a5 (31 sl il 25 5 43aY) <l Rl pand 1die) Ay ) 50 Agial <l jlaal ¢f s L6

s daala b A8 3 Cle)_ja Yl s el
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3.0 Ly

11



S A 2l Blan e 35

Regular security testing (such as vulnerability assessments and
penetration testing) shall be performed as per Hail university’s
relevant policies and procedures.

Al Tad g 35 55KV oy ) Al e ) 50 ciladlal s cilipaadll  ja Gadal s dxal je
Aalaill gen Capat laca s oJila daala 8 dafiall Ciladlal) 5 cilipaal 5l

Email systems shall be regularly patched and updated as per Hail

university’s Patch Management Policy. Additionally, it shall be
ensured that all systems are up-to-date.

¢ (Telnet) uAy\ e A (e Jlaiyi d)S)ﬁ})g} icldall claad rJia c‘;j})ﬁﬁ:ﬁ\
e
Unnecessary/unrequired applications and services on email

systems, such as printing services, telnet, etc. shall be
removed/disabled.

xd) Akl (Secure Configuration and Hardening) geasis ililac) b
SN sl o el B IS Jardl  lilll sae 8y kil (5 g e 5 ST
il daals b cpaainall Gl 3208 (el e s 2l el Hline

Secure Configuration and Hardening shall be applied every three
months on applications, databases, and operating systems. Refer
to Hail university’s Server Security Standard and Database
Security Standard.

L 4y 7 gane (S0 5 SV 2 5l Aalil L) (Restrict Access) dswasl) s
.(Mail System Administrators) s 5y x ol daail (5 al

Access to email systems shall be restricted to email system
administrators only.

Ao e Jadelal e o Al Y Gllaal) Juass o) o Cada

Default/non-interactive/unneeded accounts shall be
removed/disabled.

2dxie 4 5¢d) e 59;43“ A1) Al alaaiuly L;,}):‘SN\ Al L " Bk o daaiy) e 3

Email systems administrators and operators shall be obliged to use
multi-factor authentication to access email systems.

s - i
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Email System ) s Sy aall dadail JJ8h 5 (5 e miar (3 Alaall lase alasind
Least-) Jsasll Clada e S 2l (Administrators and Operators
(s S ) Aadail o) ) iz ) (Privilege Principle

The least-privilege principle shall be used to provide access for
email system administrators and operators to email systems.
Lead a5 ) A0l dadaidd) e 5 IV a5l 5] dadail ) (Said) J s ) s
.(Management Zone) 3_2¥L ialdll .45 dakaiall
Network access to email management systems shall be restricted
to Email System Zone and Management Zone.
ji :Llh)j‘)fa“ ).K: Q\A‘JQ:}“ Q&A} ‘fj)ﬂ;y‘ A.\).\S\ "9.\.\L.' 5 uazll.a.a; ( L\ﬂ-’“ &% ;Lﬂj ji uh
AU e
Unnecessary/unrequired email application features and
configuration files shall be removed/disabled.
Network File ) 4l wlidse ) (Restrict Access) Jsasll i) caa
A e gl Ay peall e Uil (Shares
Access to unnecessary/unrequired network and file directories shall
be blocked.

& sasll caaa 5 (Peripheral Device Controls) 4 skl 3 jal) Ly sua aladiiv
(DVD) dsexdl yal &Y 5 (CD) A8 aiall al 8Y) Jie &30 AN o 5850 Jilas
(USB) a3l 5813

Peripheral device controls shall be used and access to removable
media, such as CDs, DVDs, and USBs, shall be blocked.

Ll Laade dilainl o) a e s SV 0 ) Aakail peal yy g
Email systems software shall be installed on dedicated hosts.
CSMTP" Jasesadl 3l Jls ) J6S 55500 1die) 2l J& OV S 58 5 dead Jila ) Java
CIMAP" oY) il Y Jsa sl dsS5is 05 (POP" 2l i JsS5is 5

(Exchange el (.LEJ j G.AL'U._\S\ Slaal Alagles e IS @.d (. ne s
.Version)

The service banners of mail transport protocols (such as SMTP,
POP, IMAP, etc.) shall be configured to prevent software/protocol
version disclosure (Exchange version).

(EXPNs VRFY) Jie s hall el Y1 (galiid @lld 5 L 3 5haall ye 2y jall el 5l o

s - i
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Safe email commands shall only be enabled to avoid risky email
commands (such as VRFY and EXPN).

GAY Jawy S ) ekl L3 (Event Logging) <ulal) cdlas Jusds
JL:\’.AJ Lut..).mj 135} Q\hiﬂ\ Q)\Aﬂ EJ\J:Y L;)SJA eLL.i GJ;\ LA@JLm_)! k_\A\)X\ (Aud|t Log)
e daals 3 ) (a1 A8 ey Elaa ) a5l

Email systems event logging and audit log to be forwarded to a
centralized event logging system shall be configured as per Hail
university’s Cybersecurity Event Logs and Monitoring Management
Policy and Standard.

Multi-) b sisall 33aaie 2 jlenall Tase aladiuly s SV & o daxad dgasl) 4l L)
(Firewalls) 4leall jlas e idlide o aladinls 4peadll (Tier Architecture
cony) dilkie 4 (Mail Gateway) syl aodl ol Lls 21,0 daas
Production ) zy) dahia & 5 Y ol Gkt il a5 «(DMZ) sulsall
sl (Trusted Zone) 48 5t sall dakiall & 5 SIY) 4l @l 2o 8 20 53 5 ((Zone

.(Database Zone) <yl s2c 8 ddhic

A Multi-Tier architecture protected by a dual layer of firewalls shall
be applied when creating the email service infrastructure,
specifically, Mail Gateway in the Internet DMZ, Email Application
Servers in the Production Zone, and Email Database Servers in
the Trusted or Database zone.

Web Application ) cush Gubd dles jlas als 5 5SIY 3 5l 28 50 dadia dlea
.(Firewall “WAF”
The webmail page shall be protected behind a web application
firewall (WAF).
.(Open Mail Relay) ¢ sl Jaa jill dpals Julaas
Open Mail Relay feature shall be disabled.
«Jall dgla Q,‘\i)) e ¢ el el (.us:w\_; ‘;':j_)iﬁ‘g\ J.J_)..\S\ Jo peds BETIR
Virtual Private ) «iuxal iyl 4aldll wilullly 5 (Transport Layer Security)
sl plhasiul g J ) Ja)) O S I bl dile ) dlesd (Networks

Jis) L sl (Cipher Suites) deseaall il Gl )l iy padall Y S iy 5
s dadla (b ainal il e ) g saoll (o2 (SUite B e sase il

Email transport encryption shall be configured using encryption
technologies, such as Transport Layer Security (TLS) and Virtual
Private Networks (VPN), to protect emails during transmission.
Recommended next generation encryption protocols and cipher

s - i
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suites (such as cipher suite B) should be used. Refer to Hall
university’s Cryptography Standard.

Juw e ¢(Mail Bounce Profiles) ) bl alxi )Y clial so Cle gane ana
rJEd)
Sl s3smsa e 2 Gpskie G ALyl YT 3l il 8 JSY1 e
Alrde je sl dndlall e
Mail bounce profiles shall be configured, for example:

e Hard Bounce for emails sent to non-existing users or
expired/disabled email addresses.

(Email Client Security) (s 35S u 0l (5 )8 =l

(Webmail) 5 S 2l a8 g0 dadia S e S g SV ) aladin) dlea laa

21-6

Email clients shall be integrated with endpoint security products
(e.g., AV and Malware).

(Backup and Archival) 4as )¥) 5 ddaliaY¥) ful)

Al - e
3.0 Llasy!
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. i . sl
.(Email Client) s 3, (5 )8 zali =
bl ) s IV a5l g6 ) sy Adlaad o) ja) ol MAT) axe gas O Sadl (1
O 2 el 25 Lgaladin) zeiiy Laa Cilpad &l Jlail g o glaall 48 ju ) (055 85 € dlaiad) i)
Agaill iy g Jila dadls Ak 50 i 3Ll Cleag)
%}M\ C'.:\;\);}”
(Bsisas oad e (5 SN a5 (5 ) el aladiil
1-7
Only fully supported and up-to-date email clients shall be used.
Aad jall e cladaidl e g ST 3 ) 48 00 dndia Jal aia
2-7
Running the webmail on unsupported browsers shall be prohibited.
(58 galing Ly ¢ samsall g ol Ay pspuall e KAl i Ayl cilipladl) Jylass
(ST )
L G . 3-7
Unnecessary or not whitelisted email client plug-ins or add-ons
applications shall be disabled.
s ST 3 ) (5 )8 el (8 daill dae ) Gl il aie
4-7
Running scripting languages in email clients shall be prohibited.
s gyl SlaaS 5 el Alas Aadail ae g SOV 2l (o) el JelSS Jana
5 jucall isma sl
5-7
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ol Ll e Lgilen 5 Lgialatind A0LE 5 La il 53y g SIY) 2yl iy Aadl Claa

ol Unall Lo ol Ly Cusall of 4 g yiSIY) Jiluyll g g 5ASIY) &y pall il Cads Jla B
Ly clily dbjiul ge dils daals (R 1 ¢ s) asngd lpadad ol LAl
Alie V) Lgllee | ddaiil e g Laa LWlai) Jawy 3 ySIY)

A T 5 55 iSIY) a5l iy ) 85 ) sad ALalS 4y 5 50 Agdaliial o Cillee ¢l ya)
G Clalae ) 5 a0 53l Jaands dadadl Adalia) gewll Gl Jady s ddaliia¥) geill 5 )
Gt 5 Al s el galica s Gl a8 Jasse ) ALYl bl sacld sy ,0l)
s daalay AalAll yll Sliginag (S 5V p pll sl Aphalaa) coall Lulis

el g Lei Uiy Ly Joausi

Full backups for the email systems and underlying infrastructure
shall be performed as per Hail university’s Backup and Recovery
Management Policy. The backups must include at a minimum email
servers and email databases, including servers’ operating system
backup, email application configuration backup, database
configuration backup, databases and mailboxes. Additionally, Hail
university’s email system and mailbox backups shall be serialized,
time-dated and indexed.

0 <l sinal Apdalia V) gell 5 yla) Al T 5 of Taa g dlia) aliin) g dglec ¢) 5]
LOpedAisall

Incremental backup for user mailboxes shall be performed daily or
as per Hail university’s Backup and Recovery Management Policy.
sadinall il Ay T 5 2y 5l Ol gina s g IV ) allasd AdaliaV) Gl s
(il drala b

Hail university’s email system and mailbox backups shall be
encrypted.

& Bl Aaadlas Aalall ) Slgiaa g (S SV ) aUal Adalia¥) gl (g 345
drala 3 baainal) Aphalia) gl 5o Aubpud (a5 J8Y) e caliaiia (e (il 5o
RBKEN

Hail university’s email system and mailbox backups shall be stored
in, at least, two geographically distinct protected off-sites.

Gt Glaal Lhlia) &uill (Integrity Verification) dedlus i 58 el ja) Gk
Anpnin 48 yhay Leitd ) ) i pSIY) 2l iy
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Backup and integrity verification mechanisms shall be employed to
ensure that email data is being correctly backed up or archived.

(a5 Llia¥) il lee Al glaal ) 90 Alalia¥) el £ 5l aen salatiusd 3y a3
Jolalaa ) geuill 3 1) Al

Backup recovery shall be regularly tested to verify the safety of the 6-8
backup process as per Hail university’s Backup and Recovery
Management Policy.

L_iujj.uwj\j J\}JY\
el Ga¥ 3510 e Ca il 1 jbeal) Al g dllag o), -1
(o) ¥ Bl tAfant jlaal) daal e -2

s IV el g il shacall i solae ;AR g jlall S -3
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Dl 5 il jlaal) Jumdl e dgall S puad) ) cldliie jé g ga jleall 138 (e (i 2])
Letiban 5 Al o) lalaiall Joliil Jilas dxalan 4alall (Workstations) gseaial) 3 jeal s ol daleiall
ol sheall 4y 18 5 Aleall L) Calaa¥) e 5l JYA e das ATl 23000 Claagdl)
a8l gy e s

A8l uld A padaiil) g Any i) colallaiall 5 0 o) () Clallaiay o) FEY) ) Ll 138 Caagy g
(ECC-1:2018) Sl maall a3 &l Lyl guall (e V=YY ad ) Ll 8 xg pii callae g8 g
Ll e Ak ) gl e 3 jaliall

Gadail) ALl 5 Jeall (8l

Oalalall aaas e ki 5 Jila daalay Aalal) LSl Cpeadiiveall 5 eal aen Jlaaall 134 ey

i dndls i
(Secure Access) (<Y J sl
Az padl 5 Jsa sl e ledilh 55 pendina) 3 el dlas laa Caagll

@258 858 Hhlie (perdind) 3 eal ) 4 g oadl e sl o skl
Claagl o 2 5a 8 a Leghite (K Aial ISLE g gy il slacall B e ) | ALl jLladl
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Access to workstations shall be limited to the accounts of the 1-1
individual users of the workstations only.

3¢l Lo clbadlall zie die @l JLie¥) s cladlall (e Y1 sl fae Gaks

TIPS EGNA|
- - - - - - 2-1
Least Privilege principle shall be applied to provide access to
users' workstations.
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Default/non-interactive/unneeded accounts shall be disabled
or renamed.
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In addition to a user/password combination, users shall be
required to use other authentication mechanisms or Multi-
Factor Authentication (MFA), such as biometrics, hardware
keys, one-time passwords, smart cards, certificates, etc., on
workstations of highly protected environment, such as Security
Operations Center (SOC).
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Workstation password complexity requirements shall be

configured in accordance with Hail University’s Identity and
Access Management Policy.

aalll e Jeaall daadd OV slaa (e Gme 220 2a (32 Y) 2a dlae) g Jans
sl VL Al aladinl) aoe Jla (8 = g Al Jaaud s dudall Cd 5 oLl
daala & adlall 5 J sl el g 5l Al T 5 Bl ) J gaan s 5 Al

BN
Login attempts lockout, session timeout and session idle
logout for local access and domain access shall be configured
in accordance with Hail University’s Identity and Access
Management Policy.
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BIOS bootloader passwords shall be configured.
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Regular security testing (such as vulnerability assessments
and penetration testing) shall be conducted in accordance with
Hail University’s Vulnerability Management Policy.
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Workstations shall be regularly patched and updated in
accordance with Hail University’s Workstation Security Policy
and Patch Management Policy to ensure that all workstation
Operating Systems (OS) and application software are up-to-
date.
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Unnecessary/unrequired applications and services, such as

Telnet Protocol, touch keyboard, remote registry (if not
needed), etc., shall be removed/disabled on workstations.
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Unnecessary/unrequired OS and application features and
configuration files shall be removed/disabled.
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Access to unnecessary/unrequired network and file directories
shall be blocked.
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Hardware controls shall be used and access to removable
media shall be blocked where necessary or as per Halil
University’s Acceptable Usage Policy.
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Workstation configuration hardening, including software and
operating system level hardening, shall be implemented in

accordance with Hail University’s Secure Configuration and
Hardening Policy.
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Secure workstation images or templates shall be created for
all workstations based on the approved configuration
standards and as per Hail University’s Secure Configuration
and Hardening Policy. Compromised workstations shall be
reimaged using one of the workstation image templates.
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Workstation images shall be stored in a secure environment
on securely configured offline backups or storage
environment, and they shall be validated regularly using
integrity monitoring tools.
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Full and incremental backup of workstations shall be
performed in accordance with Hail University’s Backup and
Recovery Management Policy. The backups must include, at
minimum, workstations operating system backups, software
configuration backups, and data backups.
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Three generations of backups shall be stored including the
backups for the current period. For example, if backup is
performed monthly, backups of the current month and the two
previous months shall be stored only.
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Hail University’s workstation backups shall be encrypted.
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Hail University’s workstation backups shall be serialized, time-
dated and indexed.
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Backup recovery shall be tested every quarter or as per Halil
University’s Backup and Recovery Management Policy.
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Backup verification and integrity mechanisms shall be
employed to ensure that data is being correctly backed up or
archived.
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OS and application functionality lockout shall be configured
with the least privilege required to operate in normal
conditions. For example, changing system time manually,
editing system files, creating/modifying/deleting files, etc.,
shall be disabled.
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Application whitelisting shall be implemented on workstations

to allow only specific applications and software to run based
on need.
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Application whitelisting shall be implemented to use two
features of identifying the application, including but not limited
to cryptographic hash rules, publisher certificate rules or path
rules to allow or restrict the use of applications.
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Application whitelisting agents shall be configured so that
users cannot disable the agents with the exception of
administrators when performing specific administrative tasks
that require disabling application whitelisting temporarily.
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For application whitelisting, a list of approved executable files
(exe, com, pif, etc.), software libraries (dll, ocx, etc.), scripts
(ps1, bat, vbs, etc.), and installers (msi, msp, etc.) shall be
defined to allow files from the approved list to be executed
only.
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Host-based Intrusion Prevention System (HIPS) shall be
implemented on all workstations.
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Software host firewall shall be implemented on all
workstations.
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Antivirus shall be implemented on all workstations.
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Antimalware shall be implemented on all workstations.
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Host Advanced Persistent Threat (APT) agents shall be
implemented on all workstations.
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Endpoint Detection and Response shall be implemented on all
workstations.
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Endpoint Device Control software shall be implemented on all

workstations to prevent the use of unauthorized peripheral
devices.
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Data Leakage Prevention (DLP) shall be implemented where
deemed necessary by Hail University’s relevant policies and
procedures.
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Workstation logging and audit trail shall be configured to be 1-5
forwarded to a centralized logging system as per Hail
University’s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.
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Workstations shall be configured to synchronize clock to at
least three redundant central time workstations to ensure that
timestamps in logs are consistent.
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Local logging, as well as audit trail and security logs, shall be
configured with all levels of logging.
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Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Network (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to Hail University’s Cryptography Standard.
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Workstations storage media, including hard disks, shall be
encrypted where deemed necessary by Hail University’s
relevant policies and procedures.
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Workstation management protocol that supports or configures
encryption for workstation management protocols, such as
LDAP over TLS, SNMPv3 with authentication and privacy,
Kerberos with TLS, encrypted syslog, etc., shall be used.
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The central management server or domain server shall be

configured to enforce Hail University's policies on all
workstations.
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System configuration management tools that automatically
enforce and redeploy configuration settings to workstations at
regularly scheduled intervals shall be deployed. For more
details, refer to the Hail University‘'s Secure Configuration and
Hardening Policy.
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A Security Content Automation Protocol (SCAP) compliant
configuration monitoring system shall be implemented to verify
all security configuration elements, catalog approved
exceptions, and alert when unauthorized changes occur.
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(Privileged Access Workstations “PAW?”)
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Use of multi-factor authentication shall be required for
accessing PAWSs used by system administrators.
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Access to PAWSs shall be restricted to only authorized
administrators and operators.
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PAWSs shall be placed in the network management zone.
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All traffic transmitted to or out of PAWS, including
administrative access and control traffic (such as Secure Shell
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“SSH” and Remote Desktop Protocol “RDP”), and data traffic
using cryptographic mechanisms (such as Transport Layer
Security “TLS”), shall be encrypted as per Hail University’s
Cryptography Standard.
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Internet access on PAWS shall be disabled.
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Unnecessary and risky services (such as sending and
receiving emails) shall be disabled on PAWSs.
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All levels of logging, as well as audit trail and security logs,
shall be enabled locally and to a centralized event logging
system.
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Passcodes consisting of complex characters shall be set up. 1-1
Simple passcodes consisting of consecutive or sequential
characters) e.g., 0000, 1234, 9876, etc.) are strongly
discouraged. Passcodes consisting of additional character sets
or greater lengths are recommended.
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If the mobile device allows for it, an additional factor of
authentication to lock the device (e.g., facial recognition,
swiping pattern, fingerprint, etc.) shall be implemented.
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The passcode for the mobile device shall be changed 3-1
periodically or at least every three months.
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Users shall be prohibited from modifying or disabling security 4-1
locking mechanisms.
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The device auto-lock mechanism shall be set to lock the device 5>-1
when it is idle and not being used for no more than 90 seconds
or as per Hail University’s requirements.
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a_q
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Jila dnalay Lalal)
3 dhaall el Y
ka3 aedy Jsaadl Sleadl GlS o) Sleadl Db siaad JalSI i) (s
If the mobile device supports it, full device contents encryption 1-2

shall be enabled.

analay Aalall bl 5 dpad ) e shaall G bl Joad dpals Gadai g Jueds
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If supported by personal mobile devices (BYOD), data
segregation between personal information and data owned by
the Hail University shall be enabled and enforced. Additionally,
segregated data shall be encrypted.

) AYI/JaaY el (Bootloader) Juidll Jass j e SllS alae)y bana
(BIOS) sl

BIOS bootloader passwords shall be configured.

Al 138 aey J geaddl Jleall IS o) (Bootloader) «dsnis Jasiy @Me) Junds

If the mobile device supports it, locking Bootloader shall be
enabled.

Cr3AT) ity 1ie) A0 330 AL cp 3l il s 0 g1 (o pbil) (ka5 Jasna
336! Ll Juai A ("USB" daa il o oadll il s 5l "SD Cards" 4wy
A ganall
Encryption shall be configured and enforced on any removable
storage (e.g., SD cards or USB) that can be accessed by mobile
devices.
Dsoall 3ay JaaY Lhla @Y glaw ey bl axy Gl SEE s o] a5 ¢ 5l
Jlead) Jsi sl Lgae g 1 Y slaall daed T g

The device shall be set up to perform automatic lockout after

five failed passcode entry attempts, and to perform data wiping

after ten failed passcode entry attempts or as supported by the
device operating system.

A8 pusall 5 53 580all 3 Y] (e 2ed e ULl e AplSa) Jund

Wiping data remotely from lost/stolen devices shall be enabled.

.(Bootloader) «Jsiill dasdy @3e) 4l clad] 5 Jiaed e peddiosa) aia

Modifying or disabling Bootloader locking by users shall be
prohibited.
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Jia) Jleall dadiadl @lSal Laays Gl aglll Gt cllee @l o) ) ake
a3 el aladiul aies «(Jsean Jlea ol e (Jailbreaking sl Rooting

Bl dmelay dualall il sleall 255 Ly Jabo Lede ileadl iila o) jal
Rooting or jailbreaking a mobile device shall be prohibited, and

the use of rooted or jailbroken devices within Hail University’s
IT environment shall also be prohibited.

9-2

(Device OS and Applications Security) Sl cilihi s s alas ol

Faudlie Ay s J panal Sleal) 8 A58 ikl y Juandill wUsi dasim g Caad (e

A
i gs
Clipaailly 333 3al) ye o ald) ol Lo 7 Jeaddl e liadaill aladinl e CaS aae bl
3 362U Y Al AN 481 je (e Jila drals a3 jlall s ) ahﬁh‘g\j O
A pendll Leiadd
I\_UXL.AS\ Glel Yy
Agall gl 27 sal Aalal) sadiaall jalicl (pe Jads adial) cildndail) cuds 3al)
Application installation shall be allowed only from Vendor/Entity 1-3
approved stores.
b Tanall 3k g J senal) Sleadl e Al cilidaill s giaall <l 53Y) 4
badlall (e Y 3l e il
The permissions assigned to applications installed on a mobile 2-3
device shall be restricted, and the principle of Least Privilege
shall be applied.
Lol L 7 peaall clapdaill daaty oaial 381 IS (585 S0l 5 | jualSll Judaas
daadl dala i
_ _ 3-3
Camera and Microphone shall be disabled by default and
access to them should be allowed based on need.
Lt 8 liadaill 40ad )1 a8l il e KL
4-3
Application digital signatures shall be verified before installation.
On Jusedil) 2l A3/ jlaca) (e daes ) 2a Giaaly Jsenall Sleall 3535 e KU
st il o0 G0 Dol Ay Jlen gl 253 S35 1 Jlesdl e

Gaay bl Cpalall 8 Sleadl 43 cliaaill s ciladlay) aja aaii e 37 sall
Allaial 5 jleall aladiul e (@ gl lasie
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The mobile device shall be updated to last Operating Systems
(OS) versions/releases provided by the device vendor. If a
device cannot be further updated to a newer OS, and the vendor
has not provided security patches for the device in the last two
years, the mobile device shall be decommissioned and
replaced.

Security ) Y 6 sine 2l J S 53 g e A8 giall calalac Y1 A8 e aUad gaalas
Kl 5 488 4l wlalae Yl palie 38353 (Content Automation Protocol
s 6l Gsan e LY 5 saaiaal) Cleliin) A san 5 A sanall 33621 b Leie

Mg ae 2
Security Content Automation Protocol (SCAP) shall be utilized
to audit and verify all security configuration elements within the
mobile devices, catalog approved exceptions, and report any
unauthorized changes.

Jsanall Sleall dyial cilalae) gl elal) ol Jaams (0 Greddinall aia
Users shall not be able to modify or remove any secure
configurations on the mobile device.
Al duaSicall cald clbluad) ) J gm sl 2 ¢ cdcal y8Y) clbaal) A1) 5] ) Judass
laadlall 5 J sa sl il s 5 1) Al ae (381 530 A ganall 33621 e
Disabling or removal of virtual accounts, and limiting access to
accounts with high privilege based on Identity and Access
Management Policy.
Lso L) e s i g 4 sanall 330 Al Y julaadl skt

A Minimum-Security Baseline for mobile devices shall be
developed, implemented and regularly monitored.

Ao 188 5 A ganall 5 3] o 45 Al clilall aliiie g JolS Jalial s o)yl

Jila daalay ualal) Adalia Y] fuil

A regular full backup of data stored on the mobile devices shall
be performed as per Hail University’s Backup Policy.

Lalpnal 188 5 alitie (<0 A ganall (ppeddinall 3 jeal e ciladlayly cliaal ¢ )

Olasal Jila dsala 8 Gladay) s clipaadl 5500 Gl s Gpeddiua) 3 j¢al

Ayl (peationd) 3 el e il il s o2l Al qpan G
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Mobile devices shall be regularly patched and updated as per
Hail University’s Workstation and Mobile Device Security Policy
and Patch Management Policy to ensure that all OS and
application software is up-to-date.

vie A5 ALY Lilu gl ) Jsasll shas 33eall b oSadll yualic aladil
Jla a8 J sl alasinV) duluad T8y 5 555 juall
Hardware controls shall be implemented and access to

removable media shall be blocked where necessary or as per
Hail University’s Acceptable Use Policy.

ALY aal 3361 WS o A sanall Gpandiall 8 jealy aSaill Cilima y s
53¢a¥ls (Wi-Fi, Bluetooth, etc.) 4Suill Juail <l 5ol 4 7 jadll e

Al
Device control software shall be implemented on all mobile
devices to prevent unauthorized use of network communication
tools (Wi-Fi, Bluetooth, etc.) or peripheral devices.

Airdrop, NFC, Bluetooth ) Jie <lilal i cibilull Jali (ailiad 288 Jlass
(.etc

Disabling all information and file sharing features such s
(Airdrop, NFC, and Bluetooth, etc.).

(il 5 pal) dliaae @lld 8 Lay A senall peadiiad) 3 jgal o dlaad) il canss
QLA)M\ [ERe] bm GA\)J} culs.ula.\]\ %) Jhdd zaaaa daildl ca.uu ‘;ﬂ\ GA“).\MJ

A gandl) 3 3ea ¥ A8 e il
Protection software including antivirus, antimalware, application

whitelisting and data leakage prevention software shall be
installed on all mobile devices.

Gsiue Lo Guanill @l b Ly Cperdiual 33eaY Guasdly clalae ) Gk
Jla daals 3 sl g calolac Y Al 188 5 Qi) dadail 5 Cilyaa )

Workstation configuration hardening, including software and
operating system level hardening, shall be implemented in
accordance with Hail University’s Secure Configuration and
Hardening Policy.
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(Secure Code Development) cliukill (Y1 skl

ligdatl) g lama yall ol Adadil Alan el 1 puall el il yd g
L sy Sl il sl Alead 1 yandl () dayl suin g

eIl (S Agial a8 ) ) a¥) e il gk sa o Say

) : Alaiaall hlad)
Lelae o b il g cla i 535 Leiadla s Jila daala il 4 il

3y sllaall cile) oY

Ldnlaiy (SSDLC) 2e¥) b ) o ot 8la 5 ) 93 Aglaey ska

A Secure Software Development Life Cycle (SSDLC) 1-1
process Shall be developed and implemented.

Leelil s (DevSecOps) "leall s a5 s ohaill” didac 5 Lingia g ghai

A DevSecOps methodology and process shall be developed 2-1
and adopted.

il sk e ALY dabsal b Gl Ga) ke 85 (e

.ok . 3-1
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Cybersecurity requirements shall be provided in the initial
phases of software development and incorporated in the
SSDLC process.

B0 (B Anadg Giliaa ) gl Gl Ja jae < yavaal) QAS[\ Slia) Glaaa
(SSDLC) aaay) Glbiaa )y ghat Bl

Cybersecurity testing shall be conducted in the testing
phases of software development and incorporated in the
SSDLC process.

B335 Glaca s JLiall sy shaill el daal day dlae) 5 arenal
A secure environment shall be designed and configured for
development, testing and quality assurance purposes.
(1) sanll Ty ¥ il g gl ) ks
The secure coding guidelines under Table (A) shall be
implemented.
& s piall T 5 oy o) it (gal 23g3 Hlalaa 10 e e Cagal) cile) jaf Gukas

Asbuall gkl g L) (ads Lad (OWASP) casl) clinda (Y # sidal)
Mitigations to the Open Web Application Security Project
(OWASP) Top 10 Application Security Risks shall be
implemented for critical systems and applications.

Y Gl by o 4 a3 ,a8 e Joanil) ciliadla il il guakas
Mechanisms to restrict modification of production source
code or production data shall be implemented.

b Baaizall Sl GeY) ulee s Gl &) FIVG Cpaa SN (s sall Bl 3

BHENEPIIEN

Third party vendors shall be required to adhere to Hail
University’s cybersecurity policies and standards.

@l 5aY L dad jally Lo 3sisall s Aaall juliad) aladin) Caaple Jgeasll

b Sall g Al g Glima all 4 gkad

Only up-to-date, trusted and licensed sources of software
development tools, libraries and components shall be used.
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Web application security controls shall be implemented as
per Hail University’s Web Application Security Policy and
Standard.

11-1

iy Glel aYly ouleall Ty 280 daal oy Ban g0 a5 e jlsa aladiul
A8

Standardized and extensively reviewed encryption algorithms
shall be used only as per relevant standards and procedures.

12-1

A 5o 2e Jila dsala 7 A (e L ) 5 5 3 Clma 5l A8S ) jlana) o (g (83
shall L) Glaa sl e 3l 3D 5 goay Riiana g ) shall

All versions of all software acquired from outside Hail
University shall be verified to be still supported by the
developer and appropriately hardened based on the
developer's security recommendations.

13-1

Aasiieall y ghaill Ay 5 Ana ) ARl

Conduct training on writing secure code appropriate to the
programming language and development environment being
used for all software development personnel.

(Source Code Repository) 4 uadl 5 il ¢ 2 siue

&3 stua 5 A 5 Ay yaaall 3 j0al Alea lacal i jadl (Y1 Ll un d g
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A secure source code repository that has authentication,
version control, and logging enabled shall be used.

3,00l gaginas Ay juadl 3l ) (add @l dsas aie Qlela) Gab
i A gpaaal) lgally il (5 shaa el i radl

Deny access to source code and source code repository for
anyone except application developers and owners.

G laaly) Gl Al Gul Cusy laal) day geal o ge a3 Adad aladil
liaa pll e sl

A unified version control numbering scheme shall be used to
reflect when updated versions of the software are installed.

Lo B im0 (o el i Janayl 2

Outdated versions of source code shall be archived
periodically.

gy (b Sliplaill 3y saaall 3,080 (o okt 38 Cilbulaill 2 j2eaall 8 34l Juad

Zay)

Source code for applications under development shall be
segregated from source code for applications in production.

die Lgela yiu) (S S Leadla gl Al lipdaill 4 jaadll 3 5 4ad )

RENEN|

The source code of end of life applications shall be archived
to ensure that it can still be retrieved if needed.

Laa A ol k) sha Ll colipdail) 28K jaaall 3 520 (e 4 e J sl

A pladll 3 )3l &3 glue (A L A5 5 il daals]

A copy of the source code for all applications developed by
third parties specifically for Hail University shall be acquired
and stored in a secure source code repository.

(Docker) oUaill dpcal ¥ gl cilglall Galy Cpand julaa sk
ekt o il el culujleall culali )
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Container and docker security hardening standards and
security best practices guidelines shall be developed and
implemented.

- Jeer

e Clalgdll g maliall g ) ul) 3503 Jal e @lldg il 5 la) il cuds
Secret management mechanisms shall be deployed to

manage secrets, keys and certifications and prevent storing
secrets in containers.

9-2

Bldiza }i 45)3}.4 J.JL;AA (e LL\LU\AJ\ cm.t e\.l;:\.u\

Container images shall be used from trusted or approved
sources.

10-2

Sle Jaid 41aY) g sadiaall &Q,\d\@ddﬁ_}fﬂoud ald Alsla Jan aladiiu
Al 5 48 g el el (e Uiy 43 JS (and (Say Cuny ol

A private container registry shall be used to ensure only
verified and safe container images are downloaded to Hail
University's system, and that every image is scanned for
common known vulnerabilities.

11-2

Al 3kiaY) s daSlall dlle Grerdiuall Gl JSA e cilslall 31 e

Containers shall not be run with superuser accounts.

(Secure Code Review and Testing) & sadl 3 a3l Lial 5 daal e

iS5 eV Clipdaill okt e S pund) Y1 Lo i gaadai Gl laa b5

a3¢ll
il & SR il a5 Canal) Ll —
50l Jlia) are Jla 5 el Jhlae ) dils asals (s O (S
2l e CadKl Ll aUatl Leiaal pes ol jadll 5 adadil g 4y jacadl)
Gl Al e SR S,Lg_\u,f;u)sfd“)g;lm s Ronadl ) L
Dbl ) dils danala o peti o (S ccaacall alis g ahlall culalac ) 5 duiaY)
B A
3 ladll Gle) Y
Ldala s ) shaall g sl calipdatl AUl 4y jaaall 5_adll dxa) je Al ¢) jal
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A secure code review process shall be conducted regularly
for internally developed web applications.
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3.000aaYy)



il pa¥1 il ma 23 e

il gt il Jlaa al Y1 (e (3l A alipal g RN Jalaill <l gaf gl
L2138 shaall il ll Rl (e

Static and dynamic analysis tools shall be applied to verify
that secure coding practices are being adhered to for
internally developed software.

Jila axslat sy shall il Z8S1 2USTL 4y jaeael) 3 il dial daal e 2L
A s ikl J8 e
Conduct a secure code review process regularly for all

applications developed by third parties specifically for Halil
University.

Y Ay L 38 Wil s ) gdaal) cilidaill ey dal gaall dlaie ) s dxal ye

Security controls of new internally developed applications
shall be reviewed and approved prior to application
deployment into the production environment.

) pid el al an laalaie ) sale )5 Llala 5 ) sadd) W) ciliplail) 2y sale
B3 dyia )5y )5 ye 2l Lgle
Existing internally developed applications shall be re-

evaluated and re-approved after a significant change is made
to the application, or after a predetermined period.

Loyl guall ypani) La gl a5l ghaill a8 Colipail) 28K Shalaal) aps o) ja)
oY) Ly 8 cufill J8 A pie Gl gl ) clipdall halase Jylil 4 sl
s axala A sadiaall a3l dubs ) g a0 a n)

Risk assessments for all applications under development, or
which are purchased, shall be conduced to determine the
controls required to mitigate application risks to acceptable
limits prior to deployment into production environment (refer
to Hail University’s Risk Management Policy).

el 0¥ Slalaes e 2y Cilama sl 3l YU o) AN LR 51 )
Y Ay il 08 Jis dadls L Saieal)

Cybersecurity compliance testing shall be conducted for
software against Hail University’s cybersecurity policies and
standards prior to deployment into production environment.
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iyl (Y = sitall ¢ 5 il e aliall clisbal) Al (e B3 e aladial
Jhia) aVls Jee 5 4 clilhid) paail gold ) QS (OWASP) sl
Auleall iyl dadaily) daa yal

OWASP Application Security Verification Standard shall be
employed as a guide to define security requirements and
generate test cases to review critical systems and
applications.

p o Gpanill g Glalae Y Zaal je @lld 8 Lo Gl )l Glalae Y Azl je ol 3
Y Ay 8 ) Jad sl

Configurations review of software, including secure
configuration hardening and patching, shall be conducted
prior to deployment into production environment.

Cybersecurity testing; including vulnerability assessment,

penetrating testing and secure code review; shall be
conducted prior to deployment into production environment.

oy 3 AY) LAl s sl api Ly o hmd) aY) L) ¢) sl
Y Ay A )

Cybersecurity testing, including vulnerability assessment and
penetrating testing, shall be conducted after deployment into
production environment.

daal o A L@LES) 2y ) 5 ) shall Cliadaill 8 4] JSLEW) 48K dallae
WY Ay il 8 e Gl ) gt

All developed application security issues discovered during
the secure code review shall be remediated prior to
implementation into production environment.

A 5 ) sally aleal) Juad dayl ga gkt el 5 ) shaall Cildgdal) Ll

Developed applications shall be tested to ensure that
Segregation of duties controls are appropriately
implemented.
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n ) clapdall Jis J8 ZloY) day e w5 sell Jlia¥) Gl o13)
Zly!
Test accounts that are used in non-production environments

shall be removed before the application is moved into
production.

Claase aladiuly 5 AY) bl s 2y day (e Likaie yshaill LAY 2y Juad
sl i) Gluled) s (ACL) J s sl oKl 23l 8 Caniti g alae ] (33 )k (e 4803
Adaad) () paa

Test and development environment shall be logically
separated from production and other environments using
network restrictions by configuring Access-Control Lists
(ACLs) and security policies on firewalls.

55 ol Al 3 iy o shaa B (e A dadd) a0 plail) das) e e
Jils anala b £ LY Ay b ol U

Source code peer-review shall be conducted by a developer
who did not write any of the code prior to its deployment into
Hail University’s production environment.

Auad jall 5 sadizall Cilima sl el ani ol 5 4 jaaall 5 j2al alasii)
Only approved and licensed source code and software

security assessment tools shall be used.

sk sla 550 LRI Jal e A0S 35 slaall Cilinbaill iyl LYY el )
(UAT) p33isdl J58 Jials «(SIT) Ryl Qs sl

Security testing for developed applications shall be

performed in all testing phases of SDLC including non-

functional testing, Unit Testing (UT), System Integration

Testing (SIT), and User Acceptance Testing (UAT).

a1 OISR 5l il 5 Cilima yall (A Tamaall gl 350Y Ailee Cilasiiad
Lagizalia g gy ald o s

A process and registry shall be developed and maintained to
manage software bugs, vulnerabilities and security issues.

(CI/CD) aiall s shaill 5 saiosall (ppuanill Cllilac (ga # 328 &l s Y) z)
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Testing shall be embedded as part of the Continuous
Improvement/Continuous Development (CI/CD) pipeline.

Y Cladatl) py gdat culali ) - T J saall

2 el e GinTl s ) - OWASP:A2:2017) &sel) e (gindl cisale
(A

Authentication (OWASP:A2:2017 — Broken Authentication)

Badsall oLl 4y 5ed) (po 3R L joliadlly Cladall dlS o e 3Ea)

(Sl 5 ) 3 o) dale ()5S L gt
It shall be verified that all pages and resources require
authentication except those specifically intended to be public

(Principle of Complete Mediation).
s LAy die (paadivedl g pe Gl jelad Y s pall S Jsia o) e (58231
Alria je (et Gl JKEY) ) 5 el GllS Jsis 8 Sal JlSY) dala

It shall be verified that all password fields do not show users'
passwords when entered, and that password fields (or the
forms that contain them) have autocomplete disabled.

538 axe Olacal A0l 3 ) geay (3835 Ay sel) po (38a) Jay) gom A ) ye 38A)
D2 Uit e Ganleall sl

It shall be verified that all authentication controls fail securely
to ensure that attackers cannot log in.

Gkl Lgma Jalaty 1 (5 AN 4 5l e slae 43S 5 laie V1 il of (e 3Eal
Al 2 b 5em 8 e 5l 0de s dal gy e a3 Y

It shall be verified that credentials and all other identity
information handled by the application do not traverse
unencrypted or through weakly encrypted links.

Gl a5 Y 5AY) salain¥) il jlae s " 5 el AalS s jlise (o (e (33
RS e e a5 sl
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It shall be verified that forgot password and other recovery
paths do not send the existing or new passwords in clear text
to the user.

Kas 2 (User Enumeration) pasivall aul 2lasd Cilasa 35 () (e (3ol
Mbial) G 1 g sall AddS i sale )" 5 sl Qi Caill g 305k o0

It shall be verified that performing username enumeration is
not possible via login, password reset, or forgot account
functionalities.

.("admin/password" Jis) Guhill J8 (e deadiee G Sa

It shall be verified that there are no default passwords in use
for the application framework or any components used by the
application (such as “admin/password”).

e Alaall yd gl (Resource Governor) sdbas haba sy (e (383
Gl dslaya a5 5) (Vertical Brute Forcing) 2 seall iswedil) » sagll
Y el asaglls (Aasall oal S A Aty aaly Gl
Gllbaall aea 310 Jslsy 2928 45) (Horizontal Brute Forcing)
o onldlia 0 YT as ("Passwordl” Jie sasls s e 4l aladiuly
Olsie Glilae) Jans canny (JUall Juw Jxd dsgaall alaieV) ity JW)
pls A3fy B0 o 4B3e) oy Cuso el asagdl Haadl cu i) S5
Oal e JS5 (pileld Janall Wl 0 6S5 of Gaagy A8 15 2 Gluall @)

Ao ) sall s dpaniill Claagd) (e 4leall

It shall be verified that a resource governor is in place to
protect against vertical brute forcing (i.e., when a single
account is tested against all possible passwords) and
horizontal brute forcing (i.e., when all accounts are tested with
the same password, such as “Password1”). A correct
credential entry shall incur no delay. For example, brute force
source IP address lockout shall be configured to 60 minutes
and account lockout to 15 minutes. Both these governor
mechanisms shall be active simultaneously to protect against
diagonal and distributed attacks.

Al A e Al 4y 5l (e (i) Lo gt AIS () (e (3R
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It shall be verified that all authentication controls are enforced
on the server side.

)))AS\ uulse\m\w&gstihu;)s)ﬁ} ‘Kﬁﬂﬁ.\h}iﬂﬁjlﬁ)}f@‘)h&
Al

It shall be verified that password entry fields allow or
encourage the use of passphrases, and do not prevent the
entry of long passphrases or highly complex passwords, and
provide a sufficient minimum strength to protect against the
use of commonly chosen passwords.

(el Calall G o ol Jie) eclibuad) 3 )la) ailda 5 481K () g (333
e aaill ey sl Mogoall AdS G CMaadiiad) sl sl
s ("IVR" Adelall 4 peall Llaiu¥) ol sl (iSa i e giiall/Jaial)
iy Glangl daslia e 5,08 (luall ) Jgeasl) Ladla 2 o (Sa

A sel) e el Al V) (5 slusa

It shall be verified that all account management functions
(such as registration, update profile, forgot username, forgot
password, disabled/lost token, help desk or IVR) that might
regain access to the account are at least as resistant to
attacks as the primary authentication mechanism.

Cilangll Aa slie A1 alasinly ataldie) Clily il agiSay Gpeddiuall ) (e G3iall
owid die Clangd) Aaglie o Ay sell (e all AluY) AV 508 iy alad
s paaall s yall AalS Jlaa) Jd dilall s el AdS Jaa) cang ¢ 5 pall CileS

el (e 3iad sale) Aglee SlID oy

It shall be verified that users can safely change their
credentials using a mechanism that is at least as resistant to
attacks as the primary authentication mechanism. Password
changes shall require the existing password to be entered
prior to entering a new password, followed by re-
authentication of the user.

L) Waolae) o By 558 s e 2y Slaie V) il duadla LTl e iatl
(bl Ll o 2Ly s jual 5 yall AalS dadlia elgiil 5 i () 5S5 o cang
& omd U8y el A s Ul (i iy L
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It shall be verified that authentication credentials expire after
an administratively configurable period of time. The password
expiry duration shall be shorter based on the criticality of the
application, thus ensuring a quicker password change.

"ighaall Clacludl” Gy 8 Ly Ay sedl (e @RI )8 AES Jiaasi (e (3

A all JusYI
It shall be verified that all authentication decisions are logged,
including linear back offs and soft-locks.

A e 35 3a3 48 yk aladiinly Uil sdie 35 jae cliluall 5 e S (o (e (3aa)
J L) sl s (Claall oli) o cun ) aadiee 458 Jie) lua (S dals
It shall be verified that account passwords are salted using a

salt that is unique to each account (e.g., internal user ID,
account creation, etc.) and hashed before storing.

Aol doa Al Glaadll J gea gl 45 gl (e g8l aladie ) iy 8IS i o s8al)
(Rovan 3 3l (8 ally) (cana alige (340 R B e (Gl
It shall be verified that all authentication credentials for

accessing external services for the application are encrypted
and stored in a protected location (not in source code).

O 38a3 ol Ja®i ey oy o) Gl iy g el A ot o e (88231

oAl ARl Jli ) e Y (L e 5 A sanal) il sgll iyl
It shall be verified that forgot password and other recovery
paths send a time-limited activation token or use multi-factor

authentication (e.g., SMS, tokens, mobile application, etc.)
instead of a password.

OF am V) almis a1 o Cluaad) 3las W1 5 el A€ i Aaida s o (g (8
s al ARl juad (8 aadiiall ey

It shall be verified that “forget password” functionality does
not lock or otherwise disable the account until after the user
has successfully changed their password.
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SLaY)s ALYL oy L) S jide 48 jee Glla)s Al 25a 5 ple (e sl
.(":\:’)‘M"
It shall be verified that there are no shared knowledge

guestions/answers (Also called "secret" questions and
answers).

O Al D Al elﬁj ATl e Y sy adasia g plail) dlae ) AlSa) (e (gl
:‘\.S.ILM BEB% GHPALY
It shall be verified that the system can be configured to

disallow the use of a configurable number of previous
passwords.

Sl lasl @y L) LS e 4 sedl e 38 Tyl sua A8S 2855 (e (3R
N CEENP N ENRUH PRENpF W

It shall be verified that all authentication controls (including
libraries that call external authentication services) have a
centralized implementation.

¢ uniall B sel) (pa Gsaatll of dlac ) EaT ol A sel) (e (383 sale) b e 38
cililee sb Zlendl U8 Alelaall g 55 5l Jal gal) 5065 Gaadatl) 5l dpeail) 0 )1

Gl Aalall il iy peil) Calall Ty gpdatl) e duslus
It shall be verified that re-authentication, step up or adaptive
authentication, SMS or other two-factor application, or
transaction signing is required before any application-specific

sensitive operations are permitted as per the risk profile of the
application.

g 85 dia b Lelay) ol aadiaal) slaie) cilily Jud oY ddsk 5 2 5a 5 (g0 (3R
el gl

It shall be verified that a functionality to invalidate or disable
user credentials in the event of a compromise is in place.

A b o) aY s sulaall T g g pal) Al e e Ggeail
It shall be verified that password encryption is implemented
in accordance with relevant standards and procedures.
) BAYS Aad (A0 Gecay o oy 4dld caladie ) ULy ) He e Gudatll 1)
Calall g Jsanll Gls ¢ gall el Alle bt dn j 5 jddie 48l 5 2l 5 sl
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Gaz) LGabil) Gasb e e agle LUSH (S mailiall 5 ) 5 pall GlalS (530 A
(OSQY) 528 "MD5" 4 )l 53 aladinl aae
If Hail University’s application manages a credential store, it
shall ensure that only cryptographically strong one-way
salted hashes of passwords are stored and that the table/file
that stores the passwords and keys is write-able only by the
application. (If possible, MD5 algorithm shall not be used).

e 4o sill Bale ) aladind g cdalla 2 (GA) juaall e A4 gel) (e (383 (3hata Juad
(58l Ly sel) (e ol A5 Y
Authentication logic shall be segregated from the resource

being requested, and redirection to and from the centralized
authentication control shall be used.

Gl DUl e granaall e o all (A sell (e gEal Qb Sl Ll I any
A" Mmmia e addiae aul” ahadiul e Yo QU Jue e 3 sedl
2 e Al maia e st aul" aladiu) Qg Masa g2 5
A yaadl 5,0 8 Ailie eUadY) Jile ) 055 of caag s cpillall OIS s aa

Lo e die
Authentication failure responses shall not indicate which part
of the authentication data is incorrect. For example, instead
of "Invalid username" or "Invalid password," "Invalid
username and/or password" shall be used for both. Error
responses shall be truly identical in both display and source
code.

LS il ) b 5l gl s el AalS aiad a3 il ksl s
it Al Claagll dgal sal A8 dy5ell o @in alaie) @lily 0585 G
oAl A o (e inl sy ol Ay 8 8 s el gl Al Aadls

AR S aaS e

(A-Z) B e aaly nScia o
(a-z) B e aaly yuaan e
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("a@"s 111" Jia) conlliia llaia e ol Caed) o ST
("abc" sl "789" i "123" Jic) Abuluia jsa 5 Q1 @

s "p@ssword” sl "password")  dmssdd  CldS e
.("secret123"

Password complexity requirements established by a policy or
regulation shall be enforced. Authentication credentials shall
be sufficient to withstand attacks that are typical of the threats
in the deployed environment.

Additionally, it shall be verified that passwords contain:

e Atleast 1 upper case character (A-2)

e Atleast 1 lower case character (a-z)

e Atleast 1 digit (9-0)

e At least 1 special character (e.g.,-,+*()'&%$#"!l *
~{} _"N@7?<=>;:))

It shall be verified that passwords do not contain:

e More than 2 identical digits or characters in a row (e.g.,
111, aa, etc.)

e Sequential digits or characters (e.g., 123, 789, and
abc)

e The same username

e Dictionary words (e.g., password, p@sswoOrd,
secretl23, etc.)

iamall e Jeaall Jdiaad AV glae (e a0 30 dey Gl Jaesdi o lad) dla)
Cligdaill Y glae G5 Aalgll e clipdaill Y glae Gaed (Jlal) Jass o)
Y slae Bl 488 (0 65 A Ak ) 5 5] Cluall Jondli o lal) a5 (Aliaal
285 prand Caay ALy sk Bl o2 (5583 W Aoy b dlaie W) il el 4 sagd)

(R Aads 30 saad Jamiil) L] Dlie) daddll s Clana

Accounts shall be disabled after an established number of
invalid login attempts (e.g., five attempts for non-critical
applications and three attempts for critical applications).
Accounts shall be disabled for a period of time sufficient to
discourage brute force guessing of credentials, but not so

JPAENKRRRYI

3.0 Y

17

29-1




Al (Y gl e 35

long as to allow for a denial-of-service attack to be performed.
(For example, disabled for 30 minutes).

Jsaall alias vie (Y ol laals (S 21 gu) laall alasiinl Haly andiid) ¢ 30 Gany
Tl

The last use (successful or unsuccessful) of a user account
shall be reported to the user at their next successful login.

(AeY) e Ay sell (o 38T i) ) - OWASP:A2: 2017) cludall s )

Session Management (OWASP:A2:2017 - Broken

30-1

Authentication)
Sandl sl dalall A sl ol oSl pdnd el aladind (e sial
It shall be verified that the framework’s default session
management control implementation is used by the
application.

bl g A Jaaad e Slalall JUay) (e (38l

It shall be verified that sessions are invalidated when the user
logs out.

.LLJJ\?A; C)A:\Jguﬁﬁ)‘gflae&w\&jgtgﬁﬂwéﬁaﬂ\

It shall be verified that sessions timeout after a specified
period of inactivity.

ezt Ll Jsmasll 45el) (o 38 il il Cladial) DS O e sl

oA dil bl 5
It shall be verified that all pages that require authentication to
access them have logout links.

Cookie) Lli¥) cile g glie 8 Y] Tl 43 0380 e dudall 2308 of e Bl
Ol Uaall il 5l (URL) o) siad) Ly s 8 Taass s «(Headers
S salely (URL) O sindl Jay pd ol ey ¥ Gulatll o (g 38l 138 ey

Ay pel) colalal) s

It shall be verified that the session ID is never disclosed other
than in cookie headers, particularly in URLS, error messages,
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or logs. This includes verifying that the application does not
support URL rewriting of session cookies.

oAl Janad die Leanue ol Audall dyga s e 38
It shall be verified that the session ID is changed or cleared
on logout.
Ll Y clile aladiuly Lde @abaal) cilalall 48y =il sl o (e 38a
(il die Ll ,Y) Glile G e axe) "HttpONly" 4l alasiuls dyes
It shall be verified that authenticated session tokens using
cookies are protected by the use of "HttpOnly".

Ll oY) clile aladiuly Lde Gobiaal) cilalall 48y pil) sl o (e (38
Strict-" :Jis) 325a 50 2kl Jall ol cpglie Ol 5 "Secure” inalis diass
.(" Transport-Security: max-age=60000; includeSubDomains

It shall be verified that authenticated session tokens using
cookies are protected with the "Secure" attribute and strict
transport security headers (such as Strict-Transport-Security:
max-age=60000; includeSubDomains) is present.

Andall by 48 jus pial Jgdall Jiad die duldall 08 H0ad (e (33

It shall be verified that the session ID is changed on login to
prevent session fixation.
Apsedl (o Gaaill sale ) die Audall 4y sl (e (333
It shall be verified that the session ID is changed on re-
authentication.
Jae HUa) Gash e 5ol ciludall cilss e Capaty Ggudadll o e (sl
WLSQ ub}é\ Y M}Mﬁ.}éﬂ.\u\

It shall be verified that only session IDs generated by the
application framework are recognized as valid by the
application.

S 8 E pike Al gk Lede (33laall ciludall Ay sel) 5 a5l o (e Gl
il Ry 8 Ails Glugd iiad Sl Cllaagl) dgal ol
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It shall be verified that authenticated session tokens are
sufficiently long and random to withstand attacks that are
typical threats in the deployment environment.

Lol )Y clile andiins 3l g Ledde abiaal) ciludadl Zady jaill 5 gal) o (e (38
cale dpald apsi aaad ade gy @l sall Gl AaSa &y jas daiy 23aa jlua L
2a g Jead Jhand AleaS el i Jlae Y1 il 13) YY) gl ol |

It shall be verified that authenticated session tokens using
cookies have their path set to an appropriately restrictive
value for that site. The domain cookie attribute restriction
shall not be set except for a business requirement, such as a
single sign on.

3 3¢a) (e B 0la 35 )Se Akl Jie addiiee Sl ey Y Gukaill o) (e 383
.“‘Alm. 13

It shall be verified that the application does not permit
duplicate concurrent user sessions, originating from different
machines.

Lola) alae ) o5 dia 3 350 oaaBY) sl 5 50 ey ciludal) G5 oleii) (o 3l

(Bl elgiil 8y gf) Dalial) (e Hhaill jang
It shall be verified that sessions timeout after an
administratively  configurable maximum time period
regardless of the performed activity (i.e., an absolute
timeout).

oaill J& JsS5isn oo duai¥) el Lani Jia & Aulall saas Lsa laa)
B Gl y (HTTPS) ¥ adidll Gl J8 J K535 0 A (HTTP) (el
oaill J8 JS 55 aladin) Guatudl e Asedl e @il dlee A Gany
J8 JS 500 On JE (e Yoy Gulail) ) sainly (HTTPS) 0eY) il

(HTTPS) ¥ (niiill (il J&5 J K535 305 (HTTP) (il (il

A new session identifier shall be generated if the connection
security is changed from HTTP to HTTPS, as can occur
during authentication. Within an application, it is
recommended to consistently utilize HTTPS rather than
switching between HTTP to HTTPS.

(Y e J a5l oSaill ile) o) - OWASP:AS:2017) J sa sl Sl

13-2

14-2

15-2

16-2

PAENEIRR )

3.0 Y

20




LD 3 D e |

Access Control (OWASP:A5:2017 — Broken Access Control) _ s

S Y] ) f Cailla gl LY s Jgem gl agiSa Cpadiivaall o e ()
e dalt Sl s o i (35Sl

It shall be verified that users can only access secured 1-3
functions or services for which they possess specific
authorization.

(Secured 4aY) Gosliall ) hasd Jgea gl aiSay Gpeddivall ol (e 8

L Al clbadla 5 bt ¢ Sl S (URLS
It shall be verified that users can only access secured URLs
for which they possess specific authorization.

2-3

OsSlay Al AaY1 Ll clile ) Jad J g gl agiSay Gpeddiiall () (e (3l

Lo dals Cladlia § g s
It shall be verified that users can only access secured data
files for which they possess specific authorization.

L) ) Jad J g ol Sy Guan Aana bl il lima jo o (e (3831
It shall be verified that direct object references are protected 4-3

in a way that ensures only authorized objects are accessible
to each user.

dly o€ 1)) Y] (Directory Browsing) Jiall méai Jud elal) (e (gl
Lstlae

It shall be verified that directory browsing is disabled unless
required.

5-3

oo by 3 Fanall e slaall ) i J g ) 43S0y priiosall () (e (3
Cilans e Ao Ll g Gk JY& G el Jis o) Led dalss ciliaSlas
(Sl 4y m el e Sy bl e S e sl

It shall be verified that users can only access protected data 6-3
for which they possess specific authorization (for example, by
implementing controls to protect against direct object

reference tampering and prevent unauthorized access to

data).
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Al 5 ) ey J g sl Tyl gaim (3 (g0 (38T

It shall be verified that access controls fail securely.

ol lae im el Biah 8 Aiacaiall Jga gl oSaill sl i o (e gia)
'5.31.‘:“ }i ‘)ﬁw‘) LJ\M\MOJLQJUSA:}YM LS 6633.\;»6}'" ‘)}J [SETWE N ed\;j\

sled ladla s Ll e ¢ Sliay (pediiue (s Lgiila)
It shall be verified that the same access control rules implied
by the presentation layer are enforced on the server side for

that user role, and that controls and parameters cannot be re-
enabled or re-added by users with higher privileges.

e deadional) Auband) il slaa s bkl 5 cpreadiiad) Gailiad 28 o (e sl
aed ia a1 ) et U8 (e Lo oo D) Sy Y J saa 1) Tyl guza J8

Jaass el

It shall be verified that all user and data attributes and policy
information used by access controls cannot be manipulated
by end users unless specifically authorized.

A dea (e Alad e ) da) gua 43S 0 (e (3R
It shall be verified that all access controls are enforced on the
server side.

Aaalill ye )l 488 o 5 el Sy J g sl aSaill <l ) 8 G (e (38

PATENN PRI
It shall be verified that all access control decisions can be
logged and all failed decisions are logged.

8alina Baiea Al pdic A yai T )say Jdeay daad) ) Sl Gadail) o (e s
«(Cross-Site Request Forgery "CSRF") adlsall ye callll 3
Laill Al COLlaall S (e e 3o la el aadiualls Lals se )l 228 (5S35
Ay pail) gl 038 25a 5 e (ST Gadaill 5 cdpanall e slaall ) Jsaasl)

Lt 038 Aallae sie A aadiuall ekl dedll

It shall be verified that the application or framework generates
strong random anti-CSRF tokens unique to the user as part
of all high value transactions or accessing protected data, and
that the application verifies the presence of such tokens with
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the proper value for the current user when processing these
requests.

Go Aleall 5855 qalaiy allaill (G (e @8l - gam iy pSaill a8 1 dlenl)
O elldg bl o abaddl s dpeaal) Cailda sl el 5 aS) ) Jgea sl
all (Jual dww Je (Resource Governor) sbas bl aladiu) Ja
ULl Bae 8 il s (e (528 p2Aua gia Saels IS Jaaall S 2e (g
Lelasly
Aggregate access control protection — It shall be verified that
the system can protect against aggregate or continuous
access of secured functions, resources, or data, possibly by
the use of a resource governor, for example, to limit the
number of registrations per hour or to prevent the entire
database from being scraped by an individual user.

It shall be verified that a centralized mechanism (including
libraries that call external authorization services) is in place to
control access to each type of protected resource.

Gubill &l @i e Glhadlay b adad ) Shaidl o Juadll e (8l
AY

It shall be verified that there is segregation between privileged
logic and other application code.

Sadiis 3all Lo 43l duenad) il slaall L) ZaiSlall O gam gl Jasl gum (3l
L) J g gl S ‘u_;d\ ULl g 458 el clalall g 45 38l bl Cila gleall o2
NETRREON eLE.'\ Cpeddiie J8 (e Jasd

Appropriate access controls shall be implemented for
protected data stored on the server. This includes cached
data, temporary files and data accessible only by specific
system users.

Ayl ek (e VL) ac i ) clliad) ol Laaall cilibis o (e i)
L e g ciladlall (e (S aad) @llic L)
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It shall be verified that service accounts or accounts
supporting connections to or from external systems have the
least privilege possible.

Jiw o) dandiuall ye cilbluall Jadi elal] g cliluall (G855 Gadai (e (38l

It shall be verified that account auditing is implemented and
that unused accounts are disabled (for example, after more
than 30 days from the expiration of an account’s password).

e Lo @il sale) Gaay dgde obadl ALkl clulally Flaudl Jla &
Mu&chﬁd\;@; ca\ﬁ\)’a)ﬂiﬁe& Q\.«.a.'aled';:u.u]\ Q\,_\;%A}@JLAS
Agsel) e Giadll sale) ddae o) ) o o la) s axdiudl £ 5 4

If long authenticated sessions are allowed, a user’s
authorization shall be periodically re-validated to ensure that
their privileges have not changed. In case their privileges
have changed, the user shall be logged out and forced to re-
authenticate.

(e o (Dl Cilel al

It shall be verified that the application supports disabling of
accounts and terminating sessions when authorization
ceases (for example, upon changes to role, employment
status, business process, etc.).

s Jaayls il - OWASP:AL2017)  <dlaadl sl
(&) 5l e dpaill dxe 0 - OWASP:A7:2017

Input validation (OWASP:A1:2017 - Injection &
OWASP:A7:2017 — Cross-Site Scripting)

18-3

19-3

20-3

Loy a5 cigall Al dan Holadl Aa yaa pee Jurddll A o e (38a)
(i pall () Sl Ars ) slat e (gaY!
It shall be verified that the runtime environment is not

susceptible to buffer overflows, and that security controls
prevent buffer overflows.

PAENEIRR )

3.000aaYy)

24




il pa¥1 il ma 23 e

(SQL i) odaia¥) cilagled inl A ya e Jardilll Ay of e s
(SQL &sidl pMai¥) clades Gha giad oY) lilsa ol «(Injection
.(Injection

It shall be verified that the runtime environment is not
susceptible to SQL Injection, and that security controls
prevent SQL Injection.

sl e el Gasealll Gial da e e il Ay o e Giadl
(XSS) @l sall e Lna il a suail (in qiad GaY) dail g (5 ¢(XSS)

It shall be verified that the runtime environment is not
susceptible to Cross Site Scripting (XSS), and that security
controls prevent XSS.

Jopadl Jall ) &l JSgig n cfal dimjae e Jarndl) dn o ge el
L) Jalall ) M) J oS 53 5 g3 s i (0¥ Do) a1 5 (LDAP Injection)
.(LDAP Injection)

It shall be verified that the runtime environment is not
susceptible to LDAP Injection, and that security controls
prevent LDAP Injection.

(OS  Jaiill alai algl (el dimjme e Juiill Ay o) e sl
(OS Jsiaill alai el 5l (s aiad (1Y) Lay) s of 5 ((Command Injection

.(Command Injection
It shall be verified that the runtime environment is not

susceptible to OS Command Injection, and that security
controls prevent OS Command Injection.

(Sl 1)) el gha 5 Lgai g il & 5 (e (38l
Data type, range and length shall be verified (if possible).

Lyl sua gk (e ST iy cMA2S Alaina 3 3hd ey rlasd) J dalal) vie
calgally Lalal)l Clipdail) dae y clgals Alaa s (Al ae i (e Al
WY Jadiip |, Gadaill alodinl 5 58 JI sl bl @lli aadios ) Cilgal) 4 jea

(VW H& ()% """ <>) i SV ALl 5 jladll el e
If any potentially hazardous characters must be allowed as
input, additional controls; such as output encoding, secure
task specific APIs, and accounting for the utilization of that
data throughout the application; shall be implemented.

Slals - e
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Examples of common hazardous characters include: (" <>:

"W+ & ()% ).

gﬁfugjj&u\ye&'uhﬁ\@wésﬂ\ Q\ghc@uu\wdsm\
Gankaill YA Aaa (e (sl

It shall be verified that all input validation is carried out by a
centralized input validation routine for the application.

LA o Al miy G 5o AL Giaill cillee B8S o (e gl

It shall be verified that all input validation failures result in
input rejection or input sanitization.

o ey ikl ol el al o il Culel ) RS AT e geail)
PREN(

It shall be verified that all input validation or encoding routines
are performed and enforced on the server side.

ARl Apally i jie e 5 A g5 al) e L) AS (pe Gl (o o)
Gl Gy ady dpalbiad g "HTML" 43 jalie <l 4 L) "HTML"
oaibad 5 "CSS Blocks" dluludall Lhaill dladall I "JavaScript”

Gkl (5 siadd LB b)) eas ("URL" Ol il day 5
It shall be verified that all untrusted data that is output to
HTML (including HTML elements, HTML attributes,
JavaScript data values, CSS blocks, and URL attributes) is
properly discarded for the applicable context.

VAL jaleas 28T Badaa ("UTF-8" Jie ¢ ) sa ) Gle sansa off (o (3821

It shall be verified that a character set, such as UTF-8, is
specified for all sources of input.

el Cilaaa o) 5008 @l Cilias  A8KT Bas g ARl L) A8 o (e (381
Leialas U8 Jueadl ) dlu yall culilal)

It shall be verified that all input data is canonicalized for all
downstream decoders or interpreters prior to validation.

Ll ey 5) Laleall adiall K Ganadilly mawy Gadaill dee ) (IS 13)
dsiall ol e @l imd zdga () 2l b e (S Gl aiall Ty

JPAENKRRRYI

3.0 Y

26

8-4

9-4

10-4

11-4

12-4

13-4

14-4




il pa¥1 il ma 23 e

L)l e dnana g pall AK" }i "y sl }i "Olaad) s " Jie ’\,3.»0\ alaall

If the application framework allows automatic mass
parameter assignment (also called automatic variable
binding) from the inbound request to a model, it shall be
verified that security sensitive fields such as
“accountBalance”, “role” or “password” are protected from
malicious automatic binding.

i) il J8 J 5 5 g ) iia sl lana (g (oana Gl O (e (3
llall &l jxie alas G pe Y Gakadll e ) (IS 13 La seas ((HTTP)
Al glially bl ¥ Gliley CPOST" by ("GET" <l Ji)

(s
It shall be verified that the application has defenses against
HTTP parameter pollution attacks, particularly if the
application framework makes no distinction about the source
of request parameters (GET, POST, cookies, headers,
environment, etc.)

L) (e g 53 IS aa) 5 COAA e 33T Jaglia aadiog Gudaill O (e (38
Lol A

It shall be verified that a single input validation control is used
by the application for each type of data that is accepted.

LR e @i 8 BUEAY) OV 28K Qi (e (3R

It shall be verified that all input validation failures are logged.
Lo psiy A Leie palaill ol s i) e i e (g g 53 IS O (e g8
53 gaailall dga ol aal g el ol 4l (gl

It shall be verified that for each type of output
encoding/escaping performed by the application, there is a
single security control for that type of output for the intended
destination.

(Y e Juluilll el -OWASP:A8:2017) e e Judusill clal

Insecure Deserialization (OWASP:A8:2017 - Insecure
Deserialization)
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i S (Y el ) adl i) e cila sheall e (ga al) Cilles 3aika
bl e DUl dgilae S L) ail

Integrity checks, such as digital signatures, shall be

implemented on any serialized objects to prevent hostile
object creation or data tampering.

e gana bile a5t 5 a8l (Y IS L) U8 Jasdusil) L) JDUA 520 3 58 3|
Sens N 1ok has LY 1 e sl V) Guatudl je e sl A6 il

o )sad 3ok
Strict type constraints during deserialization shall be enforced
before object creation as the code typically expects a
definable set of classes. Bypasses to this technique have
been demonstrated; therefore, reliance solely on this
technique is not advisable.

Leiea Sl 5 Ll el i il 8 Leliand g Lebudus o Lal) o3y 03 0l J e
Sl

Code that deserializes shall be isolated and run in low
privilege environments whenever possible.

e LY Judd olad) b asy Al B & giall & sill ga )4l

Deserialization exceptions and failures; such as the cases in
which the incoming type is not the expected type, or the
deserialization throws exceptions; shall be logged.

S adlsall ol dlall (e Aail) & saball g o) sl ) day 1) A8) e sl
Lelods 3] 3

Incoming and outgoing network connectivity from containers

or servers that deserialize shall be restricted or monitored.

Deserialization shall be monitored, and an alert shall be
issued if a user deserializes constantly.
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Cryptography (OWASP:A3:2017 — Protected Data Exposure)
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It shall be verified that all cryptographic functions used to

protect secrets from the application user are implemented on
the server side.

Al B ) gy (3835 el Cilaa g RS ) e s8al)

It shall be verified that all cryptographic modules fail
securely.

3 i) uall) 4 pemall e Jgeasl) e Aty ol (sl Ales (g 8a)
Aleal padind Allg pa @l Je jiie je (i &R Gudaill dlade) Sk
(A clalac ) e slea () g )

It shall be verified that any master secret(s) is protected from
unauthorized access (A master secret is an application
credential stored as plaintext on disk that is used to protect
access to security configuration information).

Bas gall 8 jrall 5 (Al suiall Ol plansd 5 (A piall AL, A8S (] e gEa)
ALY e e b oda (Strings) A8 séall s sall Judlus ((GUIDS)
92 430 glall adll eda (pe Coagl) () 6SH Ladie @lldg ¢ pudlill 23 gail Adinall 430 gl
REAIVE e 38 e daaleall il BLEN
It shall be verified that all random numbers, random file
names, random GUIDs, and random strings are generated
using the cryptographic module’s approved random number
generator when these random values are intended to be

.unguessable by an attacker

u\.....\_\uﬂus}\.@_mds;_d\ B bl 8 deddiiall el qu.mu\uads;.d\

_ﬂ)ud\ <l u\c\‘);\;]\}

It shall be verified that cryptographic modules used by the
application have been validated as per relevant policies and
procedures.

<la Slel Yy clubund) 18y aaieal) Lgalaty Jans il z3lad o (e 3aal
Al
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It shall be verified that cryptographic modules operate in their
approved mode in accordance with relevant policies and
procedures.

W laa) 48 Jie) jubdil) milie 3l 48 Jsa dag ja Al 253 5 (e 33
Aaide 3 ) saay sl o3 Gaaall (e (3l 5 (LD o leil 5 Ledlad) 5 Lo 53

It shall be verified that there is an explicit policy for how
cryptographic keys are managed (for example, generated,
distributed, revoked, or expired), and that this policy is
properly enforced.

adsll) sual JNA e (Non-Repudiation) Sy axe a3 (e G3aadl
Ml i I 3 el Al dlabaall (el

It shall be verified that non-repudiation through cryptography
(digital signing) is present for financial or e-commerce
transactions and records.

Sy CUS.A\ U‘)’:’JA@ A B ) gy padill) C_\S\s.arulsz\:wu;wés;ﬂ\
o5l ol adladiul Cangg 4n 3550 (S Y adld ¢l

It shall be verified that all cryptographic keys are adequately
protected. If a key has been compromised, it shall no longer
be trusted and shall be replaced or revoked.

Ll 5 Lpend) il shaall g (P11 4y sel) dpaad LGN il shaal) il (pe 58l
LAY A8 5 Y Ladie 45 )3
It shall be verified that Personally Identifiable Information (PII)

and protected information and data are stored encrypted at
rest.

Jannsill Aleld 5 AS axe - OWASP:AL0:2017) Lelinasi s eUad¥) aa Jalaill
(481 el

Error Handling and Logging (OWASP:A10:2017 — Insufficient
Logging & Monitoring)

8-6

10-6
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For in-house developed software, explicit error checking shall
be performed and documented for all input, including size,
data type, and acceptable ranges or formats.

Gaanae e slaa Gt THUT (oS ol Uad Jilay eday Y kel o cpe s8ail)
Taalgall dgall ae b o (S i) dpaddll o glaall 5 Ludall 450 Sld i Loy

leatd 345 Lo
It shall be verified that the application does not output error
messages or stack traces containing protected data that

could assist an attacker, including a session ID and personal
information.

A8 650 el o elad¥) ae Jalail) clila pian 285 (e (38
It shall be verified that error handling is performed on trusted
devices.

Al e Bl oyl g 28 ket e (3825

It shall be verified that all logging controls are implemented
on the server.

Ll g gl iy A1) Jal gaall 8 e Uad¥) ae el (3haie () (g (3l

It shall be verified that error handling logic in security controls
denies access by default.

A Al @AY g Flaall Calaal ity zranst 4] Jomill Jayl suza 0 (g0 (381
Lisal daga la el Lasyaas

It shall be verified that security logging controls provide the
ability to log both success and failure events that are
identified as security-relevant.

S sinay (Gsise shan (e L) Laid ey Jandl (3 Gias IS G (e (38l
(oAl Oilaw ae Ualing (S 13)) Lial age daall o e T di5a s chaal) s
sy o(Caaally Jad pe adiiiee @llia S 13)) aaally s ) axituall 4y 5
O aal Goall S 2 g aall Caleadd) Gllall e miy) J & 6 g g o) sic

Eaalllaa g

It shall be verified that each log event includes a time stamp
from a reliable source, severity level of the event, an
indication that the event is a security relevant event (if mixed
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with other logs), the identity of the user that caused the event
(if there is a user associated with the event), the source IP
address of the request associated with the event, whether the
event succeeded or failed, and a description of the event.

el s 4y - eaddl ye sl (e dpane SOl DS () (e (331

It shall be verified that all logs are protected from
unauthorized access and modification.

Lsa ey (8 Lay (ki dals dpane Claglae Jay Y Gakail) Gf (e (383
e daalgad) dgall aelus () ey Gl dpenal) 5l dpadiil) il sleall  dudall
1 ..I :..i'“ﬁ

It shall be verified that the application does not log
application-specific protected data that could assist an
attacker, including user’'s session IDs and personal or
protected information.

2l Jand) aal g Cinlly Jlaall zray Lee Jandl Jilat 3100 g5 (e (3l
A e el Jaadl Banea b Jhal) A8S 8 il yulae (e B 3 e

It shall be verified that a log analysis tool is available which
allows an analyst to search for log events based on a
combination of search criteria across all fields in the log
record format supported by this system.

B85 b JlicL A8 e e Clily Gaati ) Calaal) A< 385 axe (e (3Ea)

It shall be verified that all events that include untrusted data
will not execute as code in the intended log viewing software.

kil 8 a0dTiie da ge Jannd 28T 3 ga g (e (38

It shall be verified that there is a single logging
implementation that is used by the application.

a5V 5 Adaliay) goll as g alitia o) yal L Sl o e (aal

It shall be verified that logs have a standard regular procedure
for backing up or archiving.

(Sl L MRl 8 e LY ae Jaladll" Gauka
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“Try catch” shall be implemented where applicable.
‘Alada sl O M) (o e saal)

A e Gl G GUAY) Y S dedy o
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It shall be verified that all the below logs are enabled:

15-7

e Log of all input validation failures

e Log of all authentication attempts, especially failures

e Log of all access control failures

e Log of all apparent tampering events, including
unexpected changes to data status.

e Log of attempts to connect with invalid or expired
session tokens

e Log of all system exceptions

e Log of all administrative functions, including changes
to the security configuration settings

e Log of all backend TLS connection failures

e Log of cryptographic module failures

(bl adl Gl sladll 25 - OWASP:A3:2017) e sbeall dilaa

Data Protection (OWASP:A3:2017 - Protected Data
Exposure)
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It shall be verified that all forms containing protected
information have disabled client side caching, including
autocomplete features.

Ja JsS gy by (e b adladl ) Lpasall e sleall 23S Jlis ) e (38
JusY "URL" O)siall I pé yulane alasind aia (sl) ((HTTP) (el (il
(Aenal) il

It shall be verified that all protected data is sent to the server
in the HTTP message body (i.e., URL parameters shall never
be used to send protected data).

alal) e 43330 Lanall n shacall A5 gl 5 530 Genl) S o (pe 3inl
Lo dalall oLl

It shall be verified that all cached or temporary copies of
protected data stored on the server are protected from
unauthorized access, and that those temporary working files
are purged a soon as they are no longer required.

) dane il sl Cpanati ) Ciladiall 48 gall Gl Tada ol oy 5al) Qe o12])
3 e gl el e Jsasll (e Apana i) 038 O (e @85 cJpanl)
Ll A pad sl Jsas e dsdla )
Ju J S g5 0 Ol sie lala xa "Cache-Control: no-store" alasiul (Sa)
asly dleld Jil a5 "Pragma: no-cache" ."HTTP" il _aill

(HTTP" conaiill (il J85 oS 5555 0 "1.0" p38Y) Gensil e (381 50

Client-side caching or temporary copies of pages containing
protected data shall be disabled. Additionally, it shall be
verified that such copies are protected from unauthorized
access or purged/invalidated after an authorized user
accesses the protected data). (Cache-Control: no-store, may
be used in conjunction with HTTP header control "Pragma:
no-cache," which is less effective, but is HTTP/1.0 backward
compatible).

3sas e U cGulaill Leallay 3 Lesall e glaally dadlE a3 (e (3l
e dld Cany (e g elaglaall 038 ) J gea 5l aSall A0S Jga Ang s Ailus
5 e Aubpaal) o3a (ke (g Gl ¢ (pladial) 5 Sl ol 5 alaaia) aae L)
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It shall be verified that the list of protected data processed by
the application is identified, and that there is an explicit policy
for how access to this data must be controlled, and when this
data must be encrypted (both at rest and in transit).
Additionally, it shall be verified that such policy is properly
enforced.

vie Gadail) 853 5 gall dpanall il laall o) 53 JS Gada 48 )l 2 ga 5 (e (3R
Ao gl LalaiaY 5 5 dules
It shall be verified that there is a method to remove each type

of protected data from the application at the end of its
required retention period.

Jstall Jic 48 65 gl e Aadai¥yl ) 3i yadl pulaal) dae Uy Gadatll o (e (8l

It shall be verified that the application minimizes the number
of parameters sent to untrusted systems, such as hidden
fields, Ajax variables, cookies and header values.

agiill 5 Cila sleall cldlal aplall yie 8V (S e Gadaill 508 e GEa)
S AL Cas i aadiudl sal dedll ddle bl dallaa i clgiliy
(Jaal Jaaw o bl plai aie ol ey gl clead (DAt Sl alaaiuy)
& WDlan 5 e S8 Ll Jsa gl Lo 1506 galal) aasidd) o6 Y o any

sl 3 Slans 30 (e ST ol el

It shall be verified that the application has the ability to detect
and alert on abnormal numbers of requests for information,
or on the processing of high value transactions for a user's
role, such as screen scraping, automated use of web service
extraction, or data loss prevention. For example, the average
user shall not be able to access more than 5 records per hour
or 30 records per day.

Bacld Juail Jie caalall o Gkl lgaading Al Jlaie VI cliby O e 88
Gy BRAN (A A Cal ¢ pudill 4 ) mliall ¢ pal) AlSy bl
L8 i s (548 ge alas e Juatio cililac) Cile 8 alaic nggéi O A

It shall be verified that credentials used by the application on
the server side; such as database connection, password and
encryption secret keys; are not hard coded. Any credentials
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shall be stored in a separate configuration file on a trusted
system and shall be encrypted.

G il el 23l e Alede ye S JLSY) pailad o (e gindl)
Fosell (e sl @D 3 Ley cdpane il shaa (panial
It shall be verified that autocomplete features are disabled on

forms expected to contain protected information, including
authentication.

(kA 2! @lalaeY) - OWASP:A6:2017) <¥laiy! (yl

Communication Security (OWASP:A6:2017 - Security
Misconfiguration)

10-8

a5 Baled JSI A8 65 ge lalgd Hlaal dga e b el Sy 4l (e (38
eIa IS 8ales Andla (g (giaill 23 38 4dl 5 ((TLS) Jaill 4k (sl
It shall be verified that a path can be built from a trusted CA

to each Transport Layer Security (TLS) server certificate, and
that each server certificate is valid.

Lay) cVLai¥) 4S8 (TLS) Jil disda gl (30 lana) il aladiul (e giall
ol Lgialias a3 ) (dleal) ddadil 5 jal oVl s Al YLyl el &

It shall be verified that the latest version of TLS is used for all
connections (including both external and backend
connections) that are authenticated or involve protected data
or functions.

i) 3 jealy (TLS) Jall 4aha Ol VLl 3laa) Vs Jaaad (e GEa)

Al
It shall be verified that backend TLS connection failures are
logged.

e slra (i Al dga i) Aadail) e VLAY DS e didbiad) (e gEal)
Aoanae caitla g

It shall be verified that all connections to external systems that
involve protected information or functions are authenticated.
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il g 5l il slen Ganati Gl A Al Labas) e VL] A8S () (e (3Ea
Ao P s diall s Ul gal) (e (501 2all daia s salae) o3 Uls a2 dens
el Jal Gadaill Janyd

It shall be verified that all connections to external systems that
involve protected information or functions use an account that
has been set up to have the minimum privileges necessary
for the application to function properly.

Ol e Jluail e iy Y ALEW) (TLS) dadl diida el VL) o) (e (3l
(L8 2)

It shall be verified that failed TLS connections do not fall back
to an insecure connection.

il ol 8K Lena (siall s U 3l a3 3B i) Culaled il jlae o g (3
Y] e glaa s 48 53 sall ciladlall Cilea alasinly Jaenlls dalal

It shall be verified that certificate paths are built and verified
for all client certificates using configured trust anchors and
revocation information.

s Gkl 8 4ladiu) ol aaga (TLS) Jall diids el 285 9 g (g (3l
Adiza Jee eUé:j & Janal salac)

It shall be verified that there is a single standard TLS
implementation that is used by the application and configured
to operate in an approved mode of operation.

("UTF-8" Jis) &Ylaiy) Z8lS s jma 2asall jga )l e i3 b o Gasatl)

It shall be verified that specific character encodings are
defined for all connections (e.g., UTF-8).

5 Akl Aad) clleyl - OWASP:A6:2017) JsSsisodl
(An s Cilead M ALEN e i) 4) OWASP:A4:2017

Protocol Security (OWASP:A6:2017 -  Security
Misconfiguration & OWASP:A4:2017 XML External Entities)
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It shall be verified that the application accepts only a defined
set of HTTP request methods, such as GET and POST, and
that unused methods are explicitly blocked.

Olsie Gaas (HTTP) el paill J5 J S 5550 Dladiad IS of (g (38
("UTF-8" Jis) 4l jsa) e sana 2033 (5 sina g 58
It shall be verified that every HTTP response contains a

content type header specifying a safe character set (e.g.,
UTF-8).

AV UV i/ 5 (HTTP) (endill paill 5 oS 55 0 sl of (g 38
Click ) Sl Caladll s (e Aleall Jal (e diacaia (,353!\ Cladaiall

.(Jacking
It shall be verified that HTTP headers and/or other

mechanisms for older browsers have been included to protect
against click jacking attacks.

Gkl 4 (HTTP) il el 8 JsSsispn cusbie of oo Giad
AL e slaall Jalitl A5 1Y) Bas sall sadl j ey dadd Cpecati llaiaY
(ASCII) 4Lkl

It shall be verified that HTTP headers in both requests and
responses contain only printable ASCII characters.

Jra aini s ((JSON) g S Uil Jie Taied J81 Uiy g aladil (e giail
Aedidio danall Cila slall
The use of less complex data formats, such as JSON, shall

be verified, and serialization of protected data shall be
avoided.

28 LSl 5 (XML 23S ALEH e i) 48] Ciladlae 48 55 ) - ha) 5 Eupans
oo @il clilee alaiinl s oealad) Jaill Qs Gukaill (& alaaiuy)
Jhaal ) (SOAP) il ) J s sll Jagudl) J S 53 5l Cupaad 5 ecibpalaic V)

Gaal ol 1.2

All XML processors and libraries in use by the application or
on the underlying operating system shall be patched or
upgraded. Additionally, dependency checkers shall be used,
and SOAP shall be updated to SOAP 1.2 or higher.
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WS 8 "DTD" dallee s don la cilgad Saiad ALEN e il 22 Qi olal]
g soial)l Cilgan il iy Gukail) & (XML) haiedU L) See i) 43 oMa
"XXE Prevention” cu sl ik oY  giddl)

XML external entity and DTD processing shall be disabled in
all XML parsers in the application, as per OWASP Cheat
Sheet "XXE Prevention".

ol Aieatll 5 (333a0 Al landl) dal) e @R e ey G Gk
(XML)

Positive server-side input validation (whitelisting), filtering, or
sanitization shall be implemented to prevent hostile data
within XML documents, headers, or nodes.

sl &aly of (XMIL) Sliedl AL e i) Al Call) o dagda g o) (g (38
Aal giad aladiuly (XML) 2laiedU ALl e il 33d (e (38855 (XSL) g sall
Aglie (38a3 48y 5k 5 (XSD) Axll 48) el clalal) 208

It shall be verified that XML or XSL file upload functionality
validates incoming XML using XSD validation or similar.

Claplaill el lialy (SAST) il Glaadaill el sl @l ol alasial
La A Clgad 2xiadU AL ae il A3 (2SS 8 sacluall (DAST) (Sacliall
o Lo 3080 daalse o JlieY) Ge 32V ae g paadl) 303 3 (XXE)

LA (e el 3 Bl 55 Sl gkl & e ls) Juady ) 45 Ll
SAST and DAST tools shall be used to help detect XXE in
source code, although manual code review is the best
alternative in large and complex applications with many
integrations.

sl s aladiul dul ;s oyl pall sda bl Saddl e e S 13
Clipdatl Alaall jlas of cculipdaill daa  cileal sl Al il gl i cdcal yiay)
Ll ey (XXE) daa s cilgad alaia3 LN G il da) Clasa CadS cy gl

VRN’

If the implementation of these controls is not possible, the use
of virtual patching, API security gateways, or Web Application
Firewalls (WAFs) shall be considered to detect, monitor, and
block XXE attacks.
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il g Sl alaind - OWASP:AQ:2017) wil il s a5l 5 542l
(35 yaall

Malicious Code and Vulnerabilities (OWASP:A9:2017 -
Using Components with Known Vulnerabilities)

el Cangy Leliaad ol W ol 35500 (gl 3 & <l il dgm g ade (pa (38
. Gkatll
It shall be verified that no malicious code is in any code that

was either developed or modified in order to create the
application.

B Clalac Y clale s AR el Y15 LSl 5 5 puiall 5,080 Dl of e S
Dsaall (ail) Gadle Glua Gllae sl 4 HLaaY) Gile ganal) aladiuly ie 3aall o

It shall be ensured that the integrity of interpreted code,
libraries, executables, and configuration files is verified using
checksums or hashes.

Al ) aatiag 5 4 5el (e (8l dag) g (Bl A 3 AAS (o (e (3
A @l g Gl

It shall be verified that all code implementing or using
authentication controls is not affected by any malicious code.

il sl il Al eaniin i ciludall s o) gakat ) <l ja5) 23S o (ge (iad

AduA

e

It shall be verified that all code implementing or using session
management controls is not affected by any malicious code.

ELBNEIp

It shall be verified that all code implementing or using access
controls is not affected by any malicious code.

A il gl i J oAl e gEaall Jal g S o e (3

It shall be verified that all input validation controls are not
affected by any malicious code.
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It shall be verified that all code implementing or using output
validation controls is not affected by any malicious code.

il gl il al dending o el 23 pa Gakat Al ) R8I AIS () e (3

It shall be verified that all code supporting or using a
cryptographic module is not affected by any malicious code.

sl Lebia s eUadl) e Jaladll Jayl g ki ) ol i) A8S G (e (gl

Al jd gl i ol Landiud

It shall be verified that all code implementing or using error

handling and logging controls is not affected by any malicious
code.

Ugiad Llaall Al Cucad 8 45all ddad¥) 8 o e seadl

.(Sandboxing)

It shall be verified all malicious activity is adequately
sandboxed.

alall aae e de s SIAN 5 40 A drenall Cila sheall (o aldl e gaa)
¢l
It shall be verified that protected data is rapidly sanitized from
memory as soon as it is no longer needed.
Gl Al il 48 e e cladlaYly Glaadll daaly @l &l duaas
B Q.M' |
Components shall be updated with the latest patches as soon
as a user knows about published vulnerabilities.
Glalall g b Sall g A )M je (alladlly daadiuadl e Glalaie V) <)
Bl
Unused dependencies, unnecessary features, components,
files, and documentation shall be removed.
)Li d:m) eJ\AJ\} d:uuj\ LJJ.L‘: LJAQLIL!)SAM Q\)\M:}I [PTVRRPEN Ldd Jae
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Versions of both client-side and server-side components,
(e.g., frameworks and libraries), and their dependencies shall
be continuously inventoried using tools such as versions,
DependencyCheck, retire.js, etc. Additionally, sources such
as CVE and NVD, shall be continuously monitored for
vulnerabilities in the components, and software composition
analysis tools shall be used to automate the process.
Subscription to email alerts for security vulnerabilities related
to the used components shall be ensured as well.

?F\M) das&ﬂmh\})‘)mj:um‘)‘)dwwtbb)ﬂ\&dw\
i it (S 3 m 5 b ) e

Components shall be obtained from official sources and over
secure links only. Signed packages shall be preferred to
reduce the chance of including a modified, malicious
component.

Lge Aagail) ol jlaadl Gl ol Ailia Lgd il 5m Y ) s sSall 5 culaSall 481 5
Caadi Al 5o Cony dian e cliaail) Ao Cud (IS 13) dial ciladla) 5 ciliaas
laall ol LS i dadakal) cOIKaal) 4 jal dcal yiaY) cladlal) s bl

Leia

Libraries and components that are unmaintained or do not
create security patches for older versions shall be monitored.
If patching is not possible, deploying a virtual patch to
monitor, detect, or protect against the discovered issue shall
be considered.
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Application processes and all high value business logic flows
shall be verified in a trusted environment, such as on a
protected and monitored server.

paiivuall Flecdl Jia dlatiie Aol ddle S laay zravy ¥ Gkl Gl (e (3eal
sale) ol cae Dl JBA (e () dpnnall ariivsall o jliely Alalas dadlaa (1) aaleall
Alalaall sl aadivall g 5l dlalaall Alla i dalal) dlac)

It shall be verified that the application does not allow spoofed
high value transactions, such as allowing Attacker User A to
process a transaction as Victim User B, by tampering with or
replaying session, transaction state, transaction or user IDs.

(Jasiii 2 5 dagdll dlle Jard) a0 ) 8 julaay oo DL ransy ¥ anail) Of (e (3383
22t AL e glaall 5 il uadld) g csailall SM\ c‘)m;j\\)fdu\d.\wén
L e 5 cagasll Slsa g b V15 o(PI1) 4 sel

It shall be verified that the application does not allow high
value business logic parameters to be tampered with, which
include, but are not limited to, price, interest, discounts, PII,
balances, stock IDs, etc.

Jadii Cua ¢ Y] Gilana e dlaall Gudadll 8 dpeldy Dle) ja) 39a g (e (8l
- a sl sl a5 ¢ g8l AL ¢ Aaaall O bl A Cile] 2l o8
arxdiusdl Aadsl 5 il A8 el eV Aaal il Aty el

Jomds e ddadil ol e Biay cllaall

It shall be verified that the application has defensive
measures; such as verifiable and protected transaction logs,
audit trails or system logs, and, in the highest value systems,
real time monitoring of user activities and transactions for
anomalies; to protect against repudiation attacks.

Cilra ye Jie Gila glaall (e ZLadY) e e dgleall g adaill G e 3ial)
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It shall be verified that the application protects against
information disclosure attacks, such as direct object
reference, tampering, session brute force or other attacks.
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It shall be verified that the application has sufficient detection
and governor controls to protect against brute force (such as
the continuous use of a particular function) or denial of
service attacks.

L 3all (s sise @by Clana el gudaill (8 A4S Jpm s Jaid s 250 5 (ge (381
& dsasl o Ol seaall preasiudl aie dal guall oda Jaliiy ccladliall
Slasbra ) Jgeasl (g Cpadiivall gia i cpanadl @Y1 i dyanall cililyl

Al s Aala ciliaSla s U je i Gl g alasiul f Al perdigl)

It shall be verified that the application has sufficient access
controls to prevent elevation of privilege attacks. Such
controls shall include preventing anonymous users from
accessing secured data or secured functions, and preventing
users from accessing each other’s details or using privileged
functions.

At ay cdadh Allite il ghad 3 Jead) o) 8 Cilady gllay bl () e 38
o sl o dakiie ye 48 jhay dalleall Caindg 6yl G shall 46 dallea
Ay dadiall COlelaall 5f AT axdive <l shd dalles i il sha

It shall be verified that the application processes business
logic flows in sequential steps only, with all steps being
processed directly. Additionally, the application shall be
verified not to process out of order, skip steps, process steps
from another user, or process transactions submitted quickly.

s laey) Bias Jie) dilia) il sy zlal el Gukidl o) e Gl
Al 1 ligdaill slgall Juad i/ 5 il adll Aadasl (Lsciall 45l e 3l
Juia¥l clilee 5 gulaill Hlaladd W, Juiay) dailSe Jay) gon 3aY Zadi )

A

It shall be verified that the application has additional
authorization (such as step up or adaptive authentication) for
lower value systems, and/or segregation of duties for high
value applications, to enforce anti-fraud controls as per the
risk of application and past fraud.
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It shall be verified that the application has business limits and
enforces them in a trusted location (e.g., on a protected
server) on a per user or per day basis, with configurable

alerting and automated reactions to automated or unusual
attack.

G s siad il A3k - OWASP:AG:2017) sbadls ciald
(485 _ma

Files and Resources (OWASP:A9:2017 — Using Components
with Known Vulnerabilities)

10-12

Ally geats ¥ (URL) o sl Jay il A Jlay¥) g 4as 63l sale) Ol e il
It shall be verified that URL redirects and forwards do not
include unvalidated data.

Dbaall slad Cless Ll A5 e

It shall be verified that filenames and path data obtained from
untrusted sources are canonicalized to eliminate path
traversal attacks.

P (e digige 2 jlias G lgle Jpandl & Al Q) and G giadl
Ady e g Slma ) Jpaa el Slan g il 88 gral

It shall be verified that files obtained from untrusted sources
are scanned by antivirus scanners to prevent the upload of
known malicious content.

a5 0 9 allaill S 5 cilile 5 ol jlusall sland ol cilalal) elaud (8 aedul
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It shall be verified that parameters obtained from untrusted
sources are not used in manipulating filenames, pathnames
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or any file system object without first being canonicalized and
input validated to prevent local file inclusion attacks.

Oe iadll s A gse pe jobias (e Lo Jsandl a3 Al jalaall aa 65 (e @il
055 Ladie La suad cany e il ) ol lana el Lgila jie a5 LeiSlane

Al sal =) ) S oaladll o o gbiall Jie Al 28w Saal) (g
It shall be verified that parameters obtained from untrusted
sources are canonicalized, input validated, and output
encoded to prevent remote file inclusion attacks, particularly
where input could be executed, such as header, source, or
template inclusion.

Ul ASjlhe die e Jlsde ggine zlodh Fleddl ae e @l
Skl e "HTML 5" "IFRAMES"

It shall be verified that sharing remote IFRAMEs and HTML 5
resources across domains does not allow the inclusion of
arbitrary remote content.

COA B e jlas e lgde Jpanll 23 3 bl 588 (e sl
"Webroot"

It shall be verified that files obtained from untrusted sources
are stored outside the webroot.

badl A Jsa sl aaad Talals gkl ol Caysll adla Jana g alac) (e (38l
bl ol Cu sl adi s i) gl sasd)

It shall be verified that web or application server is configured
by default to deny access to remote resources or systems
outside the web or application server.

2 las e lgdde Janll 2 de g pe clly 285 Y Gadaill 538 of (e 3l
A8 5 5a

It shall be verified the application code does not execute
uploaded data obtained from untrusted sources.
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It shall be verified that Flash, Silverlight or other Rich Internet
Application  (RIA)  cross-domain  resource  sharing
configuration is set to prevent unauthenticated or
unauthorized remote access.

cn s Jaall e e 5 juniia lgad g o samal) il 15 23S o e 380
("Office” el x s s "PDF" ciile (Jia) dalall

It shall be verified that file types allowed for upload are limited
to business purpose and needs only (e.g., PDF and office
documents).

OAMJQM\Q”&:w@;ﬂ\dﬂswgd&\&ﬁw@;ﬂ\jwﬁiﬂ\
asd lalal) alaial and J3A

It shall be verified that file type validation is performed not
only by checking file headers but also by checking file
extension names.

clalad) Jraas A1) & 2l s Dla s & lial Jandil ade (e (38a)

It shall be verified that execution privileges are turned off on
file upload directories.

dadd sl 8l Aamca g e Lilali gulaill jalean s cilale clalae) Jasia (e (sl

It shall be verified that application files and resources are
read-only by default.

My N e &Yl S HLaall s S jlial o) sl DS cla) e (gEal)
Aasel) e il by alea 5l S LEA ) g sl

It shall be verified that all unnecessary shares and
administrative shares are removed, and that access to
required shares is either restricted or requires authentication.
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Authentication shall be required before allowing a file to be
uploaded.

Gstlaall anall 5 slaiy Wi cang (g3l 5 Lgad ) oSy ) i) aaa e 2 auag
dadia o ddaadl dila) 5 ool aas culiline 1 «Jball Jis o) Jaadl sl

A gaial) il sl Gads cy )
Size of files that can be uploaded shall be limited to the size
that is needed for business purposes only (for example,

maximum 1 MB), and a note shall be added on the web page
for the accepted file sizes.

(Mobile Verification) d sesall cailell (e 3aall

17-13

(SSL) 4w Ml diuda i Cilalgd (e Jaand) (3ia3 (e 25U
It shall be verified that the client validates SSL certificates.
el Loyl 5aS (UDID) Jseall Jleall iy yat ad ) a alaiind ade (e (indl)

It shall be verified that Unique Device ID (UDID) values are
not used as security controls.

ibadl e doaadd) Glaglaadl G530 Y Jganall called) Gudat o e (383l
(A il Glalaall 51 "SD" iy Jia) Slealdl e A4S jisl)

It shall be verified that the mobile application does not store
protected data on shared resources on a device (for example,
on SD card or shared folders).

sle "SQLite" @iy sl 8 43 Cusl Lpanal) Glaglaadl o o (33
el

It shall be verified that protected data is not stored on SQLite
database on the device.

el 8 5 ,aal) (8 diie ol s el GlalS s ) mliall o (e (3
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It shall be verified that secret keys or passwords are not hard
coded in the executable.
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It shall be verified that the mobile application prevents the

leakage of protected data via iOS autosnapshot feature.

e sagagall 258l slal) 3 Slea o aladi oSa Y Gkl O e @83
(Rooted) Aubua 5 dala Ll ey ciladiay aiciy Slea sl (Jailbroken)

It shall be verified that the application cannot be run on a
jailbroken or rooted device.

Aot dad 4l Aall plgii) c g o (e GaEal)

It shall be verified that the session timeout is of a reasonable
value.

.(I0S Entitlementss <AndroidManifest.xml)

Requested permissions, as well as the resources authorized
to be accessed (i.e., AndroidManifest.xml, iOS Entitlements),
shall be verified.

It shall be verified that crash logs do not contain protected
data.

ekl 8 S G~ g g ade (e (3R

It shall be verified that the application binary has been
obfuscated.

apk .bar ) Gahil Lsla (e Ll ) 8 28 LY Gl S o e @aall

(.ipa

It shall be verified that all test data has been removed from
the application container (.ipa .apk .bar).

Clile o aladll Jans e Faanall e sleal) Janaiis asiy Y Gl of (30 (i)
Ul
2

It shall be verified that the application does not log protected
data to the system log or filesystem.
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It shall be verified that the application does not enable
autocomplete for sensitive text input fields, such as
password, personal information or credit card fields.

Certificate ) laledll cuii dlee Gubay J senall Cailgdl Gk o e (3ia)
AN L kel & bl 4S a3 510 aidd (Pinning

It shall be verified that the mobile application implements
certificate pinning to prevent the proxying of application
traffic.

Aladlall de gana) @lilaely) cilile & LhlA Glblae) 2 e e 383
(:\ﬁ.‘dbd\ Ul 4 3¢ ) yall 41408 @‘)u) o ail)

It shall be verified that no misconfigurations are present in the
configuration files (Debugging flags set, world
readable/writable permissions).

@l o Ll sial axe g aladiuV) ad da HlAl) CalplY) cliSe duaad e el

It shall be verified that all third party libraries in use are up to
date, and contain no known vulnerabilities.

il Gl i S 555 1 iy 38 m e o) iy (2385 oo (a3
(HTTPS) Y
It shall be verified that web data, such as HTTPS traffic, is not

cached.

e sleall ae (Query String) Jbdio Caal) Alud aladiul ase (e el
(SSL) 4wl dilidl dads je "POST" alla aladial camy clld (1 Yoy Gpesdll
(CSRF) @l 5all e allall 5555 (e dglaall 24y 123 3a ) ae

It shall be verified that the query string is not used for
protected data. Instead, a POST request via SSL shall be
used with a CSRF token.

Dbl e L 335 08 dadatie dpaddl) cililual) 26 1 o e oSal o) ¢ gaal

JPAENKRRRYI

3.0 Y

50

14-14

15-14

16-14

17-14

18-14

19-14

20-14




il pa¥1 il ma 23 e

It shall be verified that, if applicable, any personal account
numbers are truncated prior to storing them on a device.

O sbiall laliie Jadadal Al plall ) ) pald (o iy (gadaill o o Gséasl)
.(ASLR)

It shall be verified that the application makes use of Address
Space Layout Randomization (ASLR).

Clly el ¥ (I0S) i) da sl Gash oo Al Gl o (e ial
It shall be verified that data logged via the keyboard (i0S)

does not contain credentials, financial information or other
protected data.

" mast clile iy Y Gelill ol e gl oy nY) cligls b
" S " MODE_WORLD_READABLE
" MODE_WORLD_WRITABLE

For Android applications, it shall be verified that the
application does not create files with permissions of
MODE_WORLD_ READABLE or
MODE_WORLD_WRITABLE.

Al B Ll 545 e ) Al 55 ik Ay oy el i sbeal (3 545 (o 3T

("IOS" zie

It shall be verified that protected data is stored in a

cryptographically secure manner (even when stored on i0OS
keychain).

Gabail) (8 el Aunigll  pranaill AadlSe L ket (e (38

It shall be verified that anti-debugging and reverse

engineering mechanisms are implemented in the application.

e e ol i 533 n 5 A ARl 35k Y Gkl o e 5ind)
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It shall be verified that the application does not export
sensitive activities, intents, content providers, etc. on
Android.
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It shall be verified that mutable structures have been used for
sensitive strings such as account numbers and are

overwritten when not used, (to mitigate damage from memory
analysis attacks).

@25 s Al il Y oAl e clilnd) (e JelS sl 38w oy ST
(2,0Y1) Lhlaall o jaa Ey Silia g (5 gine
It shall be verified that any exposed intents, content providers

and broadcast receivers perform full data validation on input
(Android).

(Adlal) ) clalac ) - OWASP:AG:2017) clilull ac) 6

Database  Security (OWASP:A6:2017 —  Security
Misconfiguration)

27-14
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.(SQL Injection) 4 sl

It shall be verified that parameterized queries are used to
prevent SQL Injection.

il ae ) @ 1) e ol dial g Baira alaie ) cilily aladiul (e (3ial)
It shall be verified that strong and secure credentials are used
for database access.

e Ran (6 s Sl elliay @bl ael @ ) Jea A Gadasl) o e GaEadl

A sl cladtall 5 <l sliey)

It shall be verified that the application accessing the database
uses the lowest possible level of privileges required.

3Rl 8 A5 cud JLai™ (Strings) &l séad) Ca g yad) Judl o (e i
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It shall be verified that connection strings are not hard coded

within the application, especially database authentication
credentials.
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It shall be verified that the connection to the database is
closed as soon as possible.

clal) o deadiiall e ol D e bl sacld Cails g A8 Cada (e (adl)
oaibaddl (e oY) aall cudig o SEEN 0 sl (s gine Gy Ly gl
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A e sadall Gailadldl o s g 45 A
It shall be verified that all unnecessary and unused database
functionalities, including default vendor content, have been
turned off or disabled. Only the minimum set of features and
options required for the application to function shall be
installed. For example, unnecessary stored procedures or
services and utility packages, shall be disabled.

LA (e Sy il Ay ma e ol A0l cillaa (g1 Jandi ol (e G333
Jlae ¥l clllaie acal 453 e clibudl ae) @ ) J e sl

It shall be verified that any default or unnecessary accounts
with access to databases that are not required to support
business requirements are disabled.

(adiue (Jie) 4 Dla 55 e JSI dilide Slaie ) Cilily addig (bl ) o pe (s8asl)

It shall be verified that the application connects to the
database with different credentials for every trust distinction
and accountability (for example, user, read-only user, guest,
administrators).

Aia (& Al 1Y A geaall Sllalls sy e Jsaal dinad Jun olal] (yo (3ial)
L dala

It shall be verified that remote logons and null sessions are
disabled if not needed.
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For applications that rely on a database, standard hardening
configuration templates shall be used, and all systems that
are part of critical business processes shall be tested.
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1-1
Security Principle of Least Privilege shall be applied to

provide users with least privileged access permissions to
external web applications.
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Access to web applications and technical equipment shall be
restricted to the required job roles (e.g., system
administrator, deployment engineer, developer, etc.) by
using the individual accounts for these roles only. In addition,
network Access-Control Lists (ACLs) which use the IPs of
users' workstations shall be used only.

Al e dpal YY) Glleall Cads ol Caldy)

Non-interactive or unused default and virtual accounts shall
be removed or disabled.

Jlexinly axdiual al 3l ¢ s pall AalS 5 aadiusall anl JA2) 5 )5 caila )
Jie dsell e anill AT DL Aladiuly pealiall 23aie dysell (e sl
A clladly A85a sl S, Al milidly Ayl paiadl

L8 e 5 ¢ il Claled

Besides a user/password combination, users shall be
required to implement multi-factor authentication using a
different authentication mechanism such as biometrics,
hardware keys, one-time passwords, smart cards,
certificates, etc.

4-1

losa 5ol Aulud Gy gl cilids ) Jsdall saiea 5 e AalS aladiiud
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Complex passwords shall be used for web applications, in

accordance with Hail University’s Identity and Access
Management Policy.

5-1
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Session timeout and session idle lockout on web

applications shall be configured for critical systems (e.g., 5
minutes).

(Web Application Architecture) «usll cilinlas duaia

il - i

3.0 Llasy!




sl ki dles Jlme 3 5a

Sy Lginhai s Lgapana g Gy sll bl ol (8 ) el a¥) cilalhaia yyas
Jlad s (gl

o Lellain) Sy dulin Al Hlalie sl cliphail ) sdiad) oLl Caay 38
Jila daxals Jueel e jigs 28 3l 40 jud) Cilaagl)

Baxie Aol lase alasiinly Aulial) Aalaid) Cull cliplatl dgadll gl 4
Alan s deaall 3 yseall Clarall 4y jlara ol ((JBY) el gise 3) ikl
ad g 5 sl iyl dddaie 4 oqugll adA #) ) daaaty dsdall A
5l A8 g gal) dalaiall & clibll 300 g8 adlgd 5zl dikie 8 qugl) Cilipdas

L<llud) 3ac 8 dslaia

Web applications for critical systems infrastructure following
at least 3-tier security architecture or micro-services
architecture protected by a dual layer of firewalls shall be
iImplemented. More specifically, webservers shall be placed
in the Internet DMZ, web application servers shall be
placed in the Production Zone, and database servers shall
be placed in the Trusted/Database zone.

Aol o ikl e dbual) Cosll cliplatl dhid) 5 galall Jadl Gk
Clipdas dilainl A e galall ol Gaias Sy JUall Juas And 5 Y
O sihaiall J el aiad ey a8 Lol Aaliae 5 Aliadia dgale 3y 8 gl
sl Zlaadl (50 40al Jals Aliadie ghlia 8 cu ol clisda 71,0 DA

Al dibie 5 e L

Logical or physical isolation of critical web applications from
other web applications or systems shall be implemented. For
example, physical isolation can be achieved by hosting web
applications in a completely different separate physical
environment, while logical isolation can be achieved by
implementing web applications in a separate zone inside the
network without allowing access from any other zone.

Al g shall Ay s LAY Al (e Lt YL Aall) ) lilat e
Cluland) 5 (ACL) J s il a8l 23 68 calalae | Jasa (51 yha (e 45080 Cilarsa
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Production web applications shall be logically isolated from
test and development environments using network
JPAENKRRRYI
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restrictions by configuring Access-Control Lists (ACLs) and
security policies on firewalls.

Mj:a.\AJ “_I:\jn eJ‘PMDHJ k_\.ajs‘ uu:\.\jaﬂ Z\S.uﬂ\ Re d}.\.d}” RYTTY
By ddlaia g gl lalat Lol A

Network access to web applications shall be restricted to
web servers zones, web applications server zones and
management server zone.

Om inill gl il 03158 o (WAF) sl i) Baal) las i
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A Web Application Firewall (WAF) shall be deployed in front
of all web application servers to verify and validate the traffic
going to the server. Since WAF devices detect or block web-
based and application-based attacks on external-facing
services and web applications, any unauthorized traffic shall
be blocked and logged. (Additionally, WAF shall be
configured to enable IP the intelligence feature and IP geo-
location features in order to block blacklisted IPs and specific
countries).

S Al Hhladl el e aall (WAF) sl cilighatl 4laall jlas alac)
Cusl) Gl Y 7 sl g ogpdal e 3ol cysll cliphi Chagiug
Slel Yy ubeall Ty Aubiall (ol linlas e (OWASP Top Ten)

s daals 3 AN il

Configure WAF to mitigate the Open Web Application
Security Project (OWASP Top Ten) web applications
security risks for critical web applications as per Hail
University’s relevant standards.

Jlaag (|PS) Cla) Ay &as LY daasiall Agleald) e\.i_i..'a clalae) Java
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XML «SQLs <Apaches «lISs «Oracle OHS Jis) sl il
(s
IPS and WAF shall be configured to enable signatures that

match the web application behavior and protocols (e.g.,
Oracle OHS, IIS, Apache, SQL, XML, etc.).

Sl (e dolaall dadail 5 5 lall Cilias pll e Alead) s Clalac) Jasa
Uiy sl clindaty ddasi ) colalal) Jas cllae 488 e 58aill 3 paiceal) dadiall
b Opainall 3 jlall Cilima ) (e Alaall lime 5 Ao T 5 22pa clile 6 o0
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Malware protection solution and APT systems shall be
configured to check all file transfer operations related to web
applications for malicious files as per Hail University’s
Malware Protection Policy and Standard.

o Tt Ll Tt il gl clindat Alam el LS ilac) s
(e Ba3mna 15l lasd) DA (e @lld 5 (k] (e 3a3ae Al Flasdl 73 50
6 siuall (paBaana (g laudat g cBaasa lic g Y oS g9y g cchlalal) Jov lilee
ol Al Al il kil aas aag Badae cuy Sl G yuaie 7

Ledlalae) Java

Web application security solutions and systems shall be
configured to follow a positive security model or whitelisting
model by allowing only specific file types for transfer, specific
protocols and ports, specific layer 7 web applications and
specific web application parameters, and denying all files
and applications that are not configured.

9-2
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Secure web applications and communication protocols,
such HTTPS, SFTP and TLS, shall be used.

Secure Configuration and ) ¢pasilly Glalac Y1 daal j

(Hardening
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Regular security testing (such as vulnerability assessments
and penetration testing) shall be performed in accordance

with Hail University’s Vulnerability Management and
Penetration Testing Policies.

il el el JLad) Jie cu sl ik Alea il 4550 LA ¢ )
(DAST) Ssalinall cilawdaill oyl il 5 (SAST)

Web application security assessments, including Static
Application Security Testing (SAST) and Dynamic
Application Security Testing (DAST), shall be performed
regularly.

e\.ialal_\ Al el Sy gl cldndad e cladlalyl y cilihaadl) A Cuall
Jla drda 4 sadiedl cladayly claaidl 5 dulud G \Web
applications shall be regularly patched and updated in
accordance with Hail University’s Patch Management Policy.
Unnecessary/unrequired services, functionalities and
configuration files shall be removed or disabled.
AN e
Access to unnecessary/unrequired network shared files and
directories shall be blocked.
L@.\.ua;.\j;q)w\ 'EJ.LAS\ E\JLAA

Application source code shall be secured and hardened.
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Secure web application images or templates shall be
created for all web applications based on the approved
configuration standards. Any web application server that
becomes compromised shall be reimaged using one of
these image templates.

7-3
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Images shall be stored in a secure environment on securely

configured servers, and shall be regularly validated using
integrity monitoring tools.

8-3
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Web applications shall be configured to synchronize time to
Hail University's approved time sources.

(Availability) e slaall i 55

deadll Caa Glead (e Lghleay dajlall ol Glipls Jil g e Llial)
() sl st s (DOS Attacks)

9-3

Caxell

055 38 Agail) Al Qa5 Aaadd) s Cllena (e Alaal) dadail 5 3 o3y ol 13)
laaadl 8 Lol Te Uil g 38 Lae cddal) Cana langd lan () ciliplas
sl Gl S e gy f

Adinall lalal

2 sllaall el !

Sl Ll o555 e Jan 53 Ay 531 gl Clldas A jlae e aladiud
sl

A web application architecture that eliminates the existence
of single points of failure shall be deploy and implemented.

1-4

Glilal) 48 )58 b Jie (Load Balancer) sl g si liss b o
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Load balancing mechanisms, such as those offered by an
application load balancer device, shall be deployed.

2-4
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Web application data replication mechanisms shall be
implemented on Disaster Recovery (DR) or secondary sites.

3-4

0o slaill adga 8 Aliad) LabaiD (o)) clida ) Al Addae 4 i 53
ol <)
An exact replica of critical web application production

environment shall be deployed on the Disaster Recovery
(DR) site.

4-4

35i Ganati o) g daa A Gk Lghaind Al Cul) cilipdaly ey Lo
(e dediall Cleaall s ) ligdai Ji) 55 G Jsiie (5 sie daadl (5 siuse A8
dxala 8 Baairall dpn Sl Cal YL sleiall 31 puall (YY) Al T8 g g IDa
JFor web applications hosted by third parties, the Service
Level Agreement (SLA) shall maintain an acceptable level of
web application and services availability in accordance with
Hail University’s Third Party Cybersecurity Policy.

5-4

gl @8 sl Tysny ol il oy ) e iy 38 ja g 53 3ale) lalac) lawa
Y A Jasd Jla 8 )5S el ) AdalaY)
Automated or manual web application traffic redirection to

the backup or Disaster Recovery (DR) site shall be
configured in case of production environment failure.

(Cryptography) sl

Leiadls (ya 2S5 ) il by 4y Glasa

6-4
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(Transport Layer Security) Jall 4k gel Jie i) i@ guls
wligs Llead (Virtual Private Networks) 4l syl dalall i<l
Y S iy Gaal aladinl Gils ) ¢(Authentication) dsell e aadl
sasll Sled G, (Cipher Suite) deseaall il i) )lsa s sl

Jila drala A 2ainal)
Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used as per
Hail University’s Cryptography Standard.

L oaiill Al Y o€ g5 5 aladiil e LS s oy sl cilipdal Cilalae ) Jasca
GaY) 8l JsS 55 05 (HTTPS) (e ncdiill (ail) Jis J 5 55 30 Jia ¢Sl

A e 5 (TLS) il &k ol e (FTP)
Web application protocols shall be configured to use

encryption wherever applicable (e.g., HTTPS, FTP over
TLS, etc.).

Gl il 8 Cpnendiiaal 3 gad 5 adl Al (VLD il s ¢

.(End-to-End Encryption)

End-to-end encryption for web applications client/server
communications shall be implemented.

Gl oy a8l J € 635 35 (SSHV2) GeY) Jaill Y € g5y aladiin) 2

(TLS) Jiill dida el Jin il i 3350 02 (RDP) 2 02

The use of secure encrypted management protocols such as
Secure Shell (SSH) v2 and Remote Desktop Protocol (RDP)
over TLS shall be restricted.

S (aladl/aladl) el cilalged e Al Bl pe il il sl
Jla drala 8 adinall Rl el 1o 5 dpa Sl 5 dalall (ol il

Certificate based asymmetric (private/public) cryptography
shall be used for all public external web applications as per
Hail University’s Cryptography Standard.
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Web application certificates shall be purchased from a
trusted CA compliance source and periodically renewed in
accordance with the related laws and regulations.

ol Glinhil Alaall Hlaa e 5uadall Gilaled 350l g puadill Cailda y cui
el 5 langll o ST (< 5 5l

Encryption functionalities and certificate management shall 7-5
be offloaded on the web application firewall to provide more
visibility into threats and attacks.
Cilaslauall T8 5 pal 5 235 (1S G sl lindai 83 milia (533
Jila daala (8 A8 3 el jaY)
8-5

Web applications cryptographic keys shall be stored in a
secure vault and physically secure locations as per Hail
University’s relevant policies and procedures.

(Event and Audit Logging) 8l Jaw s Glaa¥) Jaas

Ll ey Jila dmala 3 ol cligdatl alaaY) Ela Jis laa aagll
L gpra ) Jila dnala Gy ) cldail Elaa 1 M 481 g0 5 Jads ade g2
delae iy 35 da ey Gl 0¥ Glangdy Sl e il ) e
lilally gali 8 ) ) Yl
3 glhadll Gile) Y
(ol YL Aalaiall Ml 5 3l M) alan¥l O s paes Jonds
Al Ll oS 5 G ) il avend
All levels of logging as well as audit trail and security logs 1-6
shall be enabled on all web application and technical
components.
(SIEM) (538 3o st allas (3 (3l e Y Aalall Saay) 3l wan
b Onainall S ) GaY1 A8 a5 Y Ella Bl e s Al
BEENFEPIEN 2-6

Server logging and audit trail shall be configured to be
forwarded to a centralized logging system as per Hail
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|

University’s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.
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Full backups for web applications shall be performed,
serialized, time-dated and indexed in accordance with Hail
University’s Backup and Recovery Management Policy. The
backups must include at minimum web applications'
configuration backups, and the stored data and information
of web applications.

1-7
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Hail University’s web applications backups shall be
encrypted.

2-7

Jila dsals dalall dubial) adaBl sl clipdai e dpkalial¥) fudll oy a8
andl Lagmny e Tl g aas (e (padige (8 JBY) e
Backups of Hail University’s web applications for critical

systems shall be stored in at least two geographically distinct
protected off-sites.

Gl Ty o el D6 U< Abliay) daul) gla jiul dulSa) sl
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Backup recovery test shall be conducted every quarter or in
accordance with Hail University’s relevant policies and
procedures.

ool landat Uil Fwd Glaal alia) sl dadl y (38 98 i aladil
Anpnaas 48l Lgtiss

Backup verification and integrity mechanisms shall be 5-7
employed to ensure that web application data is correctly
backed up and archived.
GRS adsa (B Jila dxalas ALlAll Cul) lipladl Adalda) sl aad )
Jla dmals 3 Al cld il Yy lulpul T 5 5 Llaia s Liole J 5 jna
6-7

Hail University’s web applications backups shall be archived
in an offsite storage for a retention period as per Halil
University’s relevant policies and procedures.

Modernized and Cloud Native) iyl duland) s daall sl iyl

(Web Applications

Olasal o) daus sy Adliaionall oy sl Clipdat] 31yl (5aY) cilallaie 2y0a3 el
el Ayl Lebaudtiy iy adlae) |
e s (s sl il il Al L gall dedd aladia) o0 o8 e
L) Sy Al Agial <l 35 ) sl ) (Al ) ) il e g il ALl
s axals Jlaed 3o e Hifldll o 2l i Clasa o4l
3 glhadll cle) 2y
"DevSecOps" ¥ Gy pall s shill Lingia sk
A DevSecOps methodology and process shall be developed 1-8
and adopted.
il ¢ Ll adpbaiy (1Y) (CI/CD) _patasall copil/ yaioaal) JalSall i oha
_‘L\LA.HJLMM
A secure Continuous Integration/Continuous Deployment 2-8
(CI/CD) pipeline shall be developed and implemented
following best practices.
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A container security platform shall be deployed from a trusted
vendor to manage container security and ensure that the
container system is safe.

Lo cladlayly clipandll aja auals

Security patches shall be regularly deployed.
zeiliall 5 Aliall e sheall 5 513) Jad (e clld 5 Aol il shaall 512} Jsla b i
Ay gladl 8 Alaall Cile sheall 0 333 ada 5 calalgull
Critical information management mechanisms shall be
implemented to manage Confidential information, keys and
certifications, and prevent storing confidential information in

containers.

Badine 5l 485 gn jolian (e il slal) fu aladil

Container images from trusted or approved sources shall be
used.

Ll gl Aalald) daanl) Al J e
Containers' infrastructure shall be isolated.

Y A 8 L ey g J8 il lal) (andl AL <l a3l CadS alasiial
Automated vulnerability detection shall be used to scan
containers before and after their deployment into the
production environment.
el s W 5l &g cu ol culindat Aadle (pe BN 2 jal) <l gal g Ol i g3

) iy

Monitoring tools shall be deployed to regularly monitor
applications' health, availability and efficiency.
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Access lists shall be configured to control access to network 1-1
communication devices and ensure that these devices are
accessible to authorized users only.
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An access list shall be configured to protect all network
segments from Layer-3 IP address spoofing.
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Centralized user-level authentication shall be deployed to
authenticate all interactive users making changes to all
network devices. Additionally, authentication systems shall be
as few as possible.

Gula 3 gl aladin) yie LSLOW ASEN @l Sa 3500 (A e Jgeas ity O
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Restrict wireless network administrators’ access to use
dedicated Privileged Access Workstations (PAWS) or jump
servers placed in an out-of-band management network,
segmented from Hail university’s network and isolated from
the internet, and not wirelessly.

8 eal A8 5 oY 5 adall cilulall aladiul 5 pealiall 23atie 4 gl (e (382 (Gaadas
LSl

Multi-Factor Authentication shall be implemented and

encrypted sessions shall be used to manage all network
devices.

hasd s ol pdie e pas o 400 Gladaty 32284l Dol ALK aladiin) 2
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Al
The use of hard-coded passwords shall be limited to relevant
administrators only as necessary for non-interactive purposes,

as well as to recover network devices that have become
disconnected from the network.

el VT Cang s Jsaall Jaas die Aganid dpad Al ) (sl yad 4S8 5 jeal Slac)
Al Ll ailadll duaill Alu ) oda

Network devices shall be configured to display an awareness
banner at login. This banner text shall not provide the
underlying characteristics of the network.
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by sisal)
A logically and/or physically segmented network shall be
designed and implemented, taking into consideration business

needs and enterprise architecture, and based on the principles
of defense-in-depth and multi-tier architecture.

2Ly dabiaall 2Kl ¢ 3V e S uall GaY) dail sia e a8l (5 siasall (Gaaka
A8 i gall il gian s 2081 3 Aallaad) ol A5jA) e sheall Caiaty dad e

Ayl lalaal s el e il
Appropriate level of security controls shall be applied to
different network segments based on the value and
classification of information stored or processed in the
network, levels of trust, business impact and associated risks.
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Multi-tier architecture protected by dual layer of firewalls shall
be implemented. Specifically, the network shall be segmented
into three or more layers (boundary/perimeter, core and
trusted) and the network segments shall be divided into zones
(demilitarized zone “DMZ”, management zone, production
zone, database zone, development/testing zone, etc.) as per
Hail university’s enterprise architecture and security
architecture.

et Jsasl Caaa g el a1 Calise o bl 5 e dabatl CISGAN dlac) 5 aranal
Networks shall be designed and configured to filter traffic

between different segments and block any unauthorized
access.

Uiaiie 4805 o) jal 8 dgane @il slae et ) UL ¢ i 5l aal &) g
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Servers or data stores with sensitive information shall be
placed in dedicated separate network segments.

O e 7 ae e YL sl aid (Routers) e sall s ddlaal) ) jas sl
Al o dulin Cilaglee 0 380 a5 s ClisSa gl A8 5isall e il

Jas
Firewalls and routers shall be configured to prevent any
unauthorized connections between untrusted networks and
any system components storing highly confidential or
confidential information.

Aol ddate JS 3 ganl) g il gisall gadai g s

Levels and boundaries shall be defined and implemented for
each security zone.

2l i DS Gl 3 Lay Al 5 laY) Cilgal ) Sl e da ol Adlaie gl g a0a
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An out-of-band management network zone or segment,
including all administration servers, machines with
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administrative access, Secure Shell (SSH) servers, jump
servers and Privileged Access Workstations (PAWS), shall be
defined and implemented.

ualall ISl 5 A jaad) SN Aalall A e AL cilSuil Josd

Wireless networks shall be segregated from the internal
network, isolated networks and private networks.

o Aeadinall A5 gall Sy LaAY) s ZLEY) Gl ISl 5 a0l Al daas

RSN RU
Servers, networks and production, test, and trusted
environments used for developing, testing, scanning and

storing data and any other related activities, shall be clearly
identified and segregated from other networks.

AV il e Lihie dubiad) sl o) jal Jad

Segments of critical systems shall be logically isolated from
other environments.

ASLOU Al Juai¥! (e Alial) Aok aie

Critical systems shall be prevented from connecting to the
wireless network.

Ciledd 35 Aalail) oda S Jla & i iYL Juai¥) e dusluall dadail) ai
Critical systems that offer internal services which do not

require remote or Internet access shall be prevented from
connecting to the Internet

Alaall aal Ak Ady el culaldl g clulaadl g acl gl g chlalac ) Axal e
B e el A U5 e Al GISA aexi ) (Routers) Sleas sall s
Security configurations, rules, policies and profiles for firewalls

and routers that support critical networks shall be reviewed at
least every six months.
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An up-to-date inventory of all of Hail university’s network
boundaries shall be maintained.

sl e Ll Jsa sl (S Lo 7 pae e Gl

Regular scans from outside each trusted network boundary
shall be performed to detect any unauthorized connections
that can be accessed across the boundary.

pan s deddinall e o Al co Y GV S o Gaslie ae VLA s
(e 2 S 2ie Ay g pedall g 48 65 gall s Y1 Y S 505 0 ) sie DYy Jgasll

s dmals A0S dgas
Communications with known malicious or unused Internet IP
addresses shall be denied, and access shall be limited to

trusted and necessary IP address ranges at each of Hail
university’s network boundaries.

Gk aoa S is sl (TCP) Jall aSaill oS i 5 0 lia ye YL Hlas
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NECEN
Communication over unauthorized TCP or UDP ports or
application traffic shall be denied to ensure that only
authorized protocols are allowed to cross the network
boundary in or out of the network at each of Hail university’s
network boundaries.
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Monitoring systems shall be configured to record network
packets passing through the boundary at each of Hail
university’s network boundaries.

2 e Gl o IS A e (IDS) dlal) i€ dadail clulua Culs
(il el AS0E 350 (e aa JS i Aadai¥) a2gd el Sl (of (iS5 dpalic)

Network-based Intrusion Detection Systems (IDS) sensors
shall be deployed to detect any unusual attack mechanisms
and detect any compromise of these systems at each of Halil
university’s network boundaries.

A ja ol ikl Al e il i) wie s CLESY Aesiall Aleall dalail s
il daals 400 2 93a (e aa IS 2ie 40D e s clily

Network-based Intrusion Prevention Systems (IPS) shall be
deployed to block malicious network traffic at each of Hail
university’s network boundaries.

S skt Al e (APT) 5_atuall daaiiall ilanagil) e/ adS CLaE

3K 9o e 2 S die T B g el jie Claagdl 5 A<D e laagl) caaa
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Network-based Advanced Persistent Threat (APT)
detection/prevention systems shall be deployed to detect or

block malicious network attacks and zero-day attacks at each
of Hail university’s network boundaries.

AlE 8 da e e Gk ol aaad il e GEsdl dles s Cud
G cliphail) (i) daeY) Loy guall JEiai Y sl dd g pea ye ol da gansal) il
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RUEENR P PIEN AR
Application inspection firewall shall be deployed to block
applications that are not whitelisted, unknown or non-
compliant with security controls (for example, applications
communicating over UDP/53 while not being compliant with
DNS protocol) at each of Hail university’s network boundaries.
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Web Application Firewall (WAF) shall be placed to analyzes,
filters, monitors, and blocks Internet traffic to and from a web
application.

b Gal g5l Gany e Lle (38 gall 5 A gaiall a3l Y S 535 50 ilalae ) Jasa
(WAF) sl st Alaall 0 jaa 8 56al o Slea gl e Jeall (TLS) il
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el
Acceptable and approved encryption protocols such as some
types of Transport Layer Security (TLS) shall be configured to
terminate on any WAF device to inspect decrypted traffic. If
the device does not support TLS offloading, WAF shall sit
behind a decryption device to inspect decrypted traffic.
Otherwise, a host-based web application firewall shall be
deployed.

el diaad s (NetFlow) A%ill je clilal) A8 a Gl glan aen (K4S

AKEN 5 gaa 3 eal AAS
The collection of NetFlow and logging data shall be enabled
on all network boundary devices.

ala oy ai cui i) )l e A8l e il AS e JISE S o Gl
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All network traffic to/from the Internet shall pass through an

authenticated application layer proxy that is configured to filter
unauthorized connections.
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Only specific and whitelisted URL categories shall be allowed
to users. Access to hacking, malware, proxy, anonymizers,

phishing, suspicious, unknown and uncategorized URLSs shall
be disabled.
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All encrypted Internet browsing traffic at the boundary proxy
shall be decrypted prior to analyzing the content. However,
Hail university may use whitelists of allowed sites that can be
accessed through the proxy without decrypting the traffic.

ey ALl Jils daals 305 ) 2 e J A it s Jpeadll Gilalae) dasa
peabind) 23xie 4 56l (e (Rl alasin) g (a5 aladin) a8 il

All remote login access to Hail university’s network shall be
configured to encrypt data in transit. Additionally, Multi-Factor
Authentication shall be used.

st sl dpual 58Y1 Aol Sl Je i padiy 2y 0o s e Sl
A8 Llea 5 aal (SSL-VPN) Aecal Y Aalall cluill-aiey) Ml ddik
s dads 33 ) s sl JIKE

A remote access device that uses technologies such as Virtual
Private Network (VPN), or SSL-VPN solutions shall be
deployed to terminate and protect all remote access to Halil
university’s network.

i Jils dads A3 ) o e Jsaall assi G aolaa) 8 ead maes e
oy Jila Aaala 2 3aainall (JaY) Cilalin aies b lanal 48] ) el g s
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All enterprise devices remotely logging into Hail university’s
network shall be scanned prior to accessing the network to
ensure that all of Hail university’s security policies have been
enforced in the same manner used on local network devices.

Glaadll Judaxd Cilasa g (DoS) Adll cas Glaaa e/ RlS GLas
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Denial of Service (DoS) and Distributed DoS (DDoS)
detection/prevention technologies shall be deployed (on prim
or by a third party) to detect or block DoS attacks at each of
Hail university’s network boundaries.
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Domain Name System (DNS) security technologies shall be
deployed to detect or block DNS attacks at each of Hail
university’s network boundaries.

Chncaiiall an) paaty Sl Gl clawd alai o ol i) Jead (S
A8 5 yrall Apall calaUaall

Domain Name System (DNS) query logging shall be enabled
to detect hostname lookups for known malicious domains.

o G a ) e cleaell Caa o IS g SSIYI 3 ) (gl Al g i
i dadls ASuE g

Email security gateway shall be deployed to detect or block
email-based attacks at each of Hail university’s network
boundaries.
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(Blacklists) ic giaadl Glanbdll e 322a4l) (-.S\jﬂ\j Al Gl slagll
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All subscription services, URL categories, threat feeds,
blacklists, and signatures shall be up-to-date and updated
regularly.
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Active ports, services and protocols shall be associated with
the hardware assets in the asset inventory.
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Only network ports, protocols, and services listening on a
system with validated business needs shall be running on
each system.

LS| die 4l el S el (S8 MUl A1 e Cililany oLl

Automated port scans shall be performed on a regular basis
against all systems, and alerts shall be raised upon the
detection of unauthorized ports on a system.

el BaclE kel ae alas JSI 2Lial) Dbt <l gol ol Capaiinal) dlan jlan gauka

Host-based firewalls or port filtering tools shall be applied on
end systems, with a default-deny rule that drops all traffic
except those services and ports that are explicitly allowed.

e a1y Ghlial o ley A8 g5sall e 5 48 6 sall Jliall 5 (VLAN) 4l yiéY)
Aalaal Cleagl) s g Adaall il Alead 20 Al

A datacenter firewall shall be deployed to inspect and monitor
inter-VLAN, trust-to-untrust, zone-to-zone, segment-to-
segment, and east-west communications to protect the
internal network and block internal attacks.

zsa)) a¥) e zise gliY 2ol gl zisaiy Aleadl jlaa Clubi dlac)
Lalal bl A4S a1l A8S Caa DA (e (lindaill (e 30350 Ay o lasdl
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Firewall policies and rules model shall be configured to follow
positive security model (whitelisting model) by blocking all
traffic by default and only allowing specific traffic to identified
services. This can be achieved by configuring the last rule in
an access control list to deny all traffic. In addition, this can be
performed explicitly or implicitly, depending on the platform.
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Datacenter firewall shall be configured with application
identification (Layer4-Layer7), and application whitelisting and
blacklisting.

2Ly o) am gl adiisall e Caail) 4l dleal) Slan 28 clilae) Jasa
(UID) paaidl 4y sa e

Firewall rules shall be configured with user identification to
build policies based on User Identity (UID).

Aol il e jlall 138 odled 5 ) S04 10-3 (I 6-3 Lol guall (G

Controls 3-6 to 3-10 from this standard shall be implemented
on the internal network.

i Y US55 e @l Jlaa¥) e Jead Jils daals 305 cailS Jla
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In case <entity name> network is IPv4 based, Layer 2 security
controls shall be deployed to protect the internal network

e aY) o duliall 33 o) Y A Jaefiald Al il dulaa GlKeE alac)
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Private/Isolated VLANS shall be configured for critical network

segments or isolated segments.
Al al Lo &l 8 sl o ) dliaadl dadail) o) 3ol 5 lS0all J sea s dlSa) aie
AUall e aa gl e 38 5 4 sllaall diaY) dayl gl (Gaadai e Leasa

Networks or segments of critical systems shall not be allowed
to access any system in the environment unless they are
scanned, and if required security controls are applied and
security posture of the system is verified.

4a8al) 45 il ji Lalall Al ydY) dalsal) Gl Jladu) & ek Ao 2l
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Communications network shall be isolated by placing it in
appropriate separate VLANs based on function and leveraging
private VLANS or micro segmentation.

|

(Wireless Access) Sl J sa gl

Lebaa 5 ASLLON GlSLE aladin) Java
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Alalal Al ASLOU Sl Juai) jlalie syl Jalds hlie ayii ol yal
A comprehensive risk assessment exercise shall be
conducted to evaluate the risks of connecting wireless
networks to the internal network.
L) AL Alaiall 5 Ly 7 emall LSLO J g sl Jalihy 3y el JaliiaY)

An inventory of authorized wireless access points connected
to the wired network shall be maintained.

035 50 4l 5 AL AL Juale 4 = eme

Network vulnerability scanning tools shall be configured to
detect and alert on unauthorized wireless access points
connected to the wired network.

C e s ShY Jseas ol a5 (WIDS) SLadl Jlal) CaiS s lasiia
g Ail)y AL AL Juae 4

Wireless Intrusion Detection System (WIDS) shall be used to
detect/prevent and alert on unauthorized wireless access
points connected to the wired network.

A5 Glee dapl i@ Y 5 gl o (SO J sea gl Qi ola])

Wireless access on devices that do not have a business
purpose for wireless access shall be disabled.
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Wireless access on client machines that do not have a
business need for wireless access shall be configured to allow
access to authorized wireless networks only, and to restrict
access to other wireless networks.

3_le 3 3¢ (i) AS it (Aanadiall) LSLOU) ASLEl @) )28 Jpndi o))
Cpbeaiall gal AL culgasl) e

Peer-to-peer (ad hoc) wireless network capabilities shall be
disabled on wireless clients.

alasiinly LU Al Juaidl AL 3 3eall s LKL J gua sl Ll slac)
(WPA3) sl (WPA2) Jis il &Y S5 g 5

Wireless access points and wireless devices shall be
configured to connect to the wireless network using secure
protocol such as WPA2 or WPAS.

S Zastaal) J oS 53550 Jia il ¥ € 5 gyl LSLLO il aladiul (laca
3aia 4y 5el) e (3R aladinl iy A (EAP/TLS) Jall 4k (pel-alxiadl

Jaliie (S yualiall
Wireless networks shall use authentication protocols such as

Extensible Authentication Protocol-Transport Layer Security
(EAP/TLS) that requires mutual Multi-Factor Authentication.

L Jia) 336y Ao 3asasall Akl 356 SO Jsa )l Jindi clal)
Jeall dapla o2isi &l W ("NFC" adl w8 Juai¥) s "Bluetooth” &sish
REIR

Wireless access of peripheral devices (such as Bluetooth and
NFC) shall be disabled unless such access is required for a
business purpose.

o328 e Jalailly ABgisall ye o Apaddll 3 jeadl dliaiie 4SLLY CISWE Aoy
IS8 Wiy Ll ja o divg Laa dgige e 1 jalas b jliel s day Syl
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A separate wireless network shall be created for personal or
untrusted devices. Enterprise access from this network shall
be treated as untrusted and shall be filtered and audited
accordingly.

|

O sl ra Leland Ly yus (e S0 5 08N iy 38 a3y e Balin) Jlaria

s ) ASEl cilily 5eis lecal daabiadl duieY) L&l dga g pde (g B
L) 43 g el e g ) i Al g il (s Gl iy

kb el e (RDP) 2 e i€l gl aSaill J S5 305 (SSHV2) oY)
(TLS) Jal

The use of secure encrypted management protocols, such as
Secure Shell (SSH) v2 and Remote Desktop Protocol (RDP)
over TLS, shall be restricted.

Juxe ) g sl oaJi L("SUite B de sane kil Jia) daseral il
s il b aciadl il

Sensitive and confidential network traffic shall be encrypted by
using next generation encryption cipher suites (such as Suite

B cryptography). Refer to Hail university’s Cryptography
Standard.

Gal sl (IPSec) i) JsS 555 0 0al e 2 e Jsmasll Dby 48 a il
) Jie) A s el il Cilse ) & e (MU doad) alasiinly (TLS) Jaill 4ada

s daala (8 adinall il jlee A g sa )l (a0 L ("Suite B” A seaa
Remote access traffic over IPSec or TLS shall be encrypted
with next generation encryption cipher suites (such as Suite B
cryptography). Refer to Hail university’s Cryptography
Standard.
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Application protocols shall be configured to use encryption

wherever applicable (HTTPS, FTP over SSL, LDAP over SSL,
etc.)

(Physical Security) sstall oY)

o o aetl o Cnll ( AE8 VLY g slaal) 302l 5 gl apen Aes (o
oA Al Cilasa
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o sl Ll I 5 e Jila Taalay dalal) 4l 5 Al slaal) Jpeal¥l ) ) Dbl

Jla Aaalad 0y ¥ Lol aliaes gl 4 Gl ol Sleadl Cali Ja 3 i) Lgllac | Alaiaal)
A8l Gal 23g8 8 A llaal) (5 shue @i ey o e Alu jal) e sleally (355 5]
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Loyl gua ke ae il didaie 8 AS0a) VLAY 4 gllaall A0 3 jead 488w g
Lo galall J aa sl
All  network devices that are required for network 1-7
communications shall be placed in a secured area with
physical access controls implemented.
) alahy Apass Adlaia A A )l ASEN Glaxa g
) 2-7
Core network equipment shall be placed in an alarmed area.
AdUall o 55 a5l (UPS) Aakaiia e 48U Al gay At 5l A0 lana Loy
Core network equipment shall be attached to a UPS or a 3-7
generator system.
rdie Ll el 8 Lay Sl 5 a8 dpalall g laall il e
: : 47
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BeaY) JSLa il Al glae 3 ga g IAY) i @
B35 sl bl by 8 6 Jla A i) el (K
Physical defensive mechanisms shall be configured in
network devices, including:

e BIOS protection
e Chassis intrusion alarm

These mechanisms shall be enabled if available for the
technologies in place.

(Logging and Monitoring) 4l 5 Sl

LY Jal oo 4%0all (pals ddlaiall daloall EulaaY) 481 ) 545 5 4 e laca
A el BV i ol adal Agdlady La ylalie 315 Al jandl Cilaagdl il
i daals Jlael e

LS laay alaiie JS5y 408N 5 jeal A8S 48 50 iy A0 ASlu el
A ye e 3,0l 50 Jils dasla (B Souad) 0aY) G8 i (e Leall Jgeasl
G Cleagl) 4 Gaail) (e Jils dedla oS8 ) A 3 laaY) Qi

langl) i ) K555 ) (525 Lew AS03N (el el (m athy

Bl alas A il alaa¥) Elaw Q] 4031 5 (1Y) 3 3¢l 28K dlac)
A1y 58 )3) lanal T g 4l 5 Jag 11 5 Jalaill () j2 Y (g 38 sl ol 5 ilanY)
s Gl 8 adiaadl sl Jas

All network and security devices shall be configured to log
events and audit logs to the central event and log
management system for analysis, correlation and alerting as
per Hail university’s Event Log Management and Monitoring
Standard.

Claa¥) Jaws 481 3a 5 50 Hlme Cilalliia ae 3 3¢ Y] Olas S Slui) laa
s daals 3 adiadl)

All device logs shall be consistent with the requirements of Hail
university’s Event Log Management and Monitoring Standard.
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WS (URL) ol sindl oy s colilla 4S Qo) 303l el 5 36l paan 2lac)
Clagill Eulaald s 4 ganall cilidall

All network security devices shall be configured to log all URL
requests, denied sessions and threat events.

Aaalill e g daalill Jgaall ¥ slaa dalaidl Eulaaly) Jla Y A<E) 3 jeal alac)
Jalall Gl e (538 pall il 5 Calaal) 5l ki ) 5 lay) Cilgal s )
Al g Jay )l

Network devices shall be configured to send events related to
failed and successful login to administration interfaces to the
central event and log management system for analysis,
correlation and alerting.

L) gl wSal At Jomd e el Ry 8 0] RS (543

All logs shall be stored in a secured environment with access
control enabled.

Secure Configuration and ) Adblia¥) il 5 sl g cilalac )

(Backup

4-8

5-8

(a8 jauins Jils Gl 4805 e 5 € Hhalis e g sl &l i gl of glasa
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8l gl 285 U8 llac Y (e Adaliia) s Jae Gaag A3 4Dl (laual
Lemtill ol yailly Jas pua s oy LS 63 8 i ) Jilas daalas 4800 (a8
Lot A gl Clgadl daai

A 5 eal AT (MBSS) 4l 43l el (e (Y aall delua
Minimum baseline security standards shall be developed for
all network devices.

3 3¢ Al aluiie JS& (MBSS) Ao 4l alaall (e (Y aall daal e
Y e esl 6 JS sl g5

Minimum baseline security standards shall be regularly
reviewed for all devices at least every six months.
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All devices shall be compliant with the minimum baseline
security standards, and any deviations discovered shall be
reported.

e 3oaS Shlae e (g sk <yt (oY aadl) e L)) dlee plily o
Seal e llul) AS a8k peand L1 el S b Lay el daals 4S5
G W e 5 o(NAT) 48l ) sie das iy laad) Ol jas Gl il 5 4030

A sl Gl 8 Ly Aeall 028 3553

s ldll e All e
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A change control process shall be implemented and followed
for any changes bearing a significant risk to Hail university’s
network, including rules that allow traffic to flow through
network devices, firewall security policies, Network Address
Translation (NAT), etc. The process shall be documented and
shall include the following:

The rule’s purpose

The affected service(s) or application(s)
The affected users and devices

The date when the rule was added

The rule’s expiration date, if applicable

The name of the person who added the rule
The problem statement

Supporting data

Management’s approval of changes
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Gkl JB yuadl) (a3 ) pealiall ASLEN Cilame 48T ilalae Y e Apdaliial Fsd Jae
A pa )l eyl
A backup of the configuration of all network equipment

affected by a change shall be performed prior to the change
implementation.

Alanad a5 (31581 L) 5 AieY) ol i) st Jia) Ay ) 50 Agial <l jlgal ¢ ya)
il Arals 8 Aadiall 41 ol 2l 5 5l

Regular security testing, such as vulnerability assessments
and penetration testing, shall be performed as per Hail
university’s Vulnerability Management Policy.

31 Al Ty aliine (S0 GISAN 5 eal o cladlayly clinall ¢ sl
Gl A mal Ll e st Claal Jila deala G cladlaYl s sl

Y g cliaadll gulai o8 jeay)
Network devices shall be regularly patched and updated as

per Hail university’s Patch Management Policy to ensure all
devices firmware is up-to-date and all patches are applied.

idie 45030 8 eal e A el A5 peall e leddll Juads o)/ )
e ol (Telnet) < Ji IS 555 5l (FTP) oY) Jaill JsS 585 5

Unnecessary/unrequired services on network devices, such
as FTP, Telnet, etc., shall be removed/disabled.

(Y e Adla) At ) aal s DG ae L5 (el i AS0EN 5 ga 481S Japa 5 dlac)

All network devices shall be configured to synchronize clock
with at least three centralized time sources.

Hardware and Software Integrity) <l y e ) 4adls (e sl

(Validation

Lo ) iy ol Al g Ao 33 polian e U ASA Claa s el gaea O Qlasa
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All physical network devices shall be scanned for signs of
tampering upon installation.

Software, updates, patches, and upgrades to network
components shall be obtained from validated sources.

JJ}A\ bl 3acld & :\EJA.J\ (e ‘_Bs;.d\ TGt vy ') I C'.!\,_IA.A‘).\S\ dJ).u oLl
When downloading software from the Internet, hash

verification shall be compared against the vendor’s database
to detect unauthorized modification to firmware or software.
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Malware protection solutions shall have the following
capabilities:

e Malware Prevention
e Malware Detection
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Malware protection solutions shall have the capabilities to
protect against different varieties of malware including but not
limited to:

e Viruses

e Worms

e Trojan Horses

e Spyware

e Zero-day malware
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Malware protection solutions shall be configured to protect the
endpoints of Hail University’s information and technology

assets, including:

e Firewalls

e Email servers

e Web servers

e Proxy servers

e Remote-access servers
o Workstations
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e Mobile devices
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Malware protection solutions shall have a central console.
This will ensure a consistent implementation of Malware

Protection Policy across all endpoints, and continuous
monitoring of malware threat.
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Malware protection solution shall be comprised of one or
multiple tools that provide the functions of:

e Antivirus Software

e Intrusion Prevention System
e Firewall

e Content Filtering/Scanning
e Application Whitelisting

The functions of malware protection solutions shall be
determined based on the outcomes of the risk assessment
process.
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Malware detection and prevention events shall be sent to the
central malware protection solution and to the central event
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and log management solution for analysis, correlation and
decision-making.
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Malware defensive mechanisms shall be also implemented to
reduce the impact of malware threats if they occur. Those
mechanisms include:

e BIOS protection.

e Application sandboxing.

e Browser segregation for corporate and non-corporate
applications.

e Segregation through virtualization.

e Restriction of the automatic activation of a downloaded
file, shareware or freeware.

e Restriction of end user’s privileges on the device they
use (without administrative rights).

e Restriction of the automatic activation or use of macro
files.

¢ Denial of booting systems from diskettes or CDs except
in case of an emergency and when using verified
media.
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e Configuration of all software to warn the user in case
documents with macros are opened.
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Ll

Uninstallation of a malware protection solution’s agent shall
be password protected and remotely managed to ensure that
end users are unable to uninstall the agent, change its
settings, or deactivate it.

Malware Protection ) bl s ) (e dlaadl Sl 5 culyids clalae )

(Solution Configuration
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The malware protection solution’s agent shall be configured
to perform a real time scan on all files when they are
accessed, copied or transferred. This will ensure the detection
of all malware before activation.
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The malware protection solution’s agent shall be configured
to perform full system scan at least once a week. The time of

scanning can be either when the system boots up or during
non-peak usage hours.
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Anti-malware scanning shall be enabled for removable media
when they are inserted or connected.
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Devices shall be configured to not auto-run content.
Clalainy) (e i (DNS) @lilaill eland aUai ciladlainl Qs dnald Junds
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DNS query logging shall be enabled to detect queries for
known malicious DNS domains.
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Operating system anti-exploitation features shall be enabled
to detect and/or prevent suspicious and malicious activities.
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The malware protection solution shall be configured to firstly
detect then respond to the malware as follows: disinfect,
delete, quarantine or encrypt malware upon detection.
Encryption of the malware shall be reversible in the case of
false positive detection.
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The malware protection solution’s agent shall be configured
to quarantine virus-infected files if they cannot be cleaned.
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The malware protection solution’s agent shall be configured
to notify the user if it is unable to clean or quarantine the
malicious code detected on the machine.
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Malware protection solutions shall be installed on emalil
servers including SMTP gateway. Malware protection
solutions shall be configured to scan email content and
attachments in all emails. If malware is found in an incoming
SMTP mail, then the following actions shall be taken:

¢ Infected attachments shall be cleaned.
¢ Infected attachments shall be quarantined if cleaning
them was not possible.
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Operating system and applications on the malware protection
solution’s central console shall be configured as per the
relevant vendor's secure configuration guidelines.
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Access to websites and other resources on the Internet known
to host malicious content shall be prevented using a web
content filtering mechanism.
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sl alasivl e

<Entity name> shall carry out performance monitoring for the
following parameters:

e CPU Utilization

e Memory Utilization

e Network Performance
e Disk Utilization
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Malware protection solutions’ administrators shall submit
periodic reports on a monthly basis on the status of malware
protection to Hail University’s Cybersecurity Department. The
report shall include the following at a minimum:

Number of PCs, servers, laptops and systems not updated
with the latest signature patterns.

Top 10 detected malware.

Number of viruses/worms/malicious programs detected.
Number of viruses/worms/malicious programs
cleaned/quarantined/deleted.

Action taken to resolve the malware infection.

Source of infection.
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(Solution Updates
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Malware protection solutions shall be automatically updated
on a regular basis as per Patch Management Policy.
e Alaall allly clush Aalall claldly claglaall A (e Gaadll ang
L5 8 bl il il
Malware protection solutions shall be periodically verified for
integrity.
5l Lol 5 jlall Cilima (e Aleal) Ol 5 il a5 ULy Bac 8 Ciyaad
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Malware protection solutions' signature database shall be
automatically or manually updated on a regular basis.
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Malware protection solutions shall be configured to acquire
the signature pattern from the trusted vendor’s website.
i) sl liaas AT a5 6l 5 jlcall Cliaa jall (e Alaad) LT 5 i alae ) cang
Al s Cpendiial 5 eal e
Malware protection solutions shall be configured to “push” the
latest signature updates to all workstations and servers.
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Systems which are not on Hail University’s mobile device
network shall be configured with alternative update options
whereby the signatures can be directly updated from the
vendor’s website.
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Malware protection solutions shall support signature update

rollback in case the current latest updates make the antivirus
software inconsistent and incapable of operating as expected.

Tracking New Threats and ) sxaall <l jaill 5 ciluagl) aus

(Vulnerabilities
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Hail University shall keep track of new threats arising from
malicious code and shall maintain a list of the possible
infection scenarios (e.g., how and in what way the virus can
affect Hail University’s information and technology assets).
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Scenarios shall be clearly identified, and the malware
protection solution shall fight and remove malware on all
levels.
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When a new vulnerability is published, Hail University shall
identify the steps that need to be taken to ensure that the
associated risks are mitigated.
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A plan that meets Hail University’s unique business 1-1
requirements, which relates to University of Ha'il's mission,

size, structure, and functions, and lays out the necessary

resources and management support, shall be developed.
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The following elements shall be included in the incident 2-1
response plan:

e Mission

e Strategic goals

e Senior management approval

e Organizational approach to incident response

e How the incident response team communicates with
the rest of the organization (internally) and with other
organizations (externally)

e Metrics for measuring the incident response capability
and its effectiveness

¢ Incident response maturity roadmap
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e How the incident response capability fits into the overall
large organization
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Management personnel, as well as backups, who will support
the incident handling process by acting in key decision-
making roles, shall be designated.
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All relevant factors shall be considered during the selection of
an incident response team structure, in the context of the

organization’s needs and available resources. Examples of
incident response structures are:

e Central Incident Response Team (CIRT), which
consists of a single team who handles incidents
throughout the University of Ha'il.

e Distributed Incident Response Teams (DIRT), which
consist of multiple incident response teams, each
responsible for a particular logical or physical segment
of the University of Ha'il.

3 sl saclial Todgie ()5S () oy A ) gall Alaia¥) (5 58 A0S s

The structure of the incident response team, who shall be
available to provide assistance to those who discover or
suspect that an incident involving University of Ha’il has
occurred, shall be determined.
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Individuals with appropriate skills shall be selected to be
members in the incident response team. Such individuals
shall have the required expertise and proficiency to assist the
team in performing not only incident response activities, but
also:

e Intrusion Detection: the team is expected to analyze
incidents more quickly and accurately, based on the
knowledge it gains from intrusion detection
technologies.

e Advisory Distribution: the team may issue advisories
within the University of Ha’'il regarding new
vulnerabilities and threats. Advisories are often needed
when new threats are emerging, such as a high-profile
political event.

e Education and Awareness: it is highly recommended
that the users and technical staff are aware of how to
detect, report, and respond to incidents. This can be
achieved through many means: workshops, websites,
newsletters and posters.
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e Information Sharing: incident response teams often
participate in information sharing groups.
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Upon the occurrence of an incident, the incident details shall
be included in the initial analysis to determine its scope. Such
details shall include the affected networks, systems, or
applications; who or what caused the incident; and how the
incident occurred (e.g., what tools or attack methods are
being used, what vulnerabilities are being exploited, etc.).

When performing an initial analysis, the following shall be
considered:

e Profiling of networks and systems in which the
characteristics of expected activity is measured so that
changes to it can be more easily identified

e Understanding normal behaviors
e Using a centralized logging and creating a log retention
policy
e Performing event correlation
e Keeping all host clocks synchronized
¢ Maintaining and using a knowledge base of information
Sals - e
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¢ Running packet sniffers to collect additional data
e Creating a diagnosis matrix for less experienced staff
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Subsequent activities, such as incident containment and
deeper analysis of the incident impact, shall be prioritized
based on the results of the initial analysis.
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All facts regarding an incident shall be documented and
recorded through logbook, laptops, audio recorders or digital
cameras.
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The time for every step taken from the minute the incident
was detected to its final resolution shall be documented and
recorded. Additionally, every document regarding the incident
shall be dated and signed by the incident handler.
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Records regarding the status of incidents shall be maintained
using an application or a database, such as an issue tracking
system. Those records shall include the following:

e Summary of the incident

¢ Indicators related to the incident (i.e., a sign that an
incident may have occurred or may occur)

e Actions taken by all incident handlers on this incident
e Chain of custody, if applicable
e Impact assessments related to the incident

e Contact information of relevant parties (e.g., system
owners, system administrators, or vendors)

e A list of evidence gathered during the incident
investigation

e Comments from incident handlers

e Next steps to be taken
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A standard for the review process required by the upper
management shall be created to determine whether or not
University of Ha'il can disclose any information regarding the
security incident (such as incident reporter/incident causes
and affected systems) to external parties (except NCA).
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Incident data shall be protected and access to it shall be
restricted. Additionally, communications with regards to the
incident (e.g., emails) shall be encrypted.
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Response to each incident shall be prioritized based on the

estimated business impact caused by that incident and the
estimated efforts required to recover from it.

The following factors shall be considered when determining
the impact of an incident:

e Functional Impact: incidents targeting IT systems
typically impact the business functionality that those
systems provide, which negatively affects the users of
those systems. Table A provides examples of
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functional impact categories that an organization might
use for rating its own incidents.

e Information Impact: incidents may affect the
confidentiality, integrity, and availability of Hail
University’s information. Table B provides examples of
possible information impact categories that describe
the extent of information compromise caused by an
incident.

e Recoverability: the incident scope and the type of
resources it affects determine the amount of time and
resources required for recovery. Table C provides
recoverability effort categories that reflect the
resources level and type required to recover from an
incident.
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Incidents shall be classified based on severity level (Table D).
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The following activities shall be conducted when attempting
to identify an attacking host:

¢ Validating the attacking host’s IP address
e Searching for the attacking host on search engines
e Using incidents database

e Monitoring  attacker's  possible communication
channels
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An escalation procedure shall be established for the

instances in which the incident response team does not
respond to an incident within the designated timeframe.

(Incident Reporting) < sall e & 30Y)
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A primary and secondary Point of Contact (PoC) with NCA

shall be designated, and all incidents consistent with Hail

University Incident Response Policy shall be reported.
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The communication methods and channels required to
provide status updates to Hail University and external
stakeholders, such as NCA, shall be determined.
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A policy which states the maximum time during which system
administrators and other workforce members must report
anomalous events to the incident response team shall be
developed. The mechanisms for such reporting (including the
reporting channels such as phone number and/or email
address), and the type of information that should be included
in the incident notification shall be included in the policy as
well.
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Routine incident response exercises and scenarios shall be
planned and conducted to test the communication channels
used by the incident response team, in addition to its
decision-making skills and technical capabilities to increase
awareness and improve agility in responding to real-world
threats.
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Specified timeframes shall be determined and adhered to
when reporting incidents to NCA.
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An incident response ticket shall be assigned to the incident
response team the moment a security incident is reported.
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Necessary activities shall be taken to restore the affected
systems. Such activities shall include, but shall not be limited
to, the following:

e Restoring systems from clean backups

e Rebuilding systems from scratch

e Replacing compromised files with clean versions
¢ |Installing patches

e Changing passwords, and tightening network
perimeter security (e.g., firewall rulesets, boundary
router access control lists, etc.).
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Cybersecurity incidents shall be resolved and corrected
within the pre-defined timeframes, otherwise, the incident
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response team shall escalate the incident as per the
classification of security incidents and incidents escalation
rules and procedures at the Cybersecurity Department.

-
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The budget and resources required to recover from a
cybersecurity incident shall be allocated. University of Ha'l
shall be held responsible for providing sufficient fund to the
Cybersecurity Department, which will in turn utilize it to
minimize the damage and ultimately, recover from the
incident.
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In some cases, incident handlers shall consider the effort
necessary to actually recover from an incident and carefully
weigh that against the value the recovery effort will create and
any requirements related to incident handling.
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Details regarding cybersecurity incidents (e.g., incident type
and category, incident reporters, affected
services/assets/information, incident detection method, and
any other supporting documents) shall be stored, maintained
and reviewed periodically.
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“Lessons learned” meetings shall be held with all relevant
parties after the occurrence of a major incident to address

new threats, improved technology, and lessons learned as
part of the recovery process.
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Business continuity planning professionals shall be informed
about the nature of the incidents and their impacts so they
can fine-tune business impact assessments, risk
assessments, and continuity of operations plans.
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Business continuity planning professionals within University
of Ha'il shall be engaged at the earliest stages of incident
detection and response to minimize operational disruption
during severe circumstances as they may provide valuable
assistance in planning responses to certain situations, such
as during Denial of Service (DoS) attacks.
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Cybersecurity threat information, such as indicators (e.g.,
Internet Protocol "IP" address of a suspected command, a
suspicious Domain Name System "DNS" domain name, a
Uniform Resource Locator "URL" that references malicious
content), shall be collected from a variety of sources,
including open source repositories, commercial threat feeds,
and external partners, and organized in a knowledge base.
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Indicators shall be organized and stored in a knowledge base
in a free form, such as wikis and structured databases, to
store, organize, track, query, and analyze collections of
indicators.

Information which is commonly recorded in a knowledge base
shall include the following:

e Indicator source and indicator collection date or time

¢ Rules governing the use or sharing of an indicator
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Indicator validity duration

Information regarding whether or not attacks
associated with an indicator have targeted specific
organizations or sectors

Any Common Vulnerability Enumeration (CVE),
Common Platform Enumeration (CPE), Common
Weakness Enumeration (CWE), Common
Configuration Enumeration (CCE) records associated
with an indicator

Groups, actors or aliases associated with an indicator
TTPs commonly used by an actor
Motives or intent of an associated actor

Individuals or types of individuals targeted in
associated attacks

Systems targeted in attacks

SN il Al e Y] e s gl Adlaiall e slaall AS_jLia

Threat intelligence and breach indicators shall be shared with

NCA.
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Table A — Functional Impact Categories

<
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No effect on Hail University’s ability to provide None
all services to all users.
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Minimal effect; Hail University can still provide Low
all critical services to all users but has lost
efficiency.
de ganal pulu) cileadll ands e 508 Jila daals aad Al

Ceddiua) (e dpe 8 Lo ie
Hail University has lost the ability to provide Medium
critical services to a subset of system users.
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Hail University is no longer able to provide High

some critical services to any users.
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Table B— Informational Impact Categories
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No information was exfiltrated, changed,
deleted, or otherwise compromised
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Sensitive Personally ldentifiable Information
(PI) of employees, beneficiaries, etc. was
accessed or exfiltrated.

Aaill 4 Clesle Jia A4S slaadl e gladdl I gl
Lerimit 5l ((PCIT) Aanall Zulusall

Unclassified proprietary information, such as
Protected Critical Infrastructure Information
(PCII), was accessed or exfiltrated.
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Sensitive or proprietary information was
changed or deleted.
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Table C— Recoverability Effort Categories
=
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Recovery time is predictable with existing
Regular
resources.
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Recovery time is predictable with additional

Supplemented
resources.
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Recovery time is unpredictable; additional Extended
resources and outside help are needed.
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Recovery from the incident is not possible GAll IS e
(e.g., sensitive data exfiltrated and posted Not Recoverable
publicly), and an investigation on the incident

shall be conducted.
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Table D — Classification of Incidents Based on Severity

Level
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e Direct threat or damage to Hail

University’s image,
credibility.

e Sever impact on multiple business
functional units.

e Critical impact on business location.

e Continuity measures may need to
be invoked.

reputation or

e

lax adi e
Very
High
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Severe outage affecting single
business functional units, key services
or location.

High
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Moderate degradation to business
functional units, locations, and IT
assets, in addition to moderate to high
impact on non-critical business units
within University of Ha'il.
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e Small issue with a localized scope.
e Few resources are affected by the
issue.

e |ssue can be tolerated for a
particular period of time.
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A plan for penetration testing that covers in-scope systems and 1-1
applications, start date, end date, methodology, and real-world
attack scenarios shall be developed.
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Penetration testing action plan shall be designed based on the
relevant legislative and regulatory requirements.
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Penetration testing shall follow a defined methodology,
conducted as per the relevant legislative and regulatory
requirements

Rules of engagement document shall be developed prior to the
test, and it shall cover test scope, duration, target systems, and
terms and conditions.

O pmsal) 5 Lgiadlna 415 plalaall 53l s g0 (31 A1 L) il y 8 slae ) any
e Al ALY 8l Gacaty of e il de ) da 3l 5 il Lednda e
- JaYI

il Gadldl o

ool dlacy dadia @

Rl (ol A dxgial) Bagiall o

(Attack Scenarios) cleagll Gl 5 )l s diagiuall Jpall o
SN lia) AU luadi 5 e

A report shall be developed after finalizing the penetration
testing activity. The report shall include the following sections
at minimum:

e Executive Summary

e Reporting Introduction

e Approach and Methodology

e Target Assets and Attack Scenarios
e Detailed Findings
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An action plan shall be developed after finalizing the
penetration testing report in order to implement the

recommendations. The report shall include the following at
minimum:

e Technical Owner
e Business Owner
e Required Actions

e Clear Deadlines

Laadiuall 3 3¢aY) iS5 cagililun 5 agi) 5ol 5 Gpediivall s of (pe SU Cany
Lgalasi) (jlazal I3 5 481 yall 5 aSaill druzalis caia e ja clS 5 (31 a0 jlasl &
i ) ) sl e el

Any user, system or workstation that was used in, or was part
of, the penetration testing exercise shall be controlled and
monitored to ensure that they are used only for the purpose of
the testing exercise.
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Any user, system or workstation that was used in, or was part
of, the penetration testing exercise shall be removed or
restored to normal behavior and access after the testing
exercise.
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A report shall be developed for each failed or incomplete
penetration testing exercise. The report shall highlight the
limitations faced by the test team to understand and resolve
them, and redo the exercise.
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Penetration testing shall be performed periodically.
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Penetration testing shall be conducted for all Internet-facing 2-2
systems on a scheduled and regular basis, and following
defined methodology and procedures. (ECC-2-11-3-1)
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Penetration testing shall be conducted for all critical systems 3-2
on a scheduled and regular basis (every 6 months), and shall
follow defined methodology and procedures. (CSCC-2-10-1-1)
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Penetration testing exercise shall be conducted as per the
relevant legislative and regulatory requirements and shall take
into account the following guidelines:

2-4-1 The exercise shall meet specific penetration testing

2-4-2

2-4-3

2-4-4

2-4

5

requirements, which are mentioned in the
procedures.

The exercise shall define the testing approach
(whether black box, white box, or grey box).

The systems/applications, services, or technical
components targeted for testing shall be identified,
as well as any system/application specific
information, requirements or permissions targeted
for testing.

Previous testing reports and supporting documents
such as network diagrams and Technical Security
Standards shall be reviewed and utilized as inputs
for the testing exercise to understand how a system,
application or technical component functions.
Simulation of real-world attack scenarios shall be
conducted in the penetration testing and it shall
include, at minimum, the following:
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e Social Engineering

e Network Level Penetration Testing

e Application Level Penetration Testing
e Wireless Penetration Testing

e Unauthorized Access

2-4-6 A test bed or an environment that mimics critical
systems or production environment shall be created.

2-4-7 Results shall be documented for each step in the
testing exercise.
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Least-privilege security principle shall be used to provide 1-1

access to different types of email systems to server
administrators and operators.
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Access on servers shall be restricted to server administrators
by only allowing access to administrators’ individual accounts
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and workstation IPs using network Access Control Lists
(ACLs).
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Default/non-interactive/unneeded accounts shall be disabled
or renamed.
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In addition to a user/password combination, users shall be
required to use other authentication mechanisms such as
biometrics, hardware keys, one-time passwords, smart cards,
certificates, etc.
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Server password complexity requirements shall be configured
in accordance with Hail university’s lIdentity and Access
Management Policy.
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Encryption technologies, such as Transport Layer Security
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to Hail university’s Cryptography Standard.
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A Privilege Access Management (PAM) system shall be
implemented to enforce session-based temporary access to
servers based on request.
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Session timeout and session idle lockout shall be configured in
accordance with Hail university’s cybersecurity polices.
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BIOS bootloader passwords shall be configured.
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Server administrators and operators shall be required to use
multi-factor authentication to access critical servers.
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Access to critical servers shall be restricted by administrators
and operators to be provided through Privileged Access
Workstations (PAW) only.
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Access to servers shall be restricted by administrators and
operators and shall only be provided through a jump server or

A separate jump server shall be used for system
administrators and users.

The use of multi-factor authentication shall be
required for the access of jump servers used by
system administrators by implementing ACLSs.
Access to jump servers shall be restricted to the
accounts of authorized administrators and operators
only.

Network access shall be restricted to jump servers
by implementing ACLs.

Jump servers shall be placed in the network
management zone.

Internet access on jump servers shall be disabled.
Unnecessary and risky services (such as sending
and receiving emails) shall be disabled on jump
servers.

All levels of logging, as well as audit trail and security
logs, shall be enabled locally and to a centralized
event logging system.
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Regular security testing (such as vulnerability assessments

and penetration testing) shall be performed in accordance with
Hail university’s Vulnerability Management Policy.
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Servers shall be regularly patched and updated in accordance

with Hail university’s Patch Management Policy to ensure that
all servers' OSs and application software are up-to-date.
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Unnecessary/unrequired applications and services on servers,
such as printing services, telnet, etc., shall be removed or
disabled.
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Least-privilege security principle shall be used to provide
access to different types of systems to server administrators
and operators.
ed\j;j\ BJ\JJ éLLm‘j ed\jaj\ ék\_\.u :\S.uﬂ\ ‘_A\ d}..é)&\ s
Network access shall be restricted to server zones and server
management zones.
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Unnecessary/unrequired OS and application features and
configuration files shall be removed/disabled.
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Access to unnecessary/unrequired network and file directories
shall be blocked
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Hardware controls shall be used and access to removable
media shall be blocked.
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Server’s infrastructure shall be implemented following N-tier
architecture protected by a dual layer of firewalls. Specifically,
webservers shall be placed in the Internet DMZ, Application
Servers shall be placed in the Production Zone, and Database
Servers shall be placed in the Trusted/Database zone.
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Critical system servers shall be logically and physically isolated
from other servers or systems. For example, physical isolation
can be achieved by hosting the servers in a completely
different separate physical environment, while logical isolation
is achieved by implementing servers in a separate zone inside
the network without allowing access from any other zone.
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Server configuration hardening shall be configured, including
application, database, and operating system level hardening.
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Secure server images or templates shall be created for all
servers based on the approved configuration standards. Any
server or system that becomes compromised shall be
reimaged using one of these server image templates.
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Server images shall be stored in a secure environment on 13-2
securely configured servers and shall be regularly validated
using integrity monitoring tools.
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Logical or physical segregation for servers among production,
development and testing environments shall be implemented.

(Backup and Archiving) 4ad ¥ 5 bl sl
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Full backup for server shall be performed in accordance with
Hail university’s Backup and Recovery Management Policy.
Backups must include, at minimum, servers operating system
backup, applications configuration backup, database
configuration backup, and stored databases and information.
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Hail university’s server backups shall be encrypted.

2-3
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Hail university’s server backups shall be serialized, time-dated
and indexed.
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Hail university’s server backups shall be stored in at least two
geographically distinct protected off-sites.

4-3
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Backup recovery shall be regularly tested every quarter or in

accordance with Hail university’s Backup and Recovery
Management Policy.
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Backup verification and integrity mechanisms shall be

implemented to ensure that data is being correctly backed up
or archived.

6-3
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University of Ha'il's server backups shall be archived in an
offsite storage location for the entire approved retention period

and as per Hail university's Backup and Recovery
Management Policy.
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OS and application functionality lockout shall be configured
with the least privilege required to operate in normal conditions.
For example, changing system time manually, shutting
down/restarting, editing system files,
creating/modifying/deleting files, etc., shall be disabled.
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Application whitelisting shall be enabled on servers to allow
only specific applications and software to run based on need.
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Application whitelisting agents shall be configured so that
users cannot disable the agents with the exception of
administrators when performing specific administrative tasks
that would require disabling application whitelisting
temporarily.
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A list of approved executables (exe, com, pif, etc.), software

libraries (dIl, ocx, etc.), scripts (psl, bat, vbs, etc.), and

installers (msi, msp, etc.) shall be defined.
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Application whitelisting shall be implemented to use
cryptographic hash rules, publisher certificate rules or path
rules to allow or restrict the use of applications.
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Application folders shall be configured with file system
permissions to prevent unauthorized modification of folder and
file permissions.
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Exploit protection functionality shall be enabled on servers with
both operating system mitigation measures and application-
specific mitigation measures.
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Host-based Intrusion Prevention System (HIPS) shall be
implemented on all servers.

AN e o Al Cllsa ) e len Jlan Gk
Software host firewall shall be implemented on all servers.
A Al aea e il g il Aa8lSa mal Gk
Antivirus shall be implemented on all servers.
253l mwa e (Endpoint Protection) 4 yhall dieill dlas galas
Endpoint protection shall be implemented on all servers.
20 5al maen e (APT) 8 _eiusal) dadiiall cilaungill (e dleall ol yy (ks

Advanced Persistent Threat agents shall be implemented on
all servers.

e Al aial sl &) A8S e Akl 4l 8 jeals il il yy sk
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Endpoint device control software shall be implemented on all
servers to prevent the use of unauthorized devices.

3wl dic (DLP) <llall o s ale (ks

Data Leakage Prevention (DLP) shall be implemented where 14-4
required.
daala 8 saainall 5 jlall il sl (e Aleall Al an gy Olllaiall gas (ke
NELEN
154

All requirements under Hail university’s Malware Protection
Policy shall be implemented.

(Event and Audit Logging) Gaxi Jaw s &laal) e

Oe Leland Lgid 6 ga s LgiaDlos e KU 5 2l i) by 4550 o Lliall (laa

Al Claglad) o iS4 7 ead) e Jgas)

Cilangll e Jila Aals Alaad a2l ) e L i a5 i) daSlas (g KUl 21Sy)
Aoz emall e el s Aulliall s Rgall il slaall e i€l Al

Adinall i)

Loy guall

s (538 e il ) Lebim i il Gl o o2 5a) Ja dlae) 5 Lava
A daala ‘_g @\M\ uAi}” :\.@‘JAJ Elaay) a3l Jlra g Al

Server logging and audit trail shall be configured to be
forwarded to a centralized logging system as per Halil
university’s Cybersecurity Event Logs and Monitoring
Management Policy and Standard.

1-5

o)l e &Y e ddla) 4t ) a0l 52 D0 aa Ly (el S a0 530 lac)
el 8 e 31 LAY Bldly s Lo L 25Cas 48y ylay 000 (g
Servers shall be configured to synchronize time to at least

three redundant central time servers within milliseconds where
technically possible so that timestamps in logs are consistent.

S el Jamaill e Sale adiad 3 Aladl 5 5ladll ld aalsall cilalae) Jana
Al Jlail Jlas Jls 8 Jscill dadail <oy Jadal
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High risk servers that normally rely on centralized logging shall
be configured to maintain local logs in the event that network
connectivity fails.

O Llaad Lgid o8 ga s LgiaDls e KU 5 ol il lly 4550 o Bliall (o

a3l
Al Claglad) o o884 7 ead) e Jgas) -
Clangll (pe Jila Faals laad ol a1 e Wil 6 ga s bl e e KBI A0S | | ey
o mall e Jea gl g Alleall s Ragall e slaall (e RIS 5 Al —
Loyl gl

(Transport Layer Security) «Jall dada cualy Jie il cl guks
<l Aleal (Virtual Private Networks) «isal syl dalall i)y
sl GV S Gl iy dileol ) eW dgsell e gRa)
¢«Jaaliill e 2 3al Ly (a 54l (Cipher Suite) deseaall ekl Sl )l sa

e dnala (8 2ainall il Jhee (g sa ) (o2

Encryption technologies, such as Transport Layer Security 1-6
(TLS) and Virtual Private Networks (VPN), shall be
implemented to protect authentication mechanisms during
transmission. In addition, recommended next generation
encryption protocols and cipher suites shall be used. For more
details, refer to Hail university’s Cryptography Standard.

Aalall oy Al Tl 55 Aaeall (al 81 @D Lay anl sl & o 5a) Ll i
Algsi sl o (SAN) a3 A0 il o 343 Liluss ((NAS) Al

Alaial) oAl bailu g e
Servers storage media shall be configured, including hard 2-6
disks, Network Attached Storage (NAS), Storage Area
Network (SAN) connected storage, or any other type of
connected storage.

Sl o] Sy a5 R aeyy ) ) all 5 S sis e alaiind
Oal e (LDAP) Laswadl Sl ) 3l J 68 55 5 Jia eadl a1 3 5)3) <Y S g5 il
(SNMPV3) Josmall G020 5 5131 58 555 32 e 28 A3l y (TLS) Jil ke 36
b Gl ae (KErberos) wusomosS JsSsis s daa sadlly dsbadll il

Lo s atal sl Jaasy (TLS) i

il - i
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Server management protocol that supports encryption or
configures encryption for server management protocols, such
as LDAP over TLS, SNMPv3 with authentication and privacy,
Kerberos with TLS, encrypted syslog, etc., shall be used.

S 55 Jie ecblal) ael gy JuaiV) Y S gig g adl sal) cilipdail padill slac)
5 ((API) Ay Claphill das pdgal 55 (HTTPS) ooV eeaill) i) Jas
JsS 555505 «(TLS) i) dika sl e (SQL) gebin sl ((TDE) waladll ey

L& e 5 ((SSHV2) o) Jall JsS 535 n g ¢(SFTP) (¥ clalall Jas
Encryption for server application and database communication

protocols, such as HTTPS, Secure API, TDE or SQL with TLS,
SFTP, SSHv2, etc., shall be configured.

(Virtual Security) dsal 581 &l

23 Al aranai lawal Lpcal Y] Al 8 53 ga gl aal a1 Aalgl) cilblaiall aaas
.. , . , aagll
4.1.&\‘ Ma)k.\ ﬁ. ...:9 IA.J\JQ‘\J W\Jﬁﬂy‘
Akl ) HEEY) s Al Y Lll Cimall apeailly LAl dlae ) ey
D80 s Al 5 Ay o gl LeIDlain) Sy A Aial) ol el (e A3aY) dpal yiY) | Aldiaall halal)
Lelee g Jils Aadls cliby
Jay) gucall
o B35 sall dpcal Y)Y danll alias aladiul JISE 4D o g0al) g sl
2 1-7
Limits for all server VM resources use shall be configured.
(S e Al 38Y) ad)sall cilalac) s ke
A centralized server VM configuration solution shall be 2-7
implemented.
o) 5A) A8 dal V) Ak Ly A Leddisall ye 48,01 5 el Juaid
Unused peripheral devices in the virtualization environment 3-7
shall be disconnected for all servers.
adl sl s AS all G Yy Jladll pie pallad s dleall laa slac)y Gk
O AS all) o) Chpaiuall gl adlall (uds (8 32 ga se S ) ia Al yiY) 4-7
.("East-West traffic" 3 sall

il - i
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Firewalling and intrusion inspection and prevention features
shall be implemented and configured for traffic between virtual
servers even within the same physical server or host (East-
West traffic).

Al 5 Canaiiall addll G Juat™ (VLANS) a8 dlaa GlSud dlac)
Aol @Y aal Al G AL e alids 3 ) gay Canall
Separate VLANs for communication between host and guest

server VMs shall be configured to be different than server VM
to server VM communication.

Alatiall 5 103U dpal y8Y) a0l sall maea (3 (NIC) 480 dga) 52 Jaadin aSalia dlac)
10 T e Ll 3,

A separate NIC shall be configured on all server VMs for
management connected to a separate out-of-band
management VLAN.

ol Y aal sall e Al i) Y S g g g alae)

Static IPs shall be configured on server VMs.

((TLS) Jall dada (el Jia il acdi ) 4,00 @V sSgigoll aladial
(HTTPS) 0eY) il (il &5 J5S 555 005 ((SSH) oY) Jaill JsS 555 15
& e s

Management protocols that support encryption, such as TLS,
SSH, HTTPS, etc., shall be utilized.

31 Jais dadd Cpiaall (b pial) Ao W jeas g ducal Y Aadail) Ay 5 ))a) auis
‘Aal yi8Y) dalaiy)
Ll 3]s LeBBle ) g Leln g Lol i o0y g Letui g dal y38Y) 2ol Al cLES) @
Facal BY) Adad) A8 (NIC) Al dgals oSaidll iy o) o
(Vswitch) al y8Y) Jasaill ~UGda 5 (VLAN)
sl Clalac) s dpcal 38V a0l 5all 5 500 @
Virtualization environment management shall be restricted to

respective administrators only. Virtualization management
includes:

e VM creation, deployment, initialization, migration,
shutdown, or deletion.
JPAENKRRRYI
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¢ NIC, VLAN and Vswitch configuration and change.
¢ VM administration and access configuration

3aainall plalgia W) eaill 5 )l Aulpeal T 5 dza) 381 a3l sall e dkalgial 45 Jao
s dadls B

Regular VM backup shall be performed in accordance with Hail
university’s Backup and Recovery Management Policy.

10-7

Caaioaall 5 a3l A Y1 i) il A8 Lia Juns elal)

File sharing between host and server VMs shall be disabled.

11-7

il e LY Ay e 5 Aal BV Laall A 50 e A 53 (el ldad dlae ) 5 (s
Al y8Y) LAY
Layer-2 security shall be configured for the virtual environment,

and production environment shall be separated from VMs test
environments.

12-7

e oAV INY Cauall g Capaall a3l s o g el pdaill il jlad dlac)
Warning and authorization banners shall be configured on both

host and guest servers to warn unauthorized users who
improperly use a server.

13-7

Jon il 5 5l g oLaay) lld b Lay dpal 38V 5 el ddlaial) Aadil) apas Jons
QU

All activities related to virtual machines, including creation,
deployment, migration and deletion, shall be logged.

(Central Management) a3l sall 5 )4

14-7

Olaza 5 il 38y ylay o) A Qi o5 yla) Glanial adl 52015 512y G cilillaiall a3
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3alyy (M adlsall e daay) clllaial Gadad axe g diaY) Y ) Y] a5
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Central management server or domain server shall be 1-8
configured to enforce Hail university’s Configuration and
Hardening policies on all servers.

Ll Gilalae) cundis sale ) 5 Aty Lulsla Hﬁ'j ‘“5_”\5\ eUa.‘d\ Gilalae) 3 yla) C_a\}ﬂ iy
Aaliia g Ba2ma e ) ol i & dadaiD Al

System configuration management tools that automatically 2-8
enforce and redeploy configuration settings to systems at
regularly scheduled intervals shall be deployed.

Security) ) (s sise aal JsS 55 5 g 480 giall Clalac Y D)y alad Gakas
Clalae Yl palie e XU (Content Automation Protocol "SCAP"
Comaa e Ol gl Gigan e E 0LV 5 Baaixall Cile LAY A gan 5 23S daY]

e

Configuration monitoring system compliant with Security
Content Automation Protocol (SCAP) shall be implemented to
verify all security configuration elements, catalog approved
exceptions, and alert when unauthorized changes occur.

3-8
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(Log Format) Jaudl dasa

Al e slaall pen e i Jandl Fiuiia s Gl Fapa ol Cagl

S5 138 5 ABuia pe b ) geay Ledada 5 1)) AdliA D B3 (G day Jll raay 28

; ] Laall
Gl e Jaladl) had Ly Al e slad) e dadil) llad) 333 L) )j’ L

Leda 5 diaY)
4l cilel Hay

Al il el e Enlaal) Jas Raa Jaiis o casg
Laulad) Aladill g (3l s (aVly Uil Jie réiaal) Jaw psi 1-1-1
L2 s el 5 (o adll 5 ((Kernel)
Al g Jadl aas ol Gaall adga 2-1-1
e ) Al g sl das g 6 3-1-1
S same o hin ye ol dads o (JalE o (rali Jie rdiaad) Ala 4-1-1 1-1
o 5l (s
dad gl (ad gl ez oa ol e sl (sl Jia riaal) gk (g giea 5-1-1
el ) o laglaa lad)
haall e Aded Ala )y réaall Ay 6-1-1
Events log format shall include:
(il - e
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1-1-1 Event Log Type: Such as System, Security, Audit,
Kernel, Authorization, Mail, etc.

1-1-2 Location of the event or source/system of the log.
1-1-3 Date and Timestamp of the event log.

1-1-4 Event Status: Success, Failure, Up, Down, Allow,
Deny, etc.

1-1-5 Event Severity: Emergency, Alert, Critical, Error,
Warning, Notice, Informational, etc.

1-1-6 Event Message: Actual message of the event.

i YD ) gie g aadiiall e el Galaly Lafa O3l 8 dilia) Jaalds ) 0
Edgs.od}i)mhcj ca.eéjj\ As.u\ju\j.\.cj cJJ..AA.“ JS.\AJ

Additional details shall be included in logs wherever
applicable, such as user, source address/port, destination
address/port, and other useful elements.

2-1

iyl Al il duedll adsall - (Timestamps) sl abadl
(Redundant Time Servers Synchronized)

Al Al 5 e gleall J peadl Cull i ) alai alasiud Caagl)

2 3 s Lehada &5 1) SOl (e uidlife (e sene (G AR a8 e

e ULy Akl cilesbad) e Aaslill hlaal) sal) ) Glld oy cdiuie L
Leda 5 4 Claall ae Jalatll
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Ot 8 JBY1 o Al 4yt ) adl s 30 e ) 5 e sleall a¥) (gl 33
AN Cpa el 3al

The information and technology asset shall be synchronized to 1-2
at least three redundant central time servers within

milliseconds.

(Event Logging) &Yl Juas -
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rdads Al g Jadliall 13a cilllaie 8 503a 40 GlaaY) paes Jias
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gan culS 13 L yoad ) ALaYl daslll e Jeadll o daa 2-1-3

ZoA daad Gllee pea 3-1-3

il Gliadla s dlblua e GOLawil) g Gld sdaall g lilal) 4-1-3

LY e Al A ) 358 JOA A%y ] padiiall s 5-1-3

L g man e alee 2l Y slas 6-1-3

Al 5 Al cladla @l ) clluall ddadsl 7-1-3

(e claiag) allaill cilalae ] e cdlast ¢l ya) 8-1-3

L et Jaind (Al Al 40 Glaglaa Jpaad o 36) 31 Jguasll 3 9-1-3

Jila Gaala 2 A AU A ju e glaay Aaleia 3 ey i 10-1-3

sl Gaas g5 alally 32 )l CYLaL ddlidl Glaall 11-1-3
Jsa) B gl p sy D B la L peae e ol Bdle e

"Spyware" gl =l ns "Malicious Code" &inall zal yll
("Adware" 4dleall zal il 5

LGBl g e Jan ulee e @Bl g cld daall g clilaayl 12-1-3
B A (L) 5 Anle sheall Jsal) 8 4 JSLall ) lal) 13-1-3

Ll Gadla Aai sl
Aliae dadd Bob oo Ldy o Al Jadi 14-1-3
Alsiisile) o oUaill Jhas 15-1-3
ool AalS s 16-1-3
Al Ll Sl pea Jarii 17-1-3
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All the events specified under these control requirements shall
be logged:

3-1-1 Successful login attempts.

3-1-2 Unsuccessful login attempts, along with the
identification of whether the login attempt involved an
invalid password.

3-1-3 All logoffs.

3-1-4 Additions, deletions and modifications to user
accounts/privileges.

3-1-5 Users switching IDs during an online session.

3-1-6 Attempts to perform unauthorized functions.

3-1-7 Activities performed by privileged accounts.

3-1-8 Modifications to system settings (parameters).

3-1-9 Read or write access to protected information, where
there is a potential for theft of that information.
3-1-10  Exfiltration of materials related to protected

information outside Hail university.

3-1-11  Detections in  inbound and  outbound
communications for unusual or unauthorized activities
including the detection of malware (such as malicious
code, spyware, and adware).

3-1-12 Additions, deletions and modifications to
security/audit log parameters.

3-1-13  Faults (technical problems in information and
technology assets) that could potentially be attributed
to a security event.

3-1-14  Activation or deactivation of activities by a specific
service.

3-1-15  System crashes or restarts.

3-1-16  Password changes.

3-1-17  Enablement of all critical systems logs.

(Event Sources) lal! jlae

Lalaldl w‘; :\:\31-4‘5&’.&5\ d}‘.a‘y\_\ KM\ &\A;“j\ Q\\; rias u\‘)‘ e ﬁm\ A@J‘
-@‘i&“%ﬁcﬁﬁ‘dm‘éﬂcﬁykmgi 2580 Jils ey a

A8 yhay Jalaill (g Jils dmals g 43 7 eme e bl (g i3S e (Rall e o) Lhla
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N Ssig e Olandl Ji) Jeaall Jaans dakiil g laall Jaws jolias s
Windows )5 «(Syslog) :Jie «ilaall Jawe Jail aladinl) dailiy 48 6 s
& e 5 ((SNMP Traps)s «(Instrumentation Interface

The event log sources and logging systems shall be configured
to transport logs over reliable and commonly used event log
transport protocols such as syslog, Windows Instrumentation
Interface (WMI), SNMP traps, etc.

‘bl 138 e 3234l jobiadll (e Cilaa ¥l Ol A8S paa

L 5 o 3aal) atlis 5 s lilal) ac ) 68 5 Juadall dadail Lead Loy Aadasy) 1-2-4
LGB 5 Y1 Ol s alaill Cilaad  daxd ) cclipdatl)

Al Jail g g calilall a6 5 Jusesil) dadail Lead Ly Al Aadaiy) 2-2-4
LG3E 5 ) laa  alail Claa e ) eclipdaill 5 cilSall

Aulall g Al cbadlall cild clblaall Eilaal 3-2-4

ASLLU A8l o iYL Juai¥ y pieailly Lalal) Gl 4-2-4

Ao A cpoat ilag ) bl J8 ce daslll BlaaY) 5-2-4

File ) wlaldl <l s 3l i e 3 0ball Elaal) Cllas 6-2-4
.(Monitoring Integrity

Sl 5 il g Uaill culalae ) <l yuas (e 5a sl Elaal Dl 7-2-4
Sl e @)yl g aUaill

Gl JRY) aie olar Lali ) Al (i dssde dbidl 8-2-4
.(Prevention System Intrusion)

Ll Clmall 5aliaall el sl Lgd Lay 21 Jslall Laal 8 Culasl 9-2-4
Antivirus, Antimalware, Advanced Persistent Threat )
Remote-Access ) » (e dsadl  clas,;  (“APT"
Virtual " 4alall dual @Y1 il :Ji) (Technologies
&Ly «(Web Proxies) «usl sUauys «("Private Network
Host Intrusion ) —asaiwall o8 GBI 5V aie aldai g o) jadll 3 1)
Ll e @il iy (System  Prevention
e 5 ((Authentication Servers)

Glaall oas @l b Ly 450 Gjlea 33eal Wald @il 10-2-4
Traffic) 4l 4S,n g pms  (Routers)  Sledsalls
e 5 (Managers
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3.0 Llasy!

7

1-4

2-4

||l




el GaY) A8 e g Ealaa¥) a5 1) Jlire 73 g4l

Aaulu) Agatll Ly Ll pol 5 dncal 581 Al Ll sl 11-2-4

land ol

& (Query Logging) <l budiun¥) Juaud Jméi  12-2-4

ialll (e @lly (&4l Lis (Domain Name System) <l

A

Industrial ) eluall Zaill daail ald i) Sl cdlas 13-2-4

.(Systems Control

All event logs shall be collected from the sources specified
under this requirement:

4-2-1

4-2-2

4-2-3

4-2-4

4-2-5

4-2-6

4-2-7

4-2-8

4-2-9

Systems, including Operating Systems, Databases,
Storage, Networks, Applications, etc., covering
system events and security/audit logs.

Critical Systems, including Operating Systems,
Databases, Storage, Networks, Applications, etc.,
covering system events and security/audit logs.

Events of privileged accounts.

Logs generated in the events of Internet browsing,
Internet connections and Wi-Fi connections.

Events generating from data transfer to external
storage.

File Integrity Monitoring (FIM) event logs.

Event logs generated from system configuration
changes, system updates and patches, and
application changes.

Abnormal activities such as those detected by
Intrusion Prevention System (IPS).

Events generated by security solutions including
Antimalware, Remote-Access Technologies (such as
Virtual Private Network VPN), Web Proxies,
Vulnerability Management Software, Host Intrusion
Prevention System (HIPS), Authentication Servers,
etc.

4-2-10 Events generated by perimeter devices including

firewalls, routers, traffic managers, etc.

s - i
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4-2-11 Events generated by virtualization environments
and their underlying tools and infrastructure.

4-2-12 Enable Domain Name System (DNS) query
logging wherever technically applicable.

4-2-13 Event logs generated by Industrial Control
Systems (ICS).

(Events Monitoring) <:laaY) 48l

el aan sy 38 (G315 AN 4y ¢ heme e Jal (of S Cazgll

&w\w@\éﬁ&ﬁ\@qcpﬁk&@&&wu&mexQ) il
3sha I muaiy K8l G 08 4 guiall Slaal e duliall 43 lally Aldiadl)

I\_UXL.AS\ Glel Yy

el o CalSll L gy Agleall () j0n (e Aadlll AaY) Eilaal) Cilg daal ye cang
8 je Jils dads ol (gale e dslu ol Lo 7 oran e Jsmas Y slaa
Lo s el 481 e A (e Jliall s e dlaal) o)) saa g 5 p3ball gl
oatliad 5 (Jpasl dglae Llail Jie 5 AV Al Cul g 48) e SN (e

el aY) o b 5 s s
Security event alerts generated from firewalls shall be 1-5
reviewed on a daily basis to detect any unauthorized access
attempts or unusual behavior. Hail university can monitor alerts
from firewalls, for example, by observing logs daily or by
observing other system aspects such as access attempt
patterns, characteristics of access, etc.

Lo ol e BSLOU J s sl Jalis Cal€D el g ASLOUN ASEN 481 je S

Clgal) 22w @l e 5 i pall auzalal) laill o gas LU ol HLaY) ) lats S8

eloal @l 8l de maall pe ASLAUN YLVl ge Gaall Adlin) 3 shaa

Glleall 038 5 (lgy 7 aadl e AL Jpasll Ll (o 480 e cillec

Sl Jy A g A ila sbaa J gual o g 5iad Gl Jgpa¥) o Jah sl ¥ Lpnsdl)

Llas Jlail axe (e @aaill @l by 5 jall ie Leailie z )l dad) gl glaliall Gl 2-5
AaiVl Ly ¢ el e ASL) J gam )

Wireless network monitoring shall be enabled to detect

unauthorized wireless access points. Wireless signals may

radiate beyond the confines of organization-controlled

facilities. Organizations shall proactively search for
JPAEN KRN
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unauthorized wireless connections including performing
thorough scans for unauthorized wireless access points.
Scans shall not be limited to those areas within facilities
containing information and technology assets, but also shall
include areas outside facilities as needed to verify that
unauthorized wireless access points are not connected to the
systems.

(Host-based Monitoring Mechanisms) «asival 48 jo Ll Gulas
i3S Jadits Adlall 5 5 shadll 13 Al 5 A e slall J oD A8 ylal) i) e
235 Lgile Camiaal) 48 jo T Gt (S ) Al 5 Ao sledl J sea)

A sanall 3362 5 cpreadicall 3 jeal
Host-based monitoring mechanisms shall be implemented on
endpoint system components for high-risk information and
technology assets. Information and technology asset
components where host-based monitoring can be
implemented include servers, workstations, and mobile
devices.

Signature-based ) < slull 5 Calall Cay jat Cala e Al 481 jall LT ke
ColS A48y Sl gyl 3aliaall el il Jis ¢(Behavior-based Code and
(Endpoint Detection and Response) & alainy) s 4 jhll el
il sbedl Jsua¥l e (APT T0OIS) 5 aiosall dadiiall cilangil) (ol <l 5ol

Apall el ) Sa ) RdST Al

Signature-based and behavior-based code monitoring
mechanisms (such as Antivirus, EDR, and APT tools) shall be

implemented on information and technology assets to detect
malicious code.

i JSE o glaall 5 iy patll clile e Aadlal) 21 ) T Cant dlial ge laa

Signature-based and behavior-based code monitoring
mechanisms shall be kept current with all available signatures
or indicators.

L rdie) allaill 4 jlall clipsall e cVlaiV) deglial 481 5l 3 jeal yad
dahy Al dgilaidl cilgal sl 1die) A ) Alalall clbsSal e s (aladl
e sbeall atall oy il CLES) o gaadl CHLESY (L) 5 Ale sleall J saaaY)
ASeall ¢ 31 el Jas o Jila drala agd 3 AaiiY) (e 2300 gl 53l aaii g
i EY) e Leall Jsmasll Sl Al Aalail) adi G
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Monitoring devices shall be deployed to monitor
communications at the external boundary of the system (e.g.,
system perimeter) and at key internal boundaries (e.g.,
logical/physical interfaces within the information and
technology asset) to discover anomalies, detect covert
exfiltration of information and track specific types of
transactions of interest to Hail university. For example,
Network segments where systems that are accessible from the
Internet are located.

3ile slaall J pea¥) i 3380 lasgdl Gl phise oo CadSH A8 yall ol gal ks
el can ) a5 g Jils daalay dalall L)
Monitoring tools shall be employed to detect indicators of 7-5

denial of service attacks against Hail university’s information
and technology assets and infrastructure.

(Event Alerting) <laaYL 4yl

Bl drala 8 Cimall Cpalaladl &3] 5 ClaaVL 4l dpald Jasia g Qe (e S
Aalelal e 58 Sl el Gola 6 ae Jalaill (e ) g8l Ll

Calaa¥) ae Jaladll ) Jomasil) Akl 8 Calaa WL 4l dpals T pae (523 38 Shalal)
L Lgae dalall e s of Adals 48y jlay Akl aial)

L}M\ Q\c\ﬁ}]\

Badaall 4yiaY) 480 jall Cilaal g 85 wie Ayl  dgla glaall J seadl Clgalll Sl
aine L Jali (ol Aalaiall ol i gall il e lagind die i/ 5 Giasa

Alerts for information and technology assets shall be 1-6
generated when previously defined security monitoring events

occur and/or thresholds for indications of potentially malicious

activity are met.

Jila )l g (s ASIYD 2l clly (8 Lay cpimall Galalad) ¢ 30Y 4l Jilu g Jasa

2-6
Alerting methods, including email, SMS, video wall systems,
etc., shall be configured to notify the appropriate personnel.

(Alert Threshold) 4wl <l give

Lo lgiil) sl ay ) SV iy $5h e gLl Caagll
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8y canlial) JRAIL Letingd aae () Leda (il 5 Clgaill (Gla (3555 p3e (525 Dbl
ab Ledaa Sl of ¢ 50 Alaiaall 3 jleall ulaaYl Alaiadl)

i slladll el sa Yl

Al (5 sicen daa s (e A8 ye Cilaald e 4nll sadaall il sicall (345 63 g aaa
Saniveall 4pieY) Clangdl 480 sal ) o aani

Specific thresholds for alerting on security monitoring events 1-7
shall be identified and documented. Thresholds shall be
periodically revised and updated to stay current with trending
security attacks.

(Firewall Event Alerting) &eall Jlas ge 2ailll Silaaily 4zl

Ol oo Aaslll g Alaa ) el ElaaY) & Jaladll Cala gal) Cuieall cpalalal) & 3U)
Adlaal)

s aals G dlaall Jlas e A3l GlaaYh el cplalall §30) &5 ol ¢

Al Juaitl g 7 oeaddl e dlaiadl Aall O glaally 4 0 e oS Dbl

Jila Gl Jleel Gaaiin dylaall las G e Jalial) 13a (& 13 il il
) Gl e Aailis s kil

L}M\ «L\c\ﬁ}“
L Addeial) ClaaYL Guieall Calelall aysill 40 pall ol gal ol gl Java
Adaall las e dadlll

Alarms or monitoring tools shall be configured to alert the 1-8
appropriate personnel of security-related events originating
from the firewall.

(Application Event Alerting) <iukhil) e 43l Ealaal apl

) lagds 1) L & eadll e 3daiiV1 5 40 Elaal) Jaaas 5 (3 53 (e S Caagll

Laalay Lalal) clabailly dlaiall 4y ) snal) oY) (any Jimasd 55 0l (1
Lgiada Al Gadailly daleiall aslsal) Jeand Jila dada o 5hed 136 (Jila
D LY Gl all e daill il sal ) el sag dajaall el
deal Jeel e i a8 il g cgulaill 8 LS san Jaindll Ly = el pa 532341

sl s sk (5 e e 2l

bl
laiad)
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4 ) Glel Yy
_edlﬂ\ Gblaial g Jeeall il & Jaadi
1-9
All client requests and server responses shall be logged.
il s daalill pue g Aaalill Gaail) Y glae 1 Jie) luald) Glaslaa asen Qi
_(u._aLu;“ Jgars
. . . 2-9
All account information (e.g., successful and failed
authentication attempts and account changes) shall be logged.
5 8 Caat ) ALl ae (i) aladiuVl Al il sladd) g Jas
(e
- - - 3-9
All usage information (e.g., the number of transactions
occurring in a certain period) shall be logged.
Juae iy cliadadl) @3Me)s Jaand 1dia) dagad) Aladl Glel aY) s i
(lankal) Glhlae ) el jpaall g ildplail)
All significant operational actions (e.g., application startup and 4-9
shutdown, application failures, and application configuration
changes) shall be logged.
(Malware in Communication <¥laiyl 4 & lall o pll 438 10
Monitoring)
Gl Y 5 Gulundll el g Anall el Jll ) 1die) B ludall Clima sl 352 g paa gl
= b i o 08 s s iYL b (llsal =
Sl ll J{;J&S&WMNQC;)@J%&?\%\ ) RS iy Ll 1) bl
W‘ﬁﬁﬁo\dﬁﬁju‘ﬁw‘ﬁl‘d};ﬁ@\)d‘;sdﬁbm\;&;ﬁdcﬁ‘)\.ﬂ\ ALl

il a5 el agaa hadl Lelee (e

2 sllaall Cale) Y

ol Jilay sdie) Jila dadsy Aalall 5alally 52l CVLaiy) 48
3 ball Glaa sl e b la laal (Jreadll Sllae 5 488 jall culalall g g STy

(Aol al ) 5 (uleaill mal s g 3 jlicall il ) 1 (Jia)
Inbound and outbound Hail university’s communications (such

as emails, file attachments, downloads) shall be monitored for
malware (such as malicious code, spyware and adware).

1-10

UAENRpR
3.0 slaaYl

13




el GaY) A8 e g Ealaa¥) a5 1) Jlire 73 g4l

(Event Log Review Analytics) <) Jaw daal e Ollas

Somed) Y1 A8 ya s Elaal) SOl 31 AUty Jad) dalad agen o) (S

OeY) ol gl Alaiull il 3y s Aa sl Al GLEKI 3 (SIEM) Caagl)
AV LY Aadaill @y slas 3l Cileagd) (oSS 3yl
Al il e 2 o  Sloand) 0¥l ga g Colaal a3S e (Kaill axe () e
A 5 Agile sleall J saa) @lgml ) 525 Lae Al ) Clangdl ddaadle a2e (0 e
R eGP —
4 gl el saY)
Jal e (Al amdl Y1 381 a5 lanl a3 )1y alkas ) Elaall ases Jlas )
Lele 4l g Lpany LeBBle 5 W) sise Jalati s O3l 510
All event logs shall be forwarded to a centralized log analytics 1-11
or Security Information and Event Management (SIEM) system
for log correlation, analysis and alerting.
Ao pidl Claally LS Ll A Glaall Gl Ay dxal e o) ja)
L8l
. _ 2-11
Regular review on SIEM shall be performed to monitor and
detect abnormal behavior and anomalies.
AL Claal) paail G g0 31 pand) () A8 e g Eilaa1 Ol 5l plai L
il 45y jlay e Aailll EulaaY) Julis  gudaill
3-11
SIEM system shall be tuned on a regular basis to better identify
actionable events and decrease event noise.
Al il g A ey bl alasiuly T 50 cilgiill s EilasY) Ol daal e
Event logs and alerts shall be periodically reviewed, using 4-11
manual and automated techniques.

A 5 Agle glaall J ea Adlaiall 5 Ly 2 el e Slaa¥) e CaiK
Significant unauthorized activity related to information and 5>-11
technology assets shall be detected.

Allall 5 dalgdl clbadlall ¢l aadiual Gililua aladiul ¢ g (RS
6-11

Misuse of privileged user accounts shall be detected.

JUAENRRRRY A
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(Log Conversion and Parsing) 4lisiy dall J; sas

daalall Al 5 dale sheall Jsa¥U Adlaial) ClaaY) Cblans gaes 48 50 (e R
Ll T Gy 38 (63 5 408 8 4 2 e e ol (ol i) Jila dralay
rala o a0 136 Al 8 388 3l 4 ) saall alaa) amy Jimas g ) 5 pall (1
Dl saly ) el gagae dajial) cildlaie Lgiada 3 Gl Jaas Jila Shladl
s ) LS san Jaiaall gy 7 Jeadll 5 5 823aall e Silaal) e dalill Aldiaal)
el 3 sha 5 siae e 2l deall Jleel e figi s
3 glhadl le) oY)
e daalay Galall Q] i (e e seaall e O lall Jysal il ol alasi)
Sl dasede ol Ll dapa
Log conversion utilities shall be used to convert logs 1-12

unsupported by Hail university’s logging system to a standard
or supported log format.

Laseaall e dalai¥) (e Bl o la iy Jalail) il 55 e Qs geals o (G

Logging software with parsing mechanisms shall be 2-12
implemented to retrieve logs properly from unsupported

systems.

(Continuous Monitoring) 3 siuall 48) i

eV e oSl Al 5 Aile shaall Jpa¥) Mo prand 5 yaiosall A8 jal) Jinds
) e A el Ale s e Jalial) g A4

L8 e dga g pie el iy 8 (Lg g g AatiY) o3¢ 48] pe Aad dgall qumi ol 1) BVREA(
Al di¥) e Sl aae halia (e a3 Laa (i all 13gd AAIS o diaiada Alaiadl)

L}M\ «L\c\ﬁ}“

o I il ) Q) s e Jadis S 5) 5 paiasall 480 jall Aok slac | 5y ska
ile sleall Jsaad (481 5al) ddels lial g Al pal) AT g cJandl lai 8 gl 5
Aalall vie Lfaad g dgll 1-13

A plan for the continuous monitoring (which includes
monitoring scope, frequency, and effectiveness testing) of the

JUAECRREEY A
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information and technology assets shall be developed and
configured, and it shall be updated if needed.

(Logging System Security) Jsswll ol ¢yl

fen GlShae @l 8 Lay Jeanal) Uil ulud) dgal) ) gel 5 e glaa
Leba s Leanand s Cilaa¥) Ol

dnala (8 Jaandl) oUail dgasl) 2l Zglaad ¢ ja) (éi N EN PREREY o oSaal (e
L3l SOl 5 Jamnil) Al 8 35alS Camaall s (o (pranleaall aliiad ) Jils
Ll il daals AS0d ) 4y 7 eae e Jseasll

iy gllaall il !

Ao 188 5 (1Y) Laa) 5 4peY) ol jaall apis : i) 4y 50 Al <l lgal ¢l )
ila daala 8 dadlall 4y ol il 5 5]

Regular security testing (such as vulnerability assessments
and penetration testing) shall be performed as per Halil
university’s Vulnerability Management Policy.

il 5l Al Ty Q] dadail o 45550 clipandy cladla) 245
PN 2aa Cuaad laa g (Jila daala L“g fu_ﬁ,d\ ladlall

Logging systems shall be regularly patched and updated as
per Hail university’s Patch Management Policy, and all
systems shall be up-to-date.

(e s "Telnet" < &5 JsS 55 5 Aebilall Glaad ;i) il
Unnecessary/unrequired applications and services on logging

systems (e.g., printing services, telnet, etc.) shall be
removed/disabled.

o Cppmnlly il el g ikt 63 3 Ly omatl Aadiil (st Lanin
Gkl 3ac 18 uAi Dlazag e.ﬂ.';“ uAi Dlxa GJ} &P)S‘ ‘5;)3 LJaeil) el..k.a (6 $hua
il als b cpaaiadl)

Logging systems hardening, including application, database,
and operating system level hardening, shall be configured.
Refer to Hail university’s Server Security Standard and
Database Security Standard.

JUAEC R
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Access on logging systems shall be restricted to logging
system administrators only.

Ay o ddelall e Al BV Clluall Jed olad) 5 Gada

Default/non-interactive/unneeded accounts shall be
removed/disabled.

ealiall S3aie A el e BT AT aladialy Q) alail JBiSd e o))
Sl dalail ) J gl

Logging systems administrators and operators shall be obliged

to use multi-factor authentication to access the logging

systems.

Akl Jadd g (g e ey A i JLie¥) 5 cliaBlall e 0V aall Tase alasiad
el dadail g il Calise ) J g sl O lial Jaasl

The least-privilege security principle shall be used to provide
logging system administrators and operators with access to
different types of logging systems.

Al y8Y) Alaall AN A aY) Aihaid) JMA e el il g ol s
L& (Management VLAN) 413y

Access to logging systems shall be restricted to management
zone or management VLAN only.

A

Unnecessary/unrequired logging system features and
configuration files shall be removed/disabled.

o Ay pall pe cilildl g ASEN pe A8 il clalal) ) J g ol AS4) caas

Access to unnecessary/unrequired network and file directories
shall be blocked.

AU ALEN ¢ 3al Tl g (A Jsea sl o 95 g ) Lol guia alasii)

s - i
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Hardware controls shall be used and access to removable
media shall be blocked.
Lo doaiaia ool a e Elaa ¥ Joa dadail geal yy i

Logging systems software shall be installed on dedicated
servers.

s3gd daid o Lawall 5 A0 Ay (shalie (g Allaie JS & ElaaY) aaad @ljas aladial
O o «Dland) apend dadail 5l (g 38 pal) Jaansll Al s Jacal il S il
(A e Al glalidl 3 8w

(DMZ) sl dibaial] & Cloal) pan] djan a5 1-14-14

L libyl) a0 (5 dihie & CaaY) aand s aas 2-14-14

bl dikie b SlaaY) pand dae gy 3-14-14

A gall Gloas dibio A SN paal e s 4-14-14

i dihio A& Y] aaal djae s 5-14-14

5yl dihio 8 EaY) peal s s 6-14-14

A log collector shall be implemented in each zone in the
network architecture, and only these collectors shall be
allowed to communicate with the centralized logging system or
logging aggregation systems. A log collector shall be placed,
at a minimum, in the following zones:

14-14-1 Place a log collector in the DMZ.
14-14-2 Place a log collector in the database zone.
14-14-3 Place a log collector in the application zone.

14-14-4 Place a log collector in the corporate services
zone.

14-14-5 Place a log collector in the user zone.

14-14-6 Place a log collector in the management zone.

(Monitoring System Testing and Review) 48 jall aUai daa) jay jLidl

le g omaall e ¥ slaall e el Aol s el < sl e Jalal)
)5 Ao heall J s ) a5l
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e @l b gy 2 aal e Al e CaiSl 8 A8 el dakuil aii ol 1) Slalal)
eha el Gl g g ) o B g el Tl ddaadle aae dlaial (e Aldiadll

iy gllaall el sa ¥l

G oo Jils Ralany Aalal) A1 A i ol e @l il g Cilaa) je el 2]
O A e s oY) o B0 Ay o) 5V (e KU @llly agd = uan ol il
A8 el Calaal Al 6 Lgala s Jils daala 8 Badinall ) yuad)

Reviews and tests shall be performed by authorized 1-15
individuals on Hail university 's security monitoring tools to

validate that they comply with Hail university 's Cybersecurity

Event Logs and Monitoring Management Policy and
successfully meet the monitoring objectives.

(Retaining Event Logs) <ulaal! Cla LlaiY)|

Lea aaaid o o s il O3A 4l Calaall e Cada (adas aagll

O Jila Aaala c&ai ) clead sadal) ol Lgadys (8 3 Eilaa) cdlas @l 1) Shaladl)
Lo daalal) Al 5 Ale sleall J a1 A i ) AlaisY) and o dles Alaiad)

I\_UXL.AS\ Glel Yy

NECENEEIAEN
L _ 1-16
Periodic backup of logs shall be performed as per Hail

university’s Backup and Recovery Management Policy.

J oDl Taudls 1 jes 18 3aaly «JaY) Ao THed 12 saal Eulaaly) e Jaliiay)
il daala b Baaizall ) ) () dlpud T8 5 J skl 5 il o ol aaS Al

Event logs shall be retained for at least twelve (12) months for 216
all assets, and at least eighteen (18) months for critical assets,
or for a longer period, as per Hail university’s Cybersecurity
Policy.
Lib @lld 5 agl 7 Jeaall Greadinall o o pean g Calaal) Gl Cada g Ad ) 4
J 5 Cpimall (5 gpaall = Lasadl 5 ecDlandly Laliia DU 3adacal) d3ia 3l 33al) o lgiiil any
Lledda s Colaa¥l bl 488 dlee ¢ yaly 4l 5 43l glaall 3-16
The archival and deletion of event logs shall be restricted to

authorized users and only after the expiration of the retention
JPAEN KRN
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period. Appropriate information and technology asset
administrators shall be authorized to carry out event log
archival and deletion.

el B la) Auand T8y 150 Ahliia¥) gl pla il 5 baleiu) dplSa) sl
(Jils Gaala L sacinal) dalgia )

Backup retrieval and recovery shall be regularly tested as per

Hail university’s Backup and Recovery Management Policy.

(Alternate Logging Capability) <) Jail dhsy ddee i 53

i Al duieY) EilaaYL dalaial) il G dlial sa (o Jila daala (S

4-16

. . ) a3gll
(655l il i) an ) s Bk Al s a3 ¥
A aly 5 shall e Jualy daleiall Lnlad) Elaal) Jeand Al callaas 13)
pand elly y Gl bl apan ol 38x Ja oli) Hley 38 43 il Jaaas Alee e
Lo (Gaiall 5 481 yall il jaly aLall Jila Gaals Lgeadind of oSad Cllas 35a g ALl
Gla g By dla A dgal) Jleel o LS IS0 fgis55ha oY) Jeal) ol e
:\_3 M\ Q\c\ﬁ}(\
(5 S ye il Jaaas alas ) cBlacd) Jla ) A AiLaYl dlall ekl by
Al Juaiy) Jhat Jla 8 L eal e Elaa ¥l ol Jasadl
In addition to sending logs to a centralized logging system, 1-17

high risk information and technology assets shall be configured
to maintain local logs in the event of network connectivity
failure

(Event Log Availability) culaa¥) Jaw il s

4l shaall J Sl Lealadind ALE 5 CulaaY) Joaed Al g s 3o ) jatad laa

Al Al el
Ll ddasdle axe dgllaial (e 3 30 dh OB ulaa¥) Jaaasi Alusy 355 Al 1) e
&J\A&)ﬁ}é!(ﬁﬁjﬂﬁtﬁﬂ‘}&ﬁ&‘Ougé#c«‘ﬁ!‘;.cs‘)ﬁ\emj&i\*\ijl ALl
oeba
4 laall i) ey
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Clasles o gsind il Jila Gaalany dalall 4l 5 4l sheal) J sl s
MML@‘&L}M\BJ\J\H&SSJ%&MQ\AJ&M}‘ ca,'\m
A1 S L Aalall Elaal) Jlu Y lgdlas]

Hail university’s information and technology assets with 1-18
protected information, or designated through risk
management assessment as requiring event logs, shall be
configured to generate event logs at all times.

Gsds dcludl jlae e Aeadll b o ) 508 335 e 823 Adlia) Jasd dadail slac)
g Uaiil
- . . - g, 2-18
Multiple redundant logging systems with failover capabilities
shall be configured.

(Log Classification) <awll Cagiuas

el 48y Hhay Al ad) el Elaal OMla aras dles Cany aagll

el sinl (e ae N e ol Cayiat ¢ild il daladl dal gn O ad) il 1))

Loa e ST bl oda () oSind Alall & e Lol Adhal clily e cdlaud) oda )L' ‘
Al e Ji1 et Lgilaad sadacal) Jagl sall oY LeSlgiil yhadl
3 gladll Gile) oY)

gy bl o Sl 3 5 el el (o 5Sall Jumdl) daliil e Jalal
i sheal) 35 oy A3l 13 Ll seiall aams o e Lgil 5 il Ay sl Bdha
Centralized logging solutions shall be treated as if they contain, ~ 1-19

at a minimum, Hail university’s Secret and Restricted data,
and as if they comply with all relevant confidentiality controls.

A Ll e ddiad clily e (g ing AaziD il clipdaill Jas 6 ) Al
UL e g sl 13gd A sllaall Jag) guall (i 58 any dglall

For any application log or transaction record(s) that contains ~ 2-19
data classified as Top Secret, the controls required for that
classification of data shall be enforced.

(Log Integrity and Security) eiedts s <Ol (gl

Casgll

Ly e KU dueY) Slaa¥) clan e cdbanill adS e 3 ol AT slaic)
ALY lls 8 L
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e oSl Ay ol smy 090 A Glaa¥) s Jiand Sadll e S 1)
s il g e slaall Jual) Jals capal) abalin 830 of andiall (Sa (Jhanil)
058 Ol cardioaall Ly a8 ) 5 Lol Ai¥) o 2y gias s al 13) cllall o3
63 aadiuall (3338 ) Cileleal Jila daala 43 55 Gl g cantinuall LaSladd Jila cllia
e i 38 Lgld cDall Al gl Jla 8 il LS Al ol 5 Ll L) sl

AaSadl Gilel jal & U gie
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Ll g ey Jand) Al Alaad G i g ¢ Lea¥) Jand) 2Dl e Lalial)

Original log integrity shall be maintained. Mechanisms to
protect log integrity can include strict access control, restricted
data repositories, etc.

Jal) A el Jhe copadlly JuuY) illa b cdland) il Jiley Gl
owal oY Sgisp Gaal alaiidls ((Transport Layer Security)
il 1) le assll (Cipher Suite) daseaddl sl il )l i

il daals 8 adieall il jlxs g sl a0 (SUte B Ae sena

Methods to encrypt logs during transmission and at rest shall
be implemented, such as Transport Layer Security (TLS).
Recommended next generation encryption protocols and
cipher suites (such as suite B cryptography) shall be used.
Refer to Hail university’s Cryptography Standard.

Jie oAl 5 JuoY) Al (8 SOl e 3hoatl) CalS i Jilu g Gk
(Message Digest) 4.l Jl3aly (Hashing) sl dla S ))&
e it il Joaeill Y laa sf Jaaeill Gt el ) A8l lld g oy il
o (e leall Jgem g 5 Calall 4533 Al jpai s Jaaal) aas Sl Jie s cullad
g Al a o (Lo AV AL ) ) A 5 ST clleal) 48K Jia) Uil

Al Aokl cillaia e g U3 il daals 6 ainal) il lea

Methods that can detect modification of logs during
transmission and at rest, such as hashing and message digest
algorithms, shall be implemented. Mechanisms to detect
modification or attempts of modification can rely on certain
triggers such as reduction in log size, change in file hash,
access by non-system processes (e.g., everything except
automated processes for writing and digesting logs). Refer to
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Hail university's Cryptography Standard for integrity and
hashing requirements.
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Access to log files and logs storage shall be restricted to the ~ 4-20
logging system only. Access to logs shall be provided to
administrators for troubleshooting purposes only during the
troubleshooting or maintenance period.
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Rate limiting shall be configured to prevent denial of service  9-20
attacks for the logging system. Additionally, it shall be
configured to a reasonable threshold.

(Logging Resources) &ihal) Ju 3 sa
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Sufficient resources (e.g., system resources, data storage, and 1-21
network bandwidth) shall be provided to accommodate
prescribed logging activities. Log storage devices shall have
sufficient log storage for collecting logs.

(Logging Configuration Changes) Jiwdll cililae] e )yl
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Security event log configuration changes, including scope and
monitoring frequency, shall be restricted to authorized users.

(Use of Monitoring Devices) 48l sl 3 jeal alasis)
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The use of monitoring and scanning devices or tools shall be ~ 1-23
limited to authorized users.
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The results of all monitoring and scanning activities shall be ~ 2-23
classified as Confidential, at minimum.
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